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Chapter 1
About ClearPass Policy Manager

This chapter provides an overview of the ClearPass 6.6 Policy Manager Access Management System.
This chapter includes the following information:

e About the ClearPass Access Management System

e Using the Policy Manager Dashboard

e Accessing Configuration Information

e Importing and Exporting Information

This section contains the following information:

e About This Guide

e (learPass Access Management System Overview
e Key Features

e Advanced Policy Management

e ClearPass Specifications

About This Guide
Welcome to the ClearPass Policy Manager 6.6 User Guide.

The ClearPass Policy Manager 6.6 User Guide provides a general overview of ClearPass Policy Manager features,
as well as detailed descriptions of the configuration settings used to manage and monitor your Policy Manager
deployment.

Intended Audience

The intended audience for the ClearPass Policy Manager 6.6 User Guide includes customers, partners, and field
Sales Engineers.

Please note that this document is not a training guide, and it is assumed that the reader has at minimum
foundational training in ClearPass Essentials and, if possible, Aruba Certified Professional (ACCP) certification.

The user of this guide should have a working knowledge of the following:

o AAAtechnologies (RADIUS, TACACS, 802.1X, MAC address authentication, and Web authentication)
e Layer-2 and Layer-3 networking
e Userldentity stores, such as Active Directory

Providing information about network device configurations and capabilities is outside the scope of this guide. For
information on these topics, refer to the documentation provided by the vendor of your network equipment.

Getting Started
If you are new to ClearPass Policy Manager, refer to the following sections:

e Forageneral description of ClearPass Policy Manager features, refer to the following topics in this section,
ClearPass Access Management System Overview and Key Features.

e For adescription of how to use the Dashboard, see Using the Policy Manager Dashboard on page 25.
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For a list of common configuration tasks and pointers to information about how to perform each task, refer
to Accessing Configuration Information on page 28.

If you are planning a new ClearPass Policy Manager deployment, refer to the ClearPass Deployment Guide.
The ClearPass Deployment Guide is organized in a way that presents the recommended sequence in which
ClearPass deployment should take place, and makes the major deployment tasks easy to implement.

ClearPass Access Management System Overview

The ClearPass Policy Manager™ Access Management System provides a window into your network and covers
all your access security requirements from a single platform. You get complete views of mobile devices and
users and have total control over what they can access.

With ClearPass, IT can centrally manage network policies, automatically configure devices and distribute
security certificates, admit guest users, assess device health, and even share information with third-party
solutions—through a single pane of glass, on any network and without changing the current infrastructure.

Role-Based and Device-Based Access

The ClearPass Policy Manager platform provides role-based and device-based network access control for
employees, contractors, and guests across any wired, wireless, and VPN infrastructure.

ClearPass works with any multivendor network and can be extended to business and IT systems that are
already in place.

Self-Service Capabilities

ClearPass delivers a wide range of unique self-service capabilities. Users can securely onboard their own devices
for enterprise use or register AirPlay, AirPrint, Digital Living Network Alliance (DLNA), and Universal Plug and
Play (UPNP) devices that are enabled for sharing, sponsor guest Wi-Fi access, and even set up sharing for Apple
TV and Google Chromecast.

Leveraging Contextual Data

The power of ClearPass comes from integrating ultra-scalable AAA (authentication, authorization, and
accounting) with policy management, guest network access, device onboarding, and device health checks with
a complete understanding of context.

From this single ClearPass policy and AAA platform, contextual data is leveraged across the network to ensure
that users and devices are granted the appropriate access privileges.

ClearPass leverages a user's role, device, location, application use, and time of day to execute custom security
policies, accelerate device deployments, and streamline network operations across wired networks, wireless
networks, and VPNs.

Third-Party Security and IT Systems

ClearPass can be extended to third-party security and IT systems using REST-based APIs to automate work
flows that previously required manual IT intervention. ClearPass integrates with mobile device management to
leverage device inventory and posture information, which enables well-informed policy decisions.

Key Features
ClearPass's key features are as follows:

Bring Your Own Device (BYOD) Certificate Authority for secure self service onboarding
Auto Sign-On and single sign-on (SSO) support via Security Assertion Markup Language (SAML) v2.0

Social network and Cloud application SSO via OAuth2, Facebook, Twitter, LinkdIn, Office365, Google Apps,
and soon
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Enterprise reporting, monitoring, and alerting

Role-based network access enforcement for multivendor Wi-Fi, wired, and VPN networks
High performance, scalability, High Availability, and load balancing

A Web-based user interface that simplifies policy configuration and troubleshooting

Network Access Control (NAC), Network Access Protection (NAP) posture and health checks, and Mobile
Device Management (MDM) integration for mobile device posture checks

Advanced reporting of all user authentications and failures

HTTP/RESTful APIs for integration with third-party systems, Internet security, and MDM
Device profiling and self-service onboarding

Guest access with extensive branding and customization and sponsor-based approvals
IPv6 administration support

Advanced Policy Management
ClearPass advanced policy management support includes:

Employee access

ClearPass offers user and device authentication based on 802.1X, non-802.1X, and Web Portal access
methods. To strengthen security in any environment, you can concurrently use multiple authentication
protocols, such as PEAP, EAP-FAST, EAP-TLS, EAP-TTLS, and EAP-PEAP-Public.

For fine-grained control, you can use attributes from multiple identity stores, such as Microsoft Active
Directory, LDAP-compliant directory, Open Database Connectivity (ODBC)-compliant SQL database, token
servers, and internal databases across domains within a single policy.

Additionally, you can add posture assessments and remediation to existing policies at any time.
Device profiling
ClearPass provides a profiling service that discovers and classifies all endpoints, regardless of device type.

You can obtain a variety of contextual data(such as MAC OUls, DHCP fingerprinting, and other identity-
centric device data) and use this data within policies.

Stored profiling data identifies device profile changes and dynamically modifies authorization privileges. For
example, if a printer appears as a Windows laptop, ClearPass Policy Manager can automatically deny access.

Access for unmanaged endpoints

Unmanaged non-802.1X devices (such as printers, IP phones, and IP cameras) can be identified as known or
unknown upon connecting to the network. The identity of these devices is based on the presence of their
MAC address in an external or internal database.

Secure configuration of personal devices

ClearPass Onboard fully automates the provisioning of any Windows, Mac OS X, iOS, Android, Chromebook,
and Ubuntu devices via a built-in captive portal. Valid users are redirected to a template-based interface to
configure required SSIDs and 802.1X settings, and download unique device credentials.

Additional capabilities include the ability for IT to revoke and delete credentials for lost or stolen devices,
and the ability to configure mobile email settings for Exchange ActiveSync and VPN clients on some device

types.
Customizable visitor management

ClearPass Guest simplifies work flow processes so that receptionists, employees, and other non-IT staff can
create temporary guest accounts for secure Wi-Fi and wired network access. Self-registration allows guests
to create their credentials.

Device health checks
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ClearPass OnGuard, as well as separate OnGuard persistent or dissolvable agents, performs advanced
endpoint posture assessments. Traditional NAC (Network Admission Control) health-check capabilities
ensure compliance and network safeguards before devices connect.

You can use information about endpoint integrity (such as status of anti-virus, anti-spyware, firewall, and
peer-to-peer applications) to enhance authorization policies. Automatic remediation services are also
available for non-compliant devices.

ClearPass Specifications

ClearPass Policy Manager
Comprehensive identity-based policy engine
Posture agents for Windows, Macintosh OS X, and Linux operating systems
Built-in AAA services: RADIUS, TACACS+, and Kerberos
Web, 802.1X, and non-802.1X authentication and authorization
Reporting, analytics, and troubleshooting tools
External captive portal redirect to multivendor equipment
Interactive policy simulation and monitor mode utilities
Deployment templates for any network type, identity store, and endpoint

Framework and Protocol Support

RADIUS, RADIUS CoA, TACACS+, Web authentication, and SAML v2.0
EAP-FAST (EAP-MSCHAPV2, EAP-GTC, EAP-TLS)

PEAP (EAP-MSCHAPV2, EAP-GTC, EAP-TLS, EAP-PEAP-Public)

TTLS (EAP-MSCHAPvV2, EAP-GTC, EAP- TLS, EAP-MDS5, PAP, CHAP)
EAP-TLS

PAP, CHAP, MSCHAPv1, MSCHAPv2, and EAP-MD5

Wireless and wired 802.1X and VPN

Microsoft Network Access Protection (NAP) and Network Access Control (NAC)
Windows machine authentication

MAC address authentication (non-802.1X devices)

Audit based on port and vulnerability scans

Supported Identity Stores
Microsoft Active Directory
Kerberos
Any LDAP-compliant directory
Any ODBC-compliant SQL server
Token servers
Built-in SQL store
Built-in static-hosts list
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The Policy Manager Dashboard organizes and presents the key information about the status and performance
of the current ClearPass server or cluster, as well as a set of Quick Links to the most commonly used functions,
such as configuring policies, viewing the Access Tracker, and so on.

The Dashboard information is illustrated in interactive bar chart, graph, and table formats.

To customize the Dashboard layout to display the information you most want to see (as described in Table 1),
drag and drop from the list of the Widget elements on the left pane to one of the available Dashboard slots in
the right pane.

Table 1: Dashboard Widget Summary

To view the table with latest system level events, drag and drop
the Alerts widget to the Dashboard.
Clicking on a row drills down to the Event Viewer.

Alerts
Latest Alerts

To view the graph that displays all requests processed by Policy
Manager over the past week, drag and drop the All Requests
widget.
Processed requests include RADIUS, TACACS+, and
WebAuth requests.
Clicking on each bar in the graph drills down to the Access
Tracker page and shows the requests for the selected day.

All Requests
Trend all Policy Managsr requests

o o o To view the links to the Aruba Insight, Guest, and Onboard
5 Applications applications that are integrated with Policy Manager, drag and
drop the Applications widget to the Dashboard.

& Launch other ClearPass Applications

. o To view a graph of the failed and successful requests over the

%ﬂ ﬁg:gg’:ﬂ‘;?:jgf;gg o thentieations past week, drag and drop the Authentication Status to the
Dashboard.

This graph includes RADIUS, WebAuth, and TACACS+

requests. The default data filters Failed Requests and

Successful Requests are used to plot this graph.

Clicking on each circle on the line graph drills down to the

Access Tracker page that shows the failed and successful

requests for the day specified.

To view the status of all nodes in a cluster, drag and drop the
Cluster Status widget to the Dashboard. The following fields
are shown for each node:
Status: Shows the overall health status of the cluster. Green
indicates healthy status. Red indicates connectivity problems
or high CPU or high memory utilization. The status also
shows red when a node is out-of-sync with the rest of the
cluster.
Host Name: Specifies the name of the host and IP address
of the node.
Zone: The configured cluster zone.
Server Role: Indicates whether the cluster node is a
publisher or subscriber.

—
7, Cluster Status
TR Monitor the status of the entire cluster
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Table 1: Dashboard Widget Summary (Continued)

o Last Replication: Date of the last replication.
e Status: Indicates the status of the cluster node.

i To view the chart that shows the graph of all profiled devices
i~ Device Category categorized into the following categories:
Device Categories o Access Points
e Computer
e Conflict
Indicates a conflict occurred in the categorization of the
device.
Datacenter Appliance
Game Console
Monitoring Devices
Network Boot Agents
Physical Security
Printer
Router
Server
Smart Device
Switch
Unknown
Indicates devices that are not included in the Profiler
database.
VOIP phone

To view the device family of a particular device category:
.+ Device Family 1. Drag and drop the Device Category widget to the
Device Family Dashboard.
2. From the drop-down, select the device category.
The device family is displayed. For example, selecting
Computer would show that the device family is Windows.

To view a display that shows the number of smart devices,
computers, and unmanaged devices, as well as the total
number of devices defined by the Endpoint Profiler for this
ClearPass server, drag and drop the Endpoint Profiler
Summary widget to the Dashboard.

Endpoint Profiler Summary
?{.“1:1 Endpoint profiling details

e Toview the table with the latest failed authentications, drag
and drop the Failed Authentications widget to the
Dashboard.

e Clicking on a row drills down to the Access Tracker page and
shows failed requests sorted by timestamp, with the latest
request displayed on the top.

Track the Istest failed suthentications

% Failed Authentications

To view the graph of the healthy and unhealthy requests over

the past week, drag and drop the Health Status widget.

e Healthy requests are the requests to which the health state
was deemed to be healthy based on the posture data sent
from the client.

.I. Health Status
Trend Healthy and Unheaithy requests
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Table 1: Dashboard Widget Summary (Continued)

e Unhealthy requests are the requests to which the health state
was deemed to be quarantined (posture data received but
health status is not compliant) or unknown (no posture data
received).

This includes RADIUS and WebAuth requests. The default
data filters Health Requests and Unhealthy Requests are
used to plot this graph.

e Clicking on each circle on the line graph drills down to the
Access Tracker page that shows the healthy and unhealthy
requests for the last week.

Latest Authentications
Latest Authentications

To view the table with the latest authentications, drag and drop

the Latest Authentications widget to the Dashboard.

e Clicking on a row in the table drills down to the Access
Tracker page that shows requests sorted by timestamp with
the latest request displayed on the top.

£X MDM Discovery Summary
!I:‘ -%-‘t Mobile Device Management discovery
details

To view the charts that show the endpoints discovered, drag and

drop the MDM Discovery Summary widget to the Dashboard.

e The endpoints are displayed in separate charts based on the
endpoint's operating system.

e Clicking a chart drills down to the Configuration > Identity
> Endpoints page. The results depends on the operating
system selected.

For example, if you click the Android devices chart, you can
view the list of only Android devices in the Endpoints page.

_I_ OnGuard Clients Summary
OnGuard Clients details

To view a display that shows the number of Linux, Mac, and
Windows OnGuard clients, as well as the total number of
OnGuard clients for this ClearPass server, drag and drop the
OnGuard Clients Summary to the Dashboard.

Quick Links
Launch configuration interfaces with a single
click

To view the links to the following configuration tasks, drag and
drop the Quick Links widget to the Dashboard:

e Start Configuring Policies

Manage Services

Access Tracker

Analysis and Trending

Network Devices

Server Manager

ClearPass Guest

ClearPass Onboard

.= Request Processing Time
¥ Trend total request processing time

To view the trend of total request processing time, drag and
drop the Request Processing Time widget to the Dashboard.
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Table 1: Dashboard Widget Summary (Continued)

To view the bar chart with each bar representing a categorized

Service Categorization . ) .
st Monitor Service gafegmzaﬁm of Policy Manager service request, drag and drop the Service
L3 authentications Categorization widget to the Dashboard.

e Clicking on a bar drills down to the Access Tracker that
shows the requests that were categorized into a specific
service.

To view a table with the latest successful authentications, drag

and drop the Successful Authentications widget to the

Dashboard.

e Clicking on a row in the table drills down to the Access
Tracker page that shows successful requests sorted by
timestamp, with the latest request displayed on the top.

Track the latest successful authentications

Successful Authentications

; To view the CPU usage for the last 30 minutes, drag and drop
,iré System CPU Utilization the System CPU Utilization widget to the Dashboard.

CPU usage for last 50 mins e The widget displays the CPU utilization time in minutes and
percentage for System, User, and 10 Wait time, indicated by
color.

e CPU utilization is presented in five-minute increments.

To view the Percentage Used statistics for the following
components, drag and drop the System Summary widget to
Dashboard:

e Main Memory

e Swap Memory
e Disk

e Swap Disk

,irf System Summary
Snapshot of system usage

This section contains the following information:

e Introduction

e Start Here

e Services

e Authentication and Authorization
e Identity

e Posture

e Enforcement

e Network

e Policy Simulation

e Profile Settings
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Introduction

This section provides pointers to information on how to configure the primary configuration tasks in ClearPass
Policy Manager.

You can access all these configuration tasks via the ClearPass Configuration menu.
To access the ClearPass Configuration menu, select Configuration.
The ClearPass Configuration menu appears (see Figure 1):

Figure 1: ClearPass Policy Manager Configuration Menu

== Dashboard

Monitoring

el H (*}
Configuration .

1J Start Here
1k Services
& Authentication
1 Methods
1} Sources
+ & Identity
; ﬁ Enforcement
"F- Network
1z Devices
1z Device Groups
1.; Proxy Targets
12 Policy Simulation
12 Profile Settings

,OT— Administration (4]

Start Here

The ClearPass Policy Manager Start Here page provides the ability to create templates for services that will
allows you to define baseline policies and require specific data when you create services.

For more information, see Start Here: About Policy Manager Service Templates on page 34.

Services

The Services page provides options to add, modify, and remove a service. For more information, refer to the
following sections:

e Services Architecture and Flow on page 33
e Start Here: About Policy Manager Service Templates on page 34
e Configuring Policy Manager Services on page 70

This page also shows the current list and order of services that ClearPass Policy Manager keeps track of during
authentication and authorization.
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Authentication and Authorization
The Authentication page provides options to configure the following components:

e Adding and Configuring Authentication Methods on page 165
e Adding and Configuring Authentication Sources on page 190

e Configuring Authentication Methods for an Existing Service on page 163

Identity

The Identity page provides options on the settings required to configure ClearPass Policy Manager Identity
settings. For more information, refer to the following sections:

e Configuring Single Sign-On on page 233

e Managing Local Users on page 236

e Adding and Modifying Endpoints on page 242
e Managing Static Host Lists on page 252

Posture

The Posture page provides options to configure posture policies and audit servers. For more information,
refer to the following sections:

e Posture Architecture and Flow on page 263
e Creating a New Posture Policy on page 267
e Configuring Audit Servers on page 338

Enforcement

The Enforcement page provides options to configure the Enforcement Profiles globally and to reference in an
enforcement policy that is associated with a service.

For more information, refer to the following section:

e Configuring Enforcement Policies on page 355

e Configuring Enforcement Profiles on page 357

Network

The Network page provides options to configure the Network Access Device (NAD) that sends network access
requests to Policy Manager using the supported RADIUS, TACACS+, or SNMP protocol. The NAD in this context
is usually a mobility controller or a switch.

For more information, refer to the following sections :

e Adding a Network Device on page 448
e Adding and Modifying Device Groups on page 459
e Adding and Modifying Proxy Targets on page 458

e Configuring the Ingress Event Sources on page 704

Policy Simulation

The Policy Simulation page provides options to configure the Policy Simulation utility that applies a set of
request parameters as input against a given policy component.

e For more information, refer to Configuring Policy Simulation on page 409.
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Profile Settings
The Profile Settings page provides options to configure the following elements:

e Subnet Scans: See Configuring Subnet Scans on page 441 and Initiating a Network Discovery Scan on page
141.

e SNMP Configuration: See SNMP Credentials Configuration on page 135.
e SSH Configuration: See SSH Credentials Configuration on page 137.
e WMI Configuration: See WMI Credentials Configuration.

This section contains the following information:

e Importing Information Into ClearPass
e Exporting Information From ClearPass

The option to import or export is available from many ClearPass components, such as services, authentication
methods, authentication sources, and enforcement policies.

Importing Information Into ClearPass
Most pages in Policy Manager allow you to import configuration and administration-related information.

This information is stored as an XML file, which can be password protected. For information about the tags and
attributes in the XML file, refer to Appendix B, "Using the ClearPass Configuration API" in the ClearPass
Deployment Guide.

In the top-right corner of the configuration pages, the Add, Import, and Export All options are displayed:

“* Add
= Import
. Export All

To import information into ClearPass:

1. Click the Import link.
The Import from file dialog box opens.

Figure 2: Import From File Page

Import from file o
Select File: Choose File |Mo file chosen

Enter secret for the file {if any):

2. Click Choose File.
3. Browse to the file you want to import.
= You must select an XML file in the correct format.
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= See Appendix B, "Using the ClearPass Configuration API" in the ClearPass Deployment Guide for more
information about the format and contents of XML files.

= If you have exported files from different locations within Policy Manager, ensure that you are selecting
the correct file.

4. If thefileis password protected, enter the password in the Enter secret for the file (if any) field.
5. Click Import.

Exporting Information From ClearPass
Most pages in Policy Manager allow you to export configuration and administration-related information.
To export multiple items, select the check boxes in the rows of the specific items that you want to export.

The configuration and administration information is exported as an XML file; you can set this file to be
password protected (see Table 2 for details).

To export information from ClearPass:

1. Click the Export All link at the top-right corner of the configuration page.
The Export to File dialog opens.

Figure 3: Export to File Dialog

Export to file o

Export file with password

. i@
protection: ¥ Yes - No

Secret Key:

Verify Secret:

Specify the export parameters based on Table 2.
Click Export.
Enter the XML file name in the Save As dialog box.

vk W

Click Save.

Table 2 describes the Export to file parameters:

Table 2: Export to File Dialog Parameters

Parameter Action/Description

Export file with password 1. To export the file with password protection, choose Yes.
protection
Secret Key/ Verify Secret 2. Enter the secret key. Then reenter the secret key.
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Chapter 2
Services

This chapter describes the following topics:

e Services Architecture and Flow

e Start Here: About Policy Manager Service Templates
e Viewing the List of Services

e Configuring Policy Manager Services

The Policy Manager policy model groups policy components that serve a specific type of request into the
Services page.

Services Architecture and Flow

Service Classification

Policy Manager services are classified as follows:

o Parents of their policy components, which are wrapped hierarchically and coordinated in processing
requests.

o Siblings of other Policy Manager services within an order that determine the sequence in which they are
tested against requests.

o Children of Policy Manager, which test requests against their rules to find a matching service for each
request.

Service Flow Control
The flow control for requests follows this sequence:

1. Policy Manager tests for the first request-to-service-rule match.
2. The matching service coordinates execution of its policy components.

3. Those policy components process the request to return enforcement profiles to the network access device
and, optionally, return the posture results to the client.

Approaches to Creating a New Service

There are two approaches to creating a new service in ClearPass:

Bottom-Up
1. Create all the policy components first as needed:
= Authentication method
= Authentication source
= Role-mapping policy
m Posture policy
= Audit servers
= Enforcement profiles
= Enforcement policy
2. Create the service using the Service creation wizard.

Top-Down

1. Start with the Service creation wizard.
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2. Create the associated policy components as and when required, all in the same flow.

To help you get started, ClearPass provides 17 service types or templates. If these service types do not suit
your needs, you can create a new service using custom rules (as described in the next sectionStart Here:
About Policy Manager Service Templates).

This section includes the following information:

Creating Templates for ClearPass Services
Service Templates Provided

Service Templates Supported for High Capacity Guest Mode

ClearPass Policy Manager Service templates provide a way to step through the template-creation process so
that you can easily create services and configure their specific components, such as role-mapping policies,
enforcement policies, associated network devices, and so on.

Creating Templates for ClearPass Services
To create templates for services for which you can define baseline policies and require specific data:

1. Navigate to the Configuration > Start Here page.
The Start Here page opens.
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Figure 4: Start Here Page (Partial View)
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2. Select the desired service template.
The configuration dialog for the selected service template opens, as shown in the following example figure:
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Figure 5: Auto Sign-On Service Template

Service Templates - Aruba Auto Sign-On

Authentication Enforcement Details SP Details

Name Prefix™*: ASQ-Service-Template

Description
For accessing SAML based single sign-on enabled applications using network authenticated identity through Aruba controllers.

 padto Starstece aletn
3. Fillin the various fields that are presented in the templates—Policy Manager then creates the configuration

elements that are needed for that particular service.

Service Templates Provided

Refer to the following descriptions of the ClearPass service templates for configuration details:

802.1X Wired, 802.1X Wireless, and Aruba 802.1X Wireless Service Template on page 44
Auto Sign-On Service Template on page 48

Aruba VPN Access with Posture Checks Service Template on page 49
Certificate/Two-Factor Authentication for ClearPass Application Login Service Template on page 51
ClearPass Admin Access Service Template on page 53

ClearPass Admin SSO Login (SAML SP Service) Service Template on page 54

ClearPass Identity Provider (SAML IdP Service) Service Template on page 55

Device MAC Authentication Service Template on page 56

EDUROAM Service Template on page 58

Encrypted Wireless Access via 802.1X Public PEAP Method Service Template on page 60
Guest Access Service Template on page 61

Guest Access Web Login Service Template on page 63

Guest Authentication with MAC Caching Service Template on page 64

Guest Social Media Authentication Service Template on page 66

OAuth2 API User Access Service Template on page 68

Onboard Service Template on page 68

Service Templates Supported for High Capacity Guest Mode

The following service templates are supported when the High Capacity Guest (HCG) mode is enabled:

ClearPass Admin Access (Active Directory)

ClearPass Admin SSO Login (SAML SP Service)

ClearPass Identity Provider (SAML IdP Service)

Encrypted Wireless Access via 802.1X Public PEAP method
Guest Access

Guest Access - Web Login

Guest MAC Authentication

OAuth2 API User Access

The following service types are supported when the HCG mode is enabled:

MAC Authentication
RADIUS Authorization
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e RADIUS Enforcement

e RADIUS Proxy

e Aruba Application Authentication
e Aruba Application Authorization

e TACACS+ Enforcement

e Web-based Authentication

e Web-based Open Network Access

The Services page shows the current list and order of services that ClearPass Policy Manager follows during
authentication and authorization. You can use the configured default service types or you can add additional
services. Services included in square brackets "[ ]" indicate default services.

To view the list of services on the current ClearPass server:

Navigate to Configuration > Services.
The Services page opens:

Figure 6: Services Page

Configuration » Services

Services
Filter: Name [=] contains ~ +] m
# ! Order 4 Name Type

1.(0 1 Radius-generic-suri RADIUS
2.|@ 2 App-auth Application
=4 L] MAB-suri RADIUS
4|0 4 1X-Wireless RADIUS
5[0 s Health-only WEBAUTH
6.0 6 Tacacs-suri TACACS
7.|E 7 [Policy Manager Admin Network Login Service] TACACS
8.|@ 8 Guest Operator Logins Application
9.@ 9 [AirGroup Authorization Service] RADIUS
10.|@ 10 [Aruba Device Access Service] TACACS
11.|@ 11 [Guest Operator Logins] Application
1z.|E 12 suri-captive Guest Access RADIUS
13.(0 13 Web-auth WEBAUTH
Showing 1-13 of 13

The following table describes the Services parameters:

Table 3: Services Page Parameters

Template

RADIUS Enforcement ( Generic )
Aruba Application Authentication
MAC Authentication

802.1X Wireless

Web-based Health Check Only
TACACS+ Enforcement
TACACS+ Enforcement

Aruba Application Authentication
RADIUS Enforcement { Generic )
TACACS+ Enforcement

Aruba Application Authentication
RADIUS Enforcement { Generic )
Web-based Authentication

" Add
E3 Import
& Export Al

Show | 100 El records

©w

tatus

PPpPpoDOODODODODODODO®

Copy | Export | Delete

Parameter | Description

Name Displays the name of the service.

Authentication, and TACACS.

Type Displays the type of authentication associated with the service. For example, RADIUS, Web

Template Specifies the type of the service template to create a service.

Status Displays the status of the service. A green/red icon indicates enabled/disabled state. Click the icon
to toggle the status of a service between Enabled and Disabled.
NOTE: If a service is in Monitor mode, an [m] indicator is displayed next to the Status icon.
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For more information, see:

e Adding Services on page 1
e Modifying Services on page 1

e Reordering Services on page 42

Viewing Existing Services

You can view all configured services in a list or drill down to individual services in the Services page. You can
filter the list of services by phrase or sort the services by order.

To view a list of services:
1. Navigate to Configuration > Services.

The Services page opens:

Figure 7: Services Page

Configuration » Services
Services ¥ Add
& Import
& Export Al
Filter:| Name El contains ¥ Clear Filter Show |10 El records
# [ Order & Name Type Template Status
b | D 1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement e
2 | 8 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) o
3. | D 3 [Aruba Device Access Service] TACACS TACACS+ Enforcement e
s | D 4 [Guest Operator Logins] Application Aruba Application Authentication e
58 | ] 5 [Insight Operator Logins] Application Aruba Application Authentication o
T TT T | e M

2. Toview a service's details, select the service.

The Edit Services page opens to the Summary tab. The Summary tab provides the detailed information
about the selected service configuration.

For example, to add authentication sources and authentication methods, click the Authentication tab.
The following figure displays the Summary page:
Figure 8: Details for an Individual Service

Services - 1X-Wireless

Name: 1X-Wireless

Description: 802.1X Wireless Access Service
Type: 802.1X Wireless

Status: Disabled

Maonitor Mode: Disabled

More Options:

Match ALL of the following conditions:
Type Name Operator Value
1.‘Radius:IETF NAS-Port-Type EQUALS Wireless-802.11 (19)

Login-User (1), Framed-User (2],
Authenticate-Qnly (8)

2.‘Radius:IETF Service-Type BELONGS_TO

Authentication:

Authentication Methods: [EAP PEAP]

[EAP FAST]

[EAP TLS]

[EAP TTLS]

[EAP MSCHAPvZ]
[MSCHAP]

[PaP]

172.21.1.11 [Active Directory]
[Local User Repository] [Local SQL DB]

Authentication Sources:

il Il

Strip Username Rules: user:@

Roles:
Role Mapping Palicy:

Enforcement:
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Adding and Removing Services
This section provides the following information:

e Adding a New Service
e Modifying a Service

e Removing a Non-Default Service

You can modify a list of services by creating a new service, copying an existing service, and then modifying or

deleting the existing service.

Adding a New Service
To add a new service:

1. Navigate to Configuration > Services.
The Services page opens.

Figure 9: Services Page

Configuration » Services
Services o Add
& Import
& Export Al
Eilter: | Name E' contains ¥ Clear Filter Show | 10 El records
# [ Order 4 Name Type Template Status
i ‘ ] 1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement e
2 ‘ D 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement { Generic ) e
2 ‘ 0 = [Aruba Device Access Service] TACACS TACACS+ Enforcement e
G ‘ ] 4 [Guest Operator Logins] Application Aruba Application Authentication ®
5. ‘ D 5 [Insight Operator Logins] Application Aruba Application Authentication ®
Showing 1-5 of 5 Copy | Export | Delete

2. Click Add.
The Add Services dialog opens.

Figure 10: Add Services Page

Services
m Authentication Authorization Roles Posture Enforcement Audit Profiler Acc ing Proxy v
Type: 802.1X Wireless [=]
Name: DotixWireless
Description: 802.1X Wireless Access Service
Monitor Mode: [C] Enable to monitor network access without enforcement
More Options: Authorization Posture Compliance Audit End-hosts Profile Endpoints ¥| Accounting Proxy

Service Rule

Matches &) ANY or @ ALL of the following conditions:

Type Name Operator Value
1‘|Radius:IETF NAS-Port-Type EQUALS Wireless-802.11 (19)
. s Login-User (1), Framed-User (2},
2.|Radius:IETF Service-Type BELONGS_TO Authenticate-Only (8)

3‘|Chck to add...

@

3. Specify the Add Services configuration parameters as described in Table 4, then click Save.
Note that the available settings vary, depending upon the service type selected.

ClearPass Policy Manager | User Guide

Services | 39



Table 4: Add Services Page Parameters

Parameter Action/Description

Type Select the desired service type from the drop-down list.

When working with service rules, you can select from the following namespace dictionaries:

e Application: The type of application for this service.

e Authentication: The Authentication method to be used for this service.

e Connection: Originator address (Src-IP-Address, Src-Port), Destination address (Dest-IP-
Address, Dest-Port), and Protocol

o Device: Filter the service based on a specific device type, vendor, operating system location,
or controller ID.

o Date: Time-of-Day, Day-of-Week, or Date-of-Year
Endpoint: Filter based on endpoint information such as enabled/disabled, device, OS,
location, and more.

e Host: Filter based on host Name, OSType, FQDN, UserAgent, CheckType, UniquelD, Agent-
Type, and InstalledSHAs,

e RADIUS: ClearPass ships with a number of vendor-specific namespace dictionaries and
distinguishes vendor-specific RADIUS namespaces with the notation RAD/US:vendor
(sometimes with an additional suffix for a particular device). To add a dictionary for a vendor-
specific RADIUS namespace, navigate to Administration > Dictionaries > Radius >
Import (link).

The notation RADIUS:IETF refers to the RADIUS attributes defined in RFC 2865 and
associated RFCs. As the name suggests, RADIUS namespace is only available if the request
type is RADIUS.

e Any other supported namespace: See Rules Editing and Namespaces on page 875 for an
exhaustive list of namespaces and their descriptions.

To create new services, you can copy or import other services for use as is or as templates, or

you can create a new service.

Name Enter the name or label for the service you want to create.
Description Enter a description that provides additional information to identify the service. This field is
optional.
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Table 4: Add Services Page Parameters (Continued)

Parameter Action/Description

Monitor Mode Optionally check the Enable to monitor network access without enforcement to allow
authentication and health validation exchanges to take place between endpoint and Policy
Manager, but without enforcement.

In Monitor Mode, no enforcement profiles (and associated attributes) are sent to the network
device.

Policy Manager also allows Policy Simulation (Monitoring > Policy Simulation), where the
administrator can test the results of a particular configuration of policy components.

More Options Select any of the available check boxes to enable the configuration tabs for those options.
The available check boxes varies based on the type of service that is selected and may include
one or more of the following:
Authorization: Select an authorization source from the drop-down list to add the source or
select the Add new Authentication Source link to create a new source.
Posture Compliance: Select a Posture Policy from the drop-down list to add the policy or
create a new policy by clicking the link. Select the default Posture token. Specify whether to
enable auto-remediation of non-compliant end hosts. If this is enabled, then enter the
Remediation URL. You can specify the Posture Server from the drop-down list or add a new
server by clicking the Add new Posture Server link.
Audit End-hosts: Select an Audit Server, either built-in or customized. Refer to Configuring
Audit Servers on page 338 for audit server configuration steps. For this type of service, you
can perform audit Always, When posture is not available, or For MAC authentication
requests.
You can specify to trigger an audit always, when posture is not available, or for MAC
authentication requests. If For MAC authentication requests is specified, then you can
perform an audit For known end-hosts only or For unknown end hosts only, or For all
end hosts. Known end hosts are defined as those clients that are found in the authentication
source(s) associated with this service. Performing audit on a client is an asynchronous task,
which means the audit can be performed only after the MAC authentication request has
been completed and the client has acquired an IP address through DHCP. Once the audit
results are available, Policy Manager re-applies policies on the network deviceby one of the
following ways:
No Action: The audit does not apply policies on the network device after this audit.
Do SNMP bounce: This option bounces the switch port or force an 802.1X re-
authentication (both done using SNMP).
NOTE: Bouncing the port triggers a new 802.1X or MAC authentication request by the client. If
the audit server already has the posture token and attributes associated with this clientin its
cache, it returns the token and the attributes to Policy Manager.
Trigger RADIUS CoA action: This option sends a RADIUS CoA command to the network
device by Policy Manager.
Optionally configure Profiler settings. Select one or more Endpoint Classification items from
the drop down list, then select the RADIUS CoA action. You can also create a new action by
selecting the Add new RADIUS CoA Action link.

Creating a Service by Copying an Existing Service

You can perform a service copy operation only on a Publisher node.

NOTE

To create a service template by making a copying an existing service:

From the Services page, select the check box by a service, then click Copy.
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Modifying a Service

For full access in modifying a service, you must log in to the Publisher node.

To modify an existing service:

1. Fromthe Services page, click the check box for the service you want to modify.

The Configuration > Services > Edit > <service name> dialog opens.

Figure 11: Edit Services Dialog

Configuration » Services » Edit - [AirGroup Authorization Service]

Services - [AirGroup Authorization Service]

Service Authentication Roles Enforcement

Service:

Name: [AirGroup Authorization Service]

Description: Authorization service for AirGroup device access
Type: RADIUS Enforcement { Generic )

Status: Enabled

Monitor Mode: Disabled

More Options: -

Service Rule

Match ALL of the following conditions:

Type Name Operator Value
1.|Radius:IETF Called-Station-1d EQUALS AirGroup
2.|Rad|us:IETF Service-Type EQUALS Authorize-Only (17)

Authentication:
Authentication Methods: [Allow All MAC AUTH]
Authentication Sources: [Guest Device Repository]

Strip Username Rules: -

Roles:

Role Mapping Policy: [AirGroup Version Match]
Enforcement:

Use Cached Results: Disabled

Enforcement Policy: [AirGroup Enforcement Policy]

2. Select the Service tab to edit the service information.
Modify the parameters as needed, then click Save.
You can also disable or enable a service from the Edit Services dialog page by clicking Disable or Enable in

the lower right of the page.
Removing a Non-Default Service
To remove a non-default service:

1. Fromthe Services page, select the check box for the non-default service you want to remove.
2. Click Delete.

Reordering Services

ClearPass Policy Manager evaluates requests against the service rules of each service that is configured, in the
order in which these services are defined.

The service associated with the first matching service rule is then associated with this request.
To change the order in which service rules are processed, you can change the order of services.
To change the order of the services:

1. Navigate to the Configuration > Services page.
The Services page appears.
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Figure 12: Services Page Reorder Button

Configuration » Services

Services
Filter: Name [=] contains =
# Il Order &4 Name Type
i. | B 1 [Policy Manager Admin Network Login Service] TACACS
2. | B 2 [AirGroup Authorization Service] RADIUS
3. | B 3 [Aruba Device Access Service] TACACS
4. | [ 4 [Guest Operator Logins] Application
5. | B s Tacacs-Suri TACACS
6. | B e Health-Only WEBAUTH
Showing 1-6 of 6

Template

TACACS+ Enforcement

RADIUS Enforcement { Generic )
TACACS+ Enforcement

Aruba Application Authentication
TACACS+ Enforcement
Web-based Health Check Only

2. Click the Reorder button (located on the lower-right portion of the page).

The Reorder Services page appears.

Status
e
@
]
(=]
=]
(=]
Copy | Export | Delete

“* Add
& Import
& Export All

Show | 10 Erecords

3. Click the service you want to move to another position in the order (see Figure 13).

In this example, we will move Guest Operator Logins at the 5th position to the 2nd position.

Figure 13: Selecting the Service to Be Reordered

Configuration » Services » Reorder

Reorder Services

To reorder services, click on a service you want to move. Click on another service where you want to move the previously selected service.

Order Name

1 [Policy Manager Admin Network Login Service]
[Insight Operator Logins]

[AirGroup Authorization Service]

[Aruba Device Access Service]

[ IR SR N1

[Guest Operator Logins]

Service Details:

Name: [Policy Manager Admin Network Login Service]

Template: TACACS+ Enforcement

Type: TACACS

Description: Service for access to Policy Manager Admin for network users
Status: Enabled

( (Connection:NAD-IP-Address 127.0.0.1) )

AND (Connection:Protocol TACACS)

4. Select the position where you want to move the service (see Figure 14).

Figure 14: Selecting the Destination Order Position

Configuration » Services » Reorder

Reorder Services
Order Name
1 [Policy Manager Admin Network Login Service]

2 [Guest Operator Logins]

3 Radius Service

“ Back to Services

Service Details:
Name:
Template:
Type:
Description:

Status:

[Policy Manager Admin Network Login Service]
TACACS+ Enforcement
TACACS

Service for access to Policy Manager Admin for network users

Enabled

Service Rule

( (Connection:NAD-IP-Address EQUALS 127.0.0.1) )
AND (Connection:Protocol EQUALS TACACS)

5. Click the selected destination position (see Figure 15).

The service is now moved to its new position in the services order.
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Figure 15: Service Moved to New Order Position

Configuration » Services » Reorder

Reorder Services

To reorder services, click on a service you want to meve. Click on another service where you want te move the previcusly selected service.

Order Name Service Details:
1 [Policy Manager Admin Network Login Service] Name: [Policy Manager Admin Network Login Service]
|2 [Insight Operator Logins] ] Template: TACACS+ Enforcement
3 [AirGroup Authorization Service] Type: TACACS
4 [Aruba Device Access Service] Description: Service for access to Policy Manager Admin for network users
5 [Guest Operator Logins] Status: Enabled
{ (Connection:NAD-IP- Address 127.0.0.1) )
AND (Connection:Protocol TACACS)

6. Click Save.

You return to the Services page, which shows the service in its new order and displays the message:
Services have been reordered successfully.

Refer to the following descriptions of the ClearPass Policy Manager Service Templates for configuration details:

802.1X Wired, 802.1X Wireless, and Aruba 802.1X Wireless Service Template on page 44
Auto Sign-On Service Template on page 48

Aruba VPN Access with Posture Checks Service Template on page 49
Certificate/Two-Factor Authentication for ClearPass Application Login Service Template on page 51
ClearPass Admin Access Service Template on page 53

ClearPass Admin SSO Login (SAML SP Service) Service Template on page 54

ClearPass Identity Provider (SAML IdP Service) Service Template on page 55

Device MAC Authentication Service Template on page 56

EDUROAM Service Template on page 58

Encrypted Wireless Access via 802.1X Public PEAP Method Service Template on page 60
Guest Access Service Template on page 61

Guest Access Web Login Service Template on page 63

Guest Authentication with MAC Caching Service Template on page 64

Guest Social Media Authentication Service Template on page 66

OAuth2 API User Access Service Template on page 68

Onboard Service Template on page 68

802.1X Wired, 802.1X Wireless, and Aruba 802.1X Wireless Service Template

The 802.1X Wired service template is designed for wired end-hosts connecting through an Ethernet LAN
using IEEE 802.1X authentication. The 802.1X Wired service template allows configuration of both
identity-based and posture-based policies.

The 802.1X Wireless template is for wireless end-hosts connecting through an 802.11 wireless access
device or controller using IEEE 802.1X authentication. The 802.1X Wireless template allows configuring
both identity-based and posture-based policies.

The Aruba 802.1X Wireless template is designed for wireless end-hosts connecting through an Aruba
802.11 wireless access device or controller using IEEE 802.1X authentication (service rules customized for
Aruba WLAN controllers).
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HOTE

All three service templates are configured using identical parameters.

Figure 16: Service Templates > 802.1X Wired Service Template

Service Templates - 802.1X Wired

m Authentication Wired Network Settings Posture Settings Enforcement Details

Name Prefix™: Dotlx-Wired

Description

For end-hosts connecting through an Ethernet LAN, with authentication via IEEE 802.1X. This template configures AD Authentication Source; joins this node to an AD Domain;
creates Enforcement Policy for AD based attributes; creates Network Access Device.

<« Back to Start Here SRR Next> [ Add Service

Adding a New Service for the Selected Service Template
To add a new service for the selected service template:

1. Specify a unique Name Prefix (applies only to the selected template) in the General tab.
2. Update the required fields in the Authentication and Enforcement Details sections.
3. Click Add Service.

An entry for the new set of configuration is created under the Services, Roles, Role Mapping,

Enforcement Policies and Profiles menus.

HNOTE

The sections shown in the figure and listed above are not same for all service templates. It is recommended to

customize the respective templates when you add a new service.

Once you add a new service to the service template, the service denoted by the Name Prefix appears in
the Select Prefix drop-down. Selecting a prefix from the drop-down populates the existing configuration

for the service.

4. Specify the parameters in the 802.1X Wired, 802.1X Wireless, and Aruba 802.1X Wireless service templates

as described in the following table:

Table 5: 802.1X Wired, 802.1X Wireless, and Aruba 802.1X Wireless Service Template Parameters

Parameter Action/Description

Use this to identify the services that use templates.

General

Select Prefix 1. Select a prefix from the existing list of prefixes.
This populates the preconfigured information in the Authentication and Enforcement
Details sections. The Name Prefix field is not editable.

Name Prefix 2. Enter a prefix that is appended to services using this template.

Authentication

Select 1. Select any available authentication source from the list.

Authentication The information updated in the Authentication and Enforcement Details tabs will be auto-
Source populated.

Active 2. Enter the name of the Active Directory.

Directory This field is mandatory.
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Table 5: 802.1X Wired, 802.1X Wireless, and Aruba 802.1X Wireless Service Template Parameters (Continued)

Parameter Action/Description

Name
Description 3. Enter a description that helps you to identify the characteristics of this template.
This field is mandatory.
Server 4. Enter the hostname or the IP address of the Active Directory server.
This field is mandatory.
Port 5. Enter the TCP port where the server is listening for a connection.
This field is mandatory.
Identity 6. Enter the Distinguished Name (DN) of the administrator account.
This field is mandatory.
Password 7. Enter the account password.
This field is mandatory.
NetBIOS 8. Enter the server Active Directory domain name.
This field is mandatory.
Base DN 9. Enter the DN of the node in your directory tree from which to start searching for records.

This field is mandatory.

Enforcement Details

Attribute The attributes defined in the Authentication Source are listed here.

Name 1. Configure an optional enforcement policy based on the following attributes:
Email

Name

Phone

UserDN

Company

member of

Title

For example, you can configure an enforcement policy for a contractor specifying that "If Name
equals <contractor_name>, then assign the [Contractor] Role."

Attribute 2. Enter the active directory attribute value for the selected name in the Attribute Name field.
Value
VLAN ID 3. Enter the standard RADIUS-IETF VLAN ID.

Wired Network Settings

Select Switch 1. Select any switch from the drop-down list.

Device Name 2. Enter the name of the device.

IP Address 3. Enter the IP address of the device.
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Table 5: 802.1X Wired, 802.1X Wireless, and Aruba 802.1X Wireless Service Template Parameters (Continued)

Parameter Action/Description

Vendor Name | 4. Selectthe manufacturer of the wired controller.

RADIUS 5. Enter the shared secret that is configured on the controller and inside Policy Manager to send
Shared Secret and receive RADIUS requests.

Enable 6. Selectto enable RADIUS initiated Change of Authorization (CoA) on the network device.
RADIUS CoA

RADIUS CoA Specifies the default port 3799 if RADIUS CoA is enabled.
Port 7. Change this value only if you defined a custom port on the network device.

Wireless Network Settings

Wireless 1. Enter the name of the wireless controller.
Controller

Name

Controller 2. Enter the IP address of the wireless controller.
IP Address

Vendor Name | 3. Select the manufacturer of the wireless controller.

RADIUS 4. Enter the shared secret that is configured on the controller and Policy Manager to send and
Shared Secret receive RADIUS requests.

Enable 5. Selectto enable RADIUS initiated CoA on the network device.

RADIUS CoA

RADIUS CoA Specifies the default port 3799 if RADIUS CoA is enabled.
Port 6. Change this value only if you defined a custom port on the network device.

Posture Settings

Enable 7. Select the check box to perform health checks post authentication. This enables the Host
Posture Operating System and Quarantine Message fields.

Checks

Host 8. Select the operating system: Windows, Linux, or Mac OS X.

Operating

System

Quarantine 9. Specify the quarantine message that will appear on the client.

Message

Deleting a Service
To delete a service:

1. Select the appropriate service from the Select Prefix drop-down.
2. Click Delete.
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HNOTE

All the configured entries under the Services, Authentication Source, Roles, Role Mapping,
Enforcement Policies and Profiles menu are deleted if these entities were created from the service
template.

When you edit or delete the entities of a service, a message is displayed at the top of the entity page stating that the
selected entity was created through the service template.

Do not delete entities used in service configurations that are not created using the service template.

Auto Sign-On Service Template

The Auto Sign-On service template allows you to access the SAML-based single sign on enabled applications
(such as Policy Manager, Guest, Onboard, and ClearPass Insight) using a network authenticated (802.1X)
identity through controllers.

The following figure displays the Auto Sign-On service template :

Figure 17: Auto Sign-On Service Template

Service Templates - Aruba Auto Sign-On

m Authentication Enforcement Details SP Details

Name Prefix*™: ASO-Service-Template
Description
For accessing SAML based single sign-on enabled applications using network authenticated identity through Aruba controllers
. Back to Start Here Delete Add Service

Specify the Auto Sign-On service template parameters as described in the following table:

Table 6: ClearPass Auto Sign-On Service Template Parameters

Parameter Action/Description

General

Select Prefix Select a prefix from the existing list of prefixes.
This field populates the pre-configured information in the Authentication, SP details, and
Enforcement Details sections. The Name Prefix field is not editable.

Name Prefix Enter a prefix that you want to append to services using this template.

Use this to identify services that use templates.

Authentication

Select Select an authentication source from the list.
Authentication The information provided in the Authentication, Enforcement Details, and SP details tabs
Source are auto-populated.

Active Directory Enter the hostname or the IP address of the Active Directory server.
Name This field is mandatory.

Description Enter a description that helps you to identify the characteristics of this template.
This field is mandatory.

Server Enter the hostname or the IP address of the Active Directory server. This field is mandatory.
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Table 6: ClearPass Auto Sign-On Service Template Parameters (Continued)

Parameter Action/Description

Identity Enter the DN of the administrator account. This field is mandatory.
NETBIOS Enter the server Active Directory domain name. This field is mandatory.
Base DN Enter the DN of the administrator account. This field is mandatory.
Password Enter the account password. This field is mandatory.

Port Enter the TCP port where the server is listening for a connection.

This value defaults to 389. This field is mandatory.

Enforcement Details

Create new Configure an optional enforcement policy based on the following attributes:
Enforcement e Department
Policy o Email
e Name
e Phone
e UserDN
e company
e memberOf
o Title
SP Details
SP URL Enter the Service Provider (SP) URL.
Attribute Name Enter attribute names and assign values to those names.

These name/value pairs are included in SAML responses.

Attribute Value

Aruba VPN Access with Posture Checks Service Template

This template authenticates Aruba VPN clients connecting remotely to corporate networks. Differentiated
access is based on the result of posture checks. This template:

e Configures an Active Directory authentication source

e Joins this node to the Active Directory domain

o Creates an enforcement policy for Active Directory-based attributes

o Creates a Network Access Device (NAD)

Al

Posture checks are not performed if High Capacity Guest mode is enabled in the cluster.

o
-
m

You can view only the default user role in the Aruba User Roles for different access privileges tab if HCG mode is
enabled in the cluster.

Nl
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The following figure displays the Aruba VPN Access with Posture Checks service template:

Figure 18: Aruba VPN Access with Posture Checks Service Template

Configuration » Start Here

Service Templates - Aruba VPN access with Posture checks

Authentication Aruba Wireless Controller for VPN access Aruba User Roles for different access privileges
Name Prefix™*: VPN-Service-Template

Description

For Aruba VPN clients connecting remotely to the corporate network, with differentiated access based on the results of Posture checks. This template configures an AD
Authentication Source; joins this node to the AD Domain; creates Enforcement Policy for AD based attributes; creates Network Access Device

<« Back to Start Here Delete m Add Service

Specify the Aruba VPN Access with Posture Checks service template parameters as described in the
following table:

Table 7: Aruba VPN Access with Posture Checks Service Template Parameters

Parameter Action/Description

General

Select Prefix Select a prefix from the existing list of prefixes.
This populates the preconfigured information in the Authentication Aruba
Wireless Controller for VPN Settings and Aruba User Roles for different
access privileges sections. The Name Prefix field is not editable.

Name Prefix Enter a prefix that you want to append to services using this template. Use this to

identify services that use templates.

Authentication

Select Authentication Source | Select an authentication source from the list.

The information provided in the Authentication, Aruba Wireless Controller for
VPN Settings, and Aruba User Roles for different access privileges sections
are auto-populated.

Active Directory Name Enter the Active Directory name.

Description Enter a description that helps you to identify the characteristics of this template.
Server Enter the host name or the IP address of the Active Directory server.

Identity Enter the Distinguished Name (DN) of the administrator account.

NetBIOS Enter the server Active Directory domain name.

Base DN Enter the Distinguished Name (DN) of the node in your directory tree from which to

start searching for records.

Password Enter the account password.

Port Enter the TCP port where the server is listening for a connection.

Aruba Wireless Controller for VPN Access
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Table 7: Aruba VPN Access with Posture Checks Service Template Parameters (Continued)

Parameter Action/Description

Select Wireless Controller Select a wireless controller from the drop-down list.

Wireless controller name Enter the name given to the wireless controller.

Controller IP Address Enter the wireless controller's IP address.

Vendor Name Select the manufacturer of the wireless controller.

RADIUS Shared Secret Enter the shared secret that is configured on the controller and inside Policy

Manager to send and receive RADIUS requests.

Enable RADIUS CoA Select this option to enable RADIUS initiated CoA on the network device.

RADIUS CoA Port Specifies the default port 3799 if RADIUS CoA is enabled.
NOTE: Change this value only if you defined a custom port on the network device.

Aruba User Roles for different access privileges - Create a new Enforcement Policy

Initial Role (before posture Enter the initial role of the client before posture checks are performed.
checks)
Quarantined Role (failed Enter the role of clients that fail posture checks.

posture checks)

Healthy Role (passed Enter the role of the client after a posture check is passed and deemed healthy.
posture checks)

Certificate/Two-Factor Authentication for ClearPass Application Login Service
Template

This service template allows administrators and operators to log in to ClearPass using a smart card and TLS
(Transport Layer Security) certificates.

To log in using a smart card and TLS certificates, ensure that the services are configured using the
Certificate/Two-Factor Authentication for ClearPass Application Login service template.

The following figure displays the Certificate/Two-Factor Authentication for ClearPass Application Login
service template:
Figure 19: Certificate/Two-Factor Authentication Service Template

Service Templates - Certificate/Two-factor Authentication for ClearPass Application Login

m Service Rule Authentication IdP Details Enforcement Details

Name Prefix™: Cert-Two-factor

Description

To use certificate or two-factor authentication to allow access to ClearPass applications. This configures SAML-based Single Sign-0On (SSO) for access to CPPM, Insight, Guest and
Operator screens via ClearPass Identity Provider (IdP).This also allows to configure ClearPass IdP to support certificate or two-factor authentication for SAML based logins.

. Back to Start Here Delete Add Service
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Specify the Certificate/Two-Factor Authentication for ClearPass Application Login service template
parameters as described in the following table:

Table 8: ClearPass Certificate/Two-Factor Authentication Service Template Parameters

Parameter Action/Description

General

Select Prefix

1. Select a prefix from the existing list of prefixes.
This field populates the pre-configured information in the Authentication,
SP details, and Enforcement Details sections. The Name Prefix field is not
editable.

Name Prefix

2. Enter a prefix that you want to append to services using this template.
Use this to identify services that use templates.

Service Rule

Application

3. Select the application for which SAML-based Single Sign-On (SSO) should be
enabled from the following options: Policy Manager, Guest, Insight, and Onboard.

Authentication

Select Authentication
Source

4. Select an authentication source from the list.
The information provided in the Authentication, Enforcement Details, and
SP details tabs are auto-populated.

Active Directory Name

5. Enter the hostname or the IP address of the Active Directory server.
This field is mandatory.

Description 6. Enter a description that helps you to identify the characteristics of this template.
This field is mandatory.

Server 7. Enter the hostname or the IP address of the Active Directory server.
This field is mandatory.

Port 8. Enter the TCP port where the server is listening for a connection.
The default value is value defaults to 389. This field is mandatory.

Identity 9. Enter the DN of the administrator account. This field is mandatory.

Password 10. Enter the account password. This field is mandatory.

NETBIOS 11. Enter the server Active Directory domain name. This field is mandatory.

Base DN 12. Enter the Distinguished Name (DN) of the administrator account. This field is
mandatory.

IdP Details

Page Name 13. Select the Web Login pages from the drop-down list.

For more information, see the next section, Creating a New Web Login Page.

Enforcement Details
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Table 8: ClearPass Certificate/Two-Factor Authentication Service Template Parameters (Continued)

Parameter Action/Description

Certificate Attribute - 14. Select the certificate attribute from the drop-down list.
Super Admin Condition 15. Enter the value in the Super Admin Condition field that matches the Certificate
Attribute value to provide the super administrator access.

Certificate Attribute - 16. Select the certificate attribute from the drop-down list.

Read Only Admin 17. Enter the value in the Read Only Admin Condition field that matches the
Condition Certificate Attribute value to provide the Read-Only administrator access.
Certificate Attribute - 18. Select the certificate attribute from the drop-down list.

Help Desk Admin 19. Enter the value in the Help Desk Admin Condition field that matches the

Condition Certificate Attribute value to provide the help desk administrator access.

Creating a New Web Login Page
To create a new Web Login page:

1. Click the Add New Guest Web Login page link.
This opens the ClearPass Guest application in which you can create a new Guest Web Login page.

2. Tologin using a smart card and TLS certificates, navigate to ClearPass Guest > Configuration > Pages >
Web Logins.

3. Inthe Vendor Settings field, select Single Sign On -SAML Identity Provider.

a. Whenyou select Optional - Request a client certificate from the user, but allow none from the
Client Certificate field, the user needs to provide a certificate, username, and password.

b. When you select Required - Require a client certificate from the user from the Client Certificate
field, the user needs to provide only certificates for authentication.

This enables the Authentication field with the following options:
= Certificate only - No username or password required: Requires only certificate authentication.
= Credentials - Also require a username and password: Requires the username and password.

ClearPass Admin Access Service Template
This template is designed for services that authenticate users against Active Directory.

Use Active Directory attributes to determine appropriate privilege levels for ClearPass Policy Manager admin
access.

The following figure displays the ClearPass Admin Access service template:

Figure 20: ClearPass Admin Access Service Template

Service Templates - ClearPass Admin Access (Active Directory)

m Authentication Role Mapping

Name Prefix®: CPPM_Admin_Access
| pescription |

Service that authenticates users against Active Directory (AD) and uses AD attributes to determine appropriate privilege level for ClearPass Policy Manager admin access.

€ Back to Start Here Delete Add Service
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Specify the ClearPass Admin Access service template parameters as described in the following table:

Table 9: ClearPass Admin Access Service Template Parameters

Parameter Action/Description

General

Select Prefix Select a prefix from the existing list of prefixes.
This populates the preconfigured information in the Authentication and Role Mapping
sections. The Name Prefix field is not editable.

Name Prefix Enter a prefix that you want to append to services using this template. Use this to identify
services that use templates.

Authentication: Create an Active Directory Authentication Source

Select Authentication | Select an authentication source from the list.

Source The information updated in the Authentication and Role Mapping tabs are auto-
populated.

Active Directory Enter the hostname or the IP address of the Active Directory server. This field is

Name mandatory.

Description Enter a description that helps to identify the characteristics of this template. This field is
mandatory.

Server Enter the hostname or the IP address of the Active Directory server. This field is
mandatory.

Port Enter the TCP port where the server is listening for a connection. This field is mandatory.

Identity Enter the Distinguished Name (DN) of the administrator account. This field is mandatory.

Password Enter the account password. This field is mandatory.

NetBIOS Enter the server Active Directory domain name. This field is mandatory.

Base DN Enter the DN of the administrator account. This field is mandatory.

Role Mapping

Attribute Name Select the Active Directory attribute.

Super Admin Defines the various privilege levels.

Condition

Read Only Admin

Condition

Help Desk Condition

ClearPass Admin SSO Login (SAML SP Service) Service Template

This application service template allows Security Asserting Markup Language (SAML)-based Single Sign-On (SSO)
authenticated users to access Policy Manager, Guest, Insight, and Operator pages.
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The following figure displays the ClearPass Admin SSO Login service template:

Figure 21: ClearPass Admin SSO Login (SAML SP Service) Service Template

Service Templates - ClearPass Admin SSO Login (SAML SP Service)

Name Prefix™*: CPPM Admin SSO
Description
Service that allows SAML-based Single Sign-On (SS0) for access to CPPM, Insight, Guest and Operator screens via an external SAML Identity Provider (IdP).
. Bacito Start Here Delete m Add Service

Specify the ClearPass Admin SSO Login service template parameters as described in the following table:

Table 10: ClearPass Admin SSO Login Service Template Parameters

Parameter | Action/Description

General

Select Prefix | Select a prefix from the existing list of prefixes.
This populates the preconfigured information in the Service Rule tab. The Name Prefix field is not
editable.

Name Prefix | Enter a prefix that you want to append to services using this template.
Use this to identify services that use templates.

Service Rule

Application Select the application that single-sign-on-authenticated administrative users can access.

ClearPass Identity Provider (SAML IdP Service) Service Template

This template is designed for services that act as an Identity Provider (IdP). This Identity Provider feature allows
the Layer-2 device, RADIUS server, and SAML Identity Provider to work together and deliver application-based
single sign-on using network authentication information.

The following figure displays the ClearPass Identity Provider (SAML IdP Service) service template:
Figure 22: ClearPass Identity Provider (SAML IdP Service)

Service Templates - ClearPass Identity Provider (SAML IdP Service)

Authentication SP Details

Name Prefix*: IdP-SAML
Description
To provide a SAML based single sign-on service that can be used by other applications.
. Backto Start Here Delete Add Service
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Specify the ClearPass Identity Provider (SAML IdP Service) service template parameters:

Table 11: ClearPass Identity Provider (SAML IdP Service) Service Template Parameters

Parameter Action/Description

General

Select Prefix Select a prefix from the existing list of prefixes.
This populates the pre-configured information in the Authentication and SP Details
sections. The Name Prefix field is not editable.

Name Prefix Enter a prefix that you want to append to services using this template. Use this to identify
services that use templates.

Authentication

Select Select an authentication source from the list, the information updated in the Authentication

Authentication and SP Details tabs are auto-populated.

Source

Active Directory Enter the hostname or the IP address of the Active Directory server. This field is mandatory.

Name

Description Enter a description that helps you to identify the characteristics of this template. This field is
mandatory.

Server Enter the hostname or the IP address of the Active Directory server. This field is mandatory.

Identity Enter the Distinguished Name (DN) of the administrator account. This field is mandatory.

NetBIOS Enter the Active Directory server domain name. This field is mandatory.

Base DN Enter the Distinguished Name (DN) of the administrator account. This field is mandatory.

Password Enter the account password. This field is mandatory.

Port Enter the TCP port where the server is listening for a connection. This field is mandatory.

SP Details

SP URL Enter the Service Provider (SP) URL.

Attribute Name Enter the name of the attributes and assign values to those names. These name/value pairs
are included in SAML responses.

Attribute Value

Device MAC Authentication Service Template
This template is designed for authenticating guest devices based on their MAC address.

You can limit the network access for guest devices that do not have user directly associated with them for a
specific duration in days or by the bandwidth limit.
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The following figure displays the Device MAC Authentication service template:

Figure 23: Device MAC Authentication Service Template

Service Templates - Device MAC Authentication

Name Prefix®: Device_MAC
Description
For authenticating guest devices based on their MAC address. Network access can be restricted based on day of the week or bandwidth limit used by the guest device
. Back to Start Here Delete Add Service

Specify the parameters in the Device MAC Authentication service template as described in the following
table:

Table 12: Device MAC Authentication Template Parameters

Parameter Action/Description

General

Select Prefix Select a prefix from the existing list of prefixes.
This populates the preconfigured information in the Authentication and SP Details sections.
The Name Prefix field is not editable.

Name Prefix Enter a prefix that you want to append to services using this template. Use this to identify

services that use templates.

Network Settings

Select Device Select a preconfigured device from the drop-down list.
To create a new device, leave this field blank and enter the remaining fields.

Device Name The name of the device is populated automatically based on the device selected from the
Select Device field. If you create a new device, enter the name of the device.

IP Address The IP address of the device is populated automatically based on the device selected from the
Select Device field. If you create a new device, enter the name of the device.

Vendor Name The name of the manufacturer of the device is populated automatically based on the device
selected from the Select Device field. If you create a new device, enter the name of the
manufacturer of the device.

RADIUS Shared Enter the shared secret that is configured on the controllerand in Policy Manager to send and
Secret receive RADIUS requests.

Enable RADIUS Select to enable RADIUS initiated Change of Authorization (CoA) on the network device.
CoA

RADIUS CoA Port | Specifies the default port 3799 if RADIUS CoA is enabled. Change this value only if you defined
a custom port on the network device.
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HNOTE

Table 12: Device MAC Authentication Template Parameters (Continued)

Parameter Action/Description

Device Access Restrictions

Days allowed for | Select the days on which network access is allowed.

access

Maximum Enter a number to set an upper limit for the amount of data in megabytes to which a device is
bandwidth allowed per day.

allowed per A value of 0 (zero), the default, means no limit is set.

device

EDUROAM Service Template
This template is designed for the following scenarios:

e Local campus users connecting to eduroam from the local wireless network.
e Roaming users from an eduroam campus connecting to their campus network.
e Roaming users connecting from local campus or other campuses that are part of the eduroam federation.

You cannot view the EDUROAM service template if the HCG mode is enabled in the cluster.

The following figure displays the EDUROAM service template:
Figure 24: EDUROAM Service Template

Service Templates - EDUROAM service

m Service Rule Authentication Wireless Network Settings Federation Level RADIUS Server (FLR)

Name Prefix*: EDUROAM

Description

Services are generated for: Local campus users connecting to eduroam from the local wireless network; roaming users from an eduroam campus connecting to their campus
network; roaming users conneacting from local campus or other campuses that are part of the eduroam federation.

 packieStarttiers [etote
Specify the parameters used in the EDUROAM service template as described in the following table:

Table 13: EDUROAM Service Template Parameters

Parameter Action/Description

General

Select Prefix Select a prefix from the existing list of prefixes.
This populates the pre-configured information in the Authentication, Service Rule,
Wireless, andFederation Level Radius Server (FLR) tabs. The Name Prefix field
is not editable.

Name Prefix Enter a prefix that you want to append to services using this template.
Use this to identify services that use templates.

Service Rule
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Table 13: EDUROAM Service Template Parameters (Continued)

Parameter Action/Description

Enter domain details

Enter the domain name of the network. For example, @edunet.ucla.com. This field is
mandatory.

Select Vendor

Select the vendor of the network device. This field is mandatory.

Authentication

Select Active Directory

Select an authentication source from the list, the information updated in the
Authentication, Wireless, and Federation Level Radius Server (FLR) tabs are
auto-populated.

Active Directory Name

Enter the hostname or the IP address of the Active Directory server. This field is
mandatory.

Description Enter a description that helps you identify the characteristics of this template. This
field is mandatory.

Server Enter the host name or the IP address of the Active Directory server. This field is
mandatory.

Identity Enter the Distinguished Name (DN) of the administrator account. This field is
mandatory.

NetBIOS Enter the server Active Directory domain name. This field is mandatory.

Base DN Enter the Distinguished Name (DN) of the administrator account. This field is
mandatory.

Password Enter the account password. This field is mandatory.

Port Enter the TCP port where the server is listening for a connection. This field is

mandatory.

Wireless Network Settings

Select wireless controller Select a wireless controller from the drop-down list.

Wireless controller name Enter the name given to the wireless controller.

Controller IP Address Enter the IP address of the wireless controller.

Vendor Name Select the manufacturer of the wireless controller.

RADIUS Shared Secret Enter the shared secret that is configured on the controllerand inside Policy Manager

to send and receive RADIUS requests.

Enable RADIUS CoA Select to enable RADIUS initiated CoA on the network device.

RADIUS CoA Port Specifies the default port 3799 if RADIUS CoA is enabled. Change this value only if

you defined a custom port on the network device.
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Table 13: EDUROAM Service Template Parameters (Continued)

Parameter Action/Description

Federation Level RADIUS Server (FLR)

Host Name Enter the host name of the federation RADIUS server.

IP Address Enter the IP address of the federation RADIUS server.

Vendor Name Select the manufacturer of the wireless controller.

RADIUS Shared Secret Enter the shared secret that is configured on the controllerand inside Policy Manager

to send and receive RADIUS requests.

Enable RADIUS CoA Select to enable RADIUS initiated CoA on the network device.

RADIUS CoA Port Specifies the default port 3799 if RADIUS CoA is enabled.
NOTE: Change this value only if you defined a custom port on the network device.

RADIUS Authentication Port | Enter the port number for the RADIUS Authentication Port.

RADIUS Accounting Port Enter the port number for the RADIUS Accounting Port.

Encrypted Wireless Access via 802.1X Public PEAP Method Service Template
This template is designed for providing encrypted wireless access to users using fixed 802.1X PEAP credentials.

This template configures an EAP PEAP Public type authentication method and creates an enforcement policy
for network access.

The following figure displays the Encrypted Wireless Access via 802.1X Public PEAP Method service
template:

Figure 25: Encrypted Wireless Access via 802.1X Public PEAP Method Service Template

Service Templates - Encrypted Wireless Access via 802.1X Public PEAP method

m Wireless Network Settings Authentication Method Access Restrictions

Name Prefix*: service_template_Encrypted_Wireless_Access

Description

For wireless end-hosts connecting through an 802.11 wireless access device or controller, with authentication via IEEE 802.1X. This template configures an EAP PEAP Public type
Authentication Method; creates Enforcement Policy for network access; creates Network Access Device.

< Back to Start Here Delete Add Service
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Specify the parameters used in the Encrypted Wireless Access via 802.1X Public PEAP method service
template s described in the following table:

Table 14: Encrypted Wireless Access via 802.1X Public PEAP Method Service Template Parameters

Parameter Action/Description

General

Name Prefix Enter a prefix that you want to append to services using this template. You can use this to
identify services that use templates.

Wireless Network Settings

Select wireless Select a wireless controller from the drop-down list.
controller

Wireless controller | Enter the name given to the wireless controller.

name

Controller Enter the IP address of the wireless controller.

IP Address

Vendor Name Select the manufacturer of the wireless controller.

RADIUS Shared Enter the shared secret that is configured on the controllerand inside Policy Manager to send
Secret and receive RADIUS requests.

Enable RADIUS CoA | Selectto enable RADIUS initiated CoA on the network device.

RADIUS CoA Port Specifies the default port 3799 if RADIUS CoA is enabled.
NOTE: Change this value only if you defined a custom port on the network device.

Authentication Method

Public Username Enter the public username for the EAP PEAP Public type authentication method.

Public Password Enter the password for the EAP PEAP Public type authentication method.

Access Restrictions

Days allowed for Select the days on which network access is allowed.
access

Guest Access Service Template
This template is designed for authenticating guest users who log in using captive portal.

Guests must reauthenticate after session expiry. Guest access can be restricted based on day of the week,
bandwidth limit, and number of unique devices used by the guest user.
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The following figure displays the Guest Access service template:

Figure 26: Guest Access Service Template

Service Templates - Guest Access

m ‘Wireless Network Settings Posture Settings Guest Access Restrictions

Name Prefix*: Guest_Access

Description

For authenticating guest users who login via captive portal. Guests must re-authenticate after their session ends. Network access can be restricted based on day of the week or
bandwidth limit used by the guest user. Posture checks can be enabled, optionally, to validate the client device for AntiVirus, AntiSypware, Firewall status. These results will
determine the enforcement for the device.

e felers
Specify the parameters used in the Guest Access service template as described in the following table:

Table 15: Guest Access Service Template Parameters

Parameter Action/Description

General

Select Prefix Select any one prefix from the existing list of prefixes.
This populates the pre-configured information in the Wireless Network Settings and
Guest Access Restrictions sections. The Name Prefix field is not editable.

Name Prefix Enter a prefix that you want to append to services using this template. Use this to identify

services that use templates.

Wireless Network Settings

Wireless SSID for Enter the SSID value here.
Guest access

Select wireless Select the wireless controller from the drop-down list if you already configured.
controller

Wireless controller Enter the name of the wireless controller.

name

Controller Enter the wireless controller's IP address.

IP Address

Vendor Name Select the manufacturer of the wireless controller.

RADIUS Shared Enter the shared secret that is configured on the controller and inside Policy Manager to
Secret send and receive RADIUS requests.

Enable RADIUS CoA Select to enable RADIUS initiated CoA on the network device.

RADIUS CoA Port Specifies the default port 3799 if RADIUS CoA is enabled.
NOTE: Change this value only if you defined a custom port on the network device.

Posture Settings

Enable Posture Select the check box to perform health checks post authentication.
Checks This enables the Host Operating System and Quarantine Message fields.
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Table 15: Guest Access Service Template Parameters (Continued)

Parameter Action/Description

Host Operating Select the operating system: Windows, Linux, or Mac OS X.

System

Quarantine Specify the quarantine message that will appear on the client.
Message

Initial Role/ VLAN Enter the initial role of the client before posture checks are performed.
Quarantine Enter the role of clients that fail posture checks.

Role/VLAN

Guest Access Restrictions

Days allowed for Select the days of the week that guest users are allowed network access.

access

Maximum Enter a number to set an upper limit for the amount of data in Megabytes (MB) to which a
bandwidth allowed user is allowed per day.

per user A value of 0 (zero), the default, means no limit is set.

Guest Access Web Login Service Template
This service authenticates guests logging in using the Guest portal.

To use this service, create a Guest Web Login page that sets the Pre-Auth Check option to AppAuth -
Check using Aruba Application Authentication.

The following figure displays the Guest Access Web Login service template:

Figure 27: Guest Access Web Login Service Template

Service Templates - Guest Access - Web Login

Service Rule Guest Access Restrictions

Name Prefix™: Guest_Access_Web_Login

Description

Create a service that performs an authentication check for guests logging in via guest portal. To use this service, create a Guest web login page with the Pre-Auth Check set to
"App Auth - check using Aruba Application Authentication”.

. Back to Start Here Delete Add Service

Specify the Guest Access Web Login service template parameters as described in the following table:

Table 16: Guest Web Login Service Template Parameters

Parameter Action/Description

General

Select Prefix Select any one prefix from the existing list of prefixes.
This populates the preconfigured information in the Service Rule and Guest Web Login
sections. The Name Prefix field is not editable.

Name Prefix Enter a prefix that you want to append to services using this template.
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Table 16: Guest Web Login Service Template Parameters (Continued)

Parameter Action/Description

Use this to identify services that use templates.

Service Rule

Page name Enter the name of the Guest Web Login page.

Add New Guest Click this link to launch a new Web session for the Guest Web Login page.
Web Login page

Guest Access Restrictions

Days allowed for | Select the days of the week that guest users are allowed network access.
access NOTE: All seven days of the week are enabled by default.

Guest Authentication with MAC Caching Service Template

This template is designed for authenticating guest accounts based on the cached MAC addresses used during
authentication.

A guest can belong to a specific role such as Contractor, Guest, or Employee, and each role can have a different
lifetime for the cached MAC address.

The following figure displays the Guest MAC Authentication service template:

Figure 28: Guest MAC Authentication Service Template

Service Templates - Guest MAC Authentication

m Wireless Network Settings MAC Caching Settings Posture Settings Guest Access Restrictions

Name Prefix®: Guest_MAC

Description

Guest users first login via captive portal and their MAC addresses are cached. Subsequent logins will use MAC authentication and bypass the captive portal. Network access can be
restricted based on day of the week, bandwidth limit or number of unique devices used by the guest. The cache lifetime of the MAC address can vary according to the guest's role
(Guest, Employee or Contractor) and after that the guest will have to re-authenticate via captive portal. Posture checks can be enabled, optionally, to validate the client device
for AntiVirus, AntiSypware, Firewall status. These results will determine the enforcement for the device

. Back to Start Here Delete Add Service

Specify the Guest MAC Authentication service template parameters as described in the following table:

Table 17: Guest MAC Authentication Service Template Parameters

Parameter Action/Description

General

Select Prefix Select a prefix from the existing list of prefixes.
This populates the preconfigured information in the Wireless Network Settings,
MAC Caching Settings, and Guest Access restrictions tabs. The Name Prefix field is not
editable.

Name Prefix Enter a prefix that you want to append to services using this template. Use this to identify
services that use templates.

Wireless Network Settings
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Table 17: Guest MAC Authentication Service Template Parameters (Continued)

Parameter Action/Description

Wireless SSID Enter the SSID name of your network.
Wireless Controller Enter the name of the wireless controller.
Name

Controller IP Address Enter the wireless controller's IP address.

Vendor Name Select the manufacturer of the wireless controller.
RADIUS Shared Enter the shared secret that is configured on the controller and inside Policy Manager to
Secret send and receive RADIUS requests.

Enable RADIUS CoA Select this check box to enable RADIUS initiated CoA (Change of Authorization) on the
network device.

RADIUS CoA Port Specifies the default port 3799 if RADIUS CoA is enabled.
NOTE: Change this value only if you defined a custom port on the network device.

MAC Caching Settings

Cache Duration for From the Account Expiry Time drop-down, select the MAC caching duration for employees:
Employee e One Day

e One Week

e One Month

e Six Months

NOTE: When this duration expires, users must reauthenticate via the captive portal.
NOTE: You must specify the cache duration for at least one role.

Cache Duration for From the Account Expiry Time drop-down, select the MAC caching duration for guests:
Guest e One Day

e One Week

e One Month

e Six Months
Cache Duration for From the Account Expiry Time drop-down, select the MAC caching duration for contractors:
Contractor e One Day

e One Week

e One Month

e Six Months

Posture Settings

Enable Posture Select the check box to perform health checks post authentication. This enables the Host
Checks Operating System and Quarantine Message fields.

Host Operating Select the operating system(s): Windows, Linux, or Mac OS X.

System

Quarantine Message | Specify the quarantine message that will appear on the client.
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Table 17: Guest MAC Authentication Service Template Parameters (Continued)

Parameter Action/Description

Initial Role/VLAN Enter the initial role of the client before posture checks are performed.
Quarantine Enter the role of clients that fail posture checks.
Role/VLAN

Access Restrictions

Enforcement Type Select one of the following enforcement types:

e Aruba Role Enforcement

e VLAN Enforcement

e Filter ID-Based Enforcement

NOTE: Enforcement Type applies to the Captive Portal Access, Employee Access, Guest
Access, and Contractor Access fields. At least one of these must be specified.

Captive Portal Access | TBD

Days allowed for Select the days of the week that guest users are allowed network access.
access By default, all seven days of the week are enabled.

Maximum number of Enter the maximum number of devices that users can connect to the network.
devices allowed per
user

Maximum bandwidth | Enter a number to set an upper limit for the amount of data in megabytes to which a user

allowed per user is allowed per day. A value of 0 (zero), the default, means no limit is set.
Employee Access TBD
Guest Access TBD
Contractor Access TBD

Guest Social Media Authentication Service Template

This template is designed for authenticating guest users logging in through the captive portal with their social
media accounts, such as Google, Facebook, LinkedIn, and Twitter. Guests must reauthenticate after the session
ends.
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The following figure displays the Guest Social Media Authentication service template:

Figure 29: Guest Social Media Authentication Service Template

Service Templates - Guest Social Media Authentication

m Wireless Network Settings Guest Access Restrictions

Name Prefix™: Social_Media_Auth

Description

For authenticating guest users who login via captive portal with their social media accounts. Guests must re-authenticate after their session ends. Network access can be
restricted based on day of the week or bandwidth limit used by the guest user. Posture checks can be enabled, optionally, to validate the client device for AntiVirus, AntiSypware,
Firewall status. These results will determine the enforcement for the device.

<« Back to Start Here Delete Add Service

Specify the Guest Social Media Authentication service template parameters as described in the following
table:

Table 18: Guest Social Media Service Template Parameters

Parameter Description

General

Select Prefix Select a prefix from the existing list of prefixes.
This populates the preconfigured information in the Wireless Network Settings,
MAC Caching Settings, and Guest Access restrictions tabs. The Name Prefix field is not
editable.

Name Prefix Enter a prefix that you want to append to services using this template. Use this to identify

services that use templates.

Wireless Network Settings

Wireless Enter the name of the wireless controller.
Controller Name

Controller Enter the wireless controller's IP address.

IP Address

Vendor Name Select the manufacturer of the wireless controller.

RADIUS Shared Enter the shared secret that is configured on the controller and inside Policy Manager to send
Secret and receive RADIUS requests.

Enable Select to enable RADIUS initiated CoA (Change of Authorization) on the network device.
RADIUS CoA

RADIUS CoA Port Specifies the default port 3799 if RADIUS CoA is enabled.
NOTE: Change this value only if you defined a custom port on the network device.

Guest Access Restrictions
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NOTE

Table 18: Guest Social Media Service Template Parameters (Continued)

Parameter Description

Social Login Select the social media network options: Google, Facebook, LinkedIn, and Twitter.
Provider

Days allowed for Select the days of the week that the guest users are allowed network access.

access By default, all seven days of the week are enabled.

Maximum Specify the maximum amount of data in Megabytes a user is allowed per day. A value of 0
bandwidth allowed | (zero) means no limit is set (the default).

per user

OAuth2 API User Access Service Template

This template is designed for configurations that supports ClearPass Policy Manager authenticating API clients
with the username and OAuth2 grant-type password.

o The OAuth2 API User Access service template uses the Guest Operator Logins as the default
enforcement policy.

e TheLocal User Repository and Admin User Repository repositories are used as the default
authentication sources.

The following figure displays the OAuth2 API User Access service template:

Figure 30: OAuth2 API User Access Service Template

Service Templates - OAuth2 API User Access
Name Prefix*: OAuth2_API

Description

Service template for API clients authenticating with username and password (OAuth2 grant type "password")

« Bacicto Start Here Delete | Next> | TR

Specify the OAuth2 API User Access service template parameter as described in the following table:

Table 19: OAuth2 API User Access Service Template Parameter

Parameter Description

Name Prefix Enter a prefix that is appended to services using this template.
You can use this prefix to identify the services that use templates.

Onboard Service Template

This service creates an Onboard Pre-Authentication service to check the user's credentials before starting the
device provisioning process.

This service template also creates an authorization service that checks whether a user's device can be
provisioned using Onboard.

To authenticate users prior to device provisioning with Onboard, as well as after device provisioning is
completed, use an Aruba 802.1X Wireless service .

You cannot view the Onboard service template if High Capacity Guest mode is enabled in the cluster.
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The following figure displays the Onboard Authorization service template:

Figure 31: Onboard Pre-Authorization Service Template

Service Templates - Onboard

m Wireless Network Settings Device Access Restrictions Provisioning Wireless Network Settings

Name Prefix™*: Onboard

Description

Create an Onboard Pre-Auth service to check the user's credentials prior to starting the device provisioning process. Create an authorization service that checks whether a user's
device may be provisioned using Onboard. Use an Aruba 802.1X wireless service to authenticate users prior to device provisioning with Onboard, and also after device provisioning is
complete.

« Back to Start Here Delete Add Service

The following table describes the Onboard Authorization service template parameters:

Table 20: Onboard Authorization Service Template Parameters

Parameter Description

General

Select Prefix Select a prefix from the existing list of prefixes or enter the name of a new prefix.
This populates the preconfigured information in the Wireless Network Settings, Device
Access Restrictions, and Provisioning Wireless Network Settings sections. The
Name Prefix field is not editable.

Name Prefix Enter a prefix that you want to append to services using this template. Use this to identify

services that use templates.

Wireless Network Settings

Wireless Controller Enter the name of the wireless controller.

Name

Controller IP Address Enter the wireless controller's IP address.

Vendor Name Select the manufacturer of the wireless controller.

RADIUS Shared Secret | Enter the shared secret that is configured on the controller and inside Policy Manager to
send and receive RADIUS requests.

Enable RADIUS CoA Select to enable RADIUS initiated CoA (Change of Authorization) on the network device.

RADIUS CoA Port Specifies the default port 3799 if RADIUS CoA is enabled.
NOTE: Change this value only if you defined a custom port on the network device.

Device Access Restrictions

Days allowed for Select the days of the week that guest users are allowed network access.
access

ClearPass Policy Manager | User Guide Services | 69



Table 20: Onboard Authorization Service Template Parameters (Continued)

Parameter Description

Provisioning Wireless Network Settings

Wireless SSID for Enter the SSID of your network.
Onboard Provisioning

Add New Onboard Click the Add New Onboard Network Settings link to launch the Web Ul to modify the
Network Settings Onboard network settings.

You can configure the following types of services in ClearPass Policy Manager:

e Aruba802.1X Wireless Service on page 71

e 802.1X Wireless—Identity Only Service on page 82

e 802.1X Wired Service on page 70

e 802.1X Wired—Identity Only Service on page 71

e Cisco Web Authentication Proxy Service on page 83

e MAC Authentication Service on page 83

e RADIUS Authorization Service on page 84

e RADIUS Enforcement (Generic) Service on page 85

e RADIUS Proxy Service on page 85

e Aruba Application Authentication Service on page 86
e Aruba Application Authorization Service on page 87

e C(learPass OnConnect Enforcement Service on page 87
e Event-Based Enforcement Service on page 89

e TACACS+ Enforcement Service on page 91

e \Web-Based Authentication Service on page 92

e Web-based Health Check Only Service on page 96

e Web-Based Open Network Access Service on page 97

802.1X Wired Service
Configure this service for clients connecting through an Ethernet LAN with authentication using IEEE 802.1X.

Except for the NAS-Port-Type service rule value (which is Ethernet for an 802.1X Wired service and Wireless
802.11 for an 802.1X Wireless service), configuration for the rest of the tabs is similar to the Aruba 802.1X
Wireless service.

For more information, see Aruba 802.1X Wireless Service on page 71.

The following figure displays the Add 802.1X Wired Service page:
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Figure 32: Add 802.1X Wired Service Dialog

Configuration » Services » Add

Services
Authentication Roles ing Proxy
Type: 802 1X Wired [=]
Name: WiredAccess Service
Description: 802.1X Wired Access Service
Monitor Mode: [l Enable to menitor network access without enforcement
More Options: [T] Authorization [l Posture Compliance [7] Audit End-hosts  [C] Profile Endpoints [¥] Accounting Proxy

Service Rule

Matches © ANY or @ ALL of the following conditions:

Type Name Operator Value u
1“Rad\u5:IETF NAS-Port-Type EQUALS Ethernet (15) o
Login-User (1), Framed-User (2), &
. H - o
2.|Radius:1ETF Service-Type BELONGS_TO Authenticate-Only (8)

3“Chck to add...

802.1X Wired—Identity Only Service
Configure this service for clients connecting through an Ethernet LAN with authentication using IEEE 802.1X.

Configuration for the 802.1X Wired—Identity Only service is same as the 802.1X Wired service, except that
Posture and Audit policies are not configurable when you use this template.

For more information, see 802.1X Wired Service on page 70.
The following figure displays the 802.1X Wired—Identity Only Service dialog:
Figure 33: 802.1X Wired—Identity Only Service

Services
m Authentication Roles Enforcement Summary
Type: 802.1X Wired - Identity Only E|
Name: Dotlx_Wired
Description: 802.1X Wired Access Service - Identity
only
Monitor Mode: [Z] Enable to monitor network access without enforcement
More Options: [T] Authorization [T Profile Endpoints [7] Accounting Proxy

Service Rule

Matches © ANY or @ ALL of the following conditions:

Type Name Operator Value i

1./ Radius:TETF NAS-Port-Type EQUALS Ethernet (15) @
Login-User (1), Framed-User (2),

2“Rad\us:IETF Service-Type BELONGS_TO ogin-User (1), Framed-User (2) @

Authenticate-Only (8)

3“Chck to add...

Aruba 802.1X Wireless Service
This section provides the following information:

e Service Configuration on page 72

e Authentication Configuration on page 74
e Roles Configuration on page 77

e Enforcement Configuration on page 78

e Summary Information on page 82

You can configure the following additional Aruba 802.1X Wireless Service parameters by checking the
appropriate More Options check box:

e Authorization Configuration on page 75

e Posture Configuration on page 77

e Audit Configuration on page 79

e Profile Endpoints Configuration on page 80
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e Accounting Proxy Configuration on page 81

Configure this service for wireless hosts that are connecting through an Aruba 802.1X wireless access device or
controller using IEEE 802.1X authentication.

Service rules are customized for a typical Aruba WLAN Controller deployment.
The Aruba 802.1X service includes a rule that specifies that an Aruba ESSID exists.
The following figure displays the Add Aruba 802.1X Wireless Service dialog:
Figure 34: Add Aruba 802.1X Wireless Service Dialog

Services
Authentication Roles Enforcement Summary
Type: Aruba 802 1X Wireless [=]
Name: Aruba DotlxWireless
Description: Aruba 802.1X Wireless Access Service
Monitor Mode: [C Enable to monitor network access without enforcement
More Options: [[] authorization  [] Posture Compliance ] Audit End-hosts [ Profile Endpoints [C] Accounting Proxy

Service Rule

Matches © ANY or @ ALL of the following conditions:

Type Name Operator Value i

1“Rad\us:IETF NAS-Port-Type EQUALS Wireless-802.11 (19) i

Login-User (1), Framed-User (2), B .

- H - o
2 ‘Rad\us IETF Service-Type BELONGS_TO Authenticate-Only (8)

3“Rad\us:Aruba Aruba-Essid-Name EXISTS @

4“C\\ck to add...

Service Configuration
The Service tab provides basic configuration parameters for the service.

The Service Rules section defines a set of criteria that supplicants must match to trigger the service. Some
service templates have one or more rules predefined.

You can click on a service rule to modify any of its options.

Figure 35: Add Aruba 802.1X Wireless Service > Service Dialog

Services
Authentication Roles Enforcement Summary
Type: Aruba 802 X Wireless =
Name: Aruba DotlxWireless
Description: Aruba 802.1X Wireless Access Service
Monitor Mode: [Cl Enable to monitor network access without enforcement
More Options: [ Authorization  [] Posture Compliance [ Audit End-hosts [ Profile Endpoints [l Accounting Proxy

Service Rule

Matches ©) ANY or @ ALL of the following conditions:

Type Name Operator Value i
1 ‘Rad\us:IETF NAS-Port-Type EQUALS Wireless-802.11 (19) By w
Login-User (1), Framed-User (2), B
- H - o
2 ‘Rad\us IETF Service-Type BELONGS_TO Authenticate-Only (8)
3“Rad\us:Aruba Aruba-Essid-Name EXISTS &

4“C\\ck to add...

1. Specify the Service tab parameters as described in the following table:
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Table 21: Add Aruba 802.1X Wireless Service > Service Tab Parameters

Parameter Action/Description

Type Select a service from the drop-down list that defines what type of service can
be configured.

Name Enter the name of the service.

Description Provide additional information that helps to identify the service.
Monitor Mode Check this box to monitor network access activity without enforcement.
More Options Check these boxes to access the additional configuration tabs:

e Authorization

e Posture Compliance
e Audit End-hosts
e Profile Endpoints
e Accounting Proxy
Service Rule
Type Select the service rule type.
Name Select the name of the service rule from the drop-down list.
Operator Select an appropriate operator from the list of operators for the data type of

the attribute.
For example, you can select from BELONGS_TO, NOT_BELONGS_TO,
CONTAINS, or EQUALS.

Value Select the value from the drop-down list. The value list depends on the operator
selected.

Service rules define a set of criteria that supplicants must match to trigger the service. Some service
templates have one or more rules predefined.

2. Click a service rule to modify its options.

If you want to administer the same set of policies for wired and wireless access, you can combine the service rule to
G define one single service. The other option is to keep two services for wired and wireless access, but reuse the policy

components (authentication methods, authentication source, authorization source, role mapping policies, posture
policies, and enforcement policies) in both services.
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Authentication Configuration

The Authentication tab contains options for configuring authentication methods and authentication
sources.

The following figure displays the Authentication dialog:

Figure 36: Add Aruba 802.1X Wireless Service > Authentication Dialog

Configuration » Services » Add
Services
Service Authentication Roles Enforcement Summary
Authentication Methods: [EAF FEAF] - e Add new Authentication Method
[EAP FAST] e NP
[EAP TLS] Move Down
[EAR TTLS] __ Remove |
View Details
L Modify
--Select to Add- =]
Authentication Sources: Add new Authentication Source
Move Up
Move Down
Remove
View Details
Modify
--Select to Add-- [~]
Strip Usemame Rules: [7] enable to specify a comma-separated list of rules to strip username prefixes or suffixes

1. Specify the Authentication tab parameters as described in the following table:
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Table 22: Add Aruba 802.1X Wireless Service > Authentication Parameters

Parameter Action/Description

Authentication | Select authentication methods using the Select to Add field used for this service depend on the
Methods 802.1X supplicants and the type of authentication methods you choose to deploy.

Policy Manager automatically selects the appropriate method for authentication, when a user
attempts to connect. The common types, which are automatically selected include the following
examples:

EAP PEAP

EAP FAST

EAPTLS

EAPTTLS

EAP MSCHAPV2

The EAP-MDS5 authentication type is not supported if you use ClearPass Policy Manager in FIPS
mode.

The order of authentication is significant, when a client tries to perform an 802.1X authentication.
Policy Manager proposes the first authentication method configured. However, the client can
accept the authentication method proposed by Policy Manager and continue authentication or
send a Negative-Acknowledgment (NAK) and propose a different authentication method. If the
newly proposed authentication method is also configured, then the authentication proceeds,
otherwise authentication fails.

If most of the clients in the network use a specific authentication method, that authentication
method should be configured first in the list. This would reduce the number of RADIUS packets
exchanged.

For more information, see the following:

e Adding and Configuring Authentication Methods on page 165

e Adding and Configuring Authentication Sources on page 190.

Authentication | Specify the authentication sources using the Select to Add field.

Sources This can be one or more instances of the following list of authentication sources:
avenda313 [Active Directory]

Admin User Repository

Blacklist User Repository

Endpoints Repository

Guest Device Repository

Guest User Repository

Insight Repository

Local User Repository

Onboard Devices Repository

Social Login Repository

Time Source

NOTE: When you attempt to specify more than 23 Services authentication sources, the following
error message is displayed: No. of Authentication Sources cannot exceed 23.

Strip Select the check box to preprocess the user name (to remove prefixes and suffixes) before
Username authenticating and authorizing against the authentication source.
Rules

Authorization Configuration

Use the Authorization tab to select the authorization sources for this service.
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The Authorization tab is not displayed by default. To access this tab, select the More Options >
Authorization check box.

ClearPass fetches role-mapping attributes from the authorization sources associated with the service,
regardless of which authentication source was used to authenticate the user.

For a given service, role-mapping attributes are fetched from the following authorization sources:

e Authorization sources associated with the authentication source
e Authorization sources associated with the service

The following figure displays the Authorization dialog:
Figure 37: Add Aruba 802.1X Wireless Service > Authorization Dialog

Configuration » Services » Add
Services

Service Authentication Authorization Roles Enforcement Summary

Authorization Details: Authorization sources from which role mapping attributes are fetched (for each Authentication Source)

Authentication Source Attributes Fetched From

1. [Admin User Repository] [Local SQL DB] [Admin User Repository] [Local SQL DB]

28 [Blacklist User Repesitory] [Local SQL DB] [Blacklist User Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapping attributes -

avenda313 [Active Directory] - Add new Authentication Source

View Details
d Modify
—Select to Add— [+]

2. Specify the Authorization parameters as described in the following table:
Table 23: Add Aruba 802.1X Wireless Service > Authorization Parameters

Parameter Action/Description

Authentication Source Displays the authorization sources from which role mapping attributes are fetched for
each authentication source.

Attributes Fetched From | Displays the source of attributes.

Additional authorization | Specify the authorization sources using the Select to Add field.
sources from which to This can be one or more instances of the following list of authorization sources:
fetch role-mapping e Admin User Repository
attributes e avenda313 [Active Directory]
e Blacklist User Repository
e Endpoints Repository
e Guest Device Repository
e Guest User Repository
e Insight Repository
e Local User Repository
e Onboard Devices Repository
e Social Login Repository
e Time Source
NOTE: When you attempt to specify more than 23 Services authorization sources, the
following error message is displayed: No. of Authorization Sources cannot exceed
23.

For more information on configuring authorization sources, see Adding and Configuring Authentication
Methods on page 165.
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Roles Configuration
Use the Roles tab to associate a role-mapping policy with this service.

The following figure displays the Aruba 802.1X Wireless Service > Roles dialog:
Figure 38: Add Aruba 802.1X Wireless Service > Roles Dialog

Configuration » Services » Add
Services

Service Authentication Authorization Enforcement Summary

Role Mapping Policy: [Guest Roles] El Modify Add new Role Mapping Policy
Role Mapping Policy Details
Description: The roles used by Guest.
Default Role: [Employee]
Rules Evaluation Algorithm:  first-applicable
Conditions Role
1. (GuestUser:Role ID 1) [Contractor]
2. (GuestUser:Rale ID 2) [Guest]
3. (GuestUser:Role ID 3) [Employee]

1. Specify the Roles parameters as described in the following table:

Table 24: Add Aruba 802.1X Wireless Service > Roles Tab Parameters

Parameter Action/Description

Role Mapping Policy Select a role mapping policy from the drop-down list.

Policy Manager ships a number of preconfigured roles.

NOTE: A service can be configured without a role-mapping policy, but only one
role-mapping policy can be configured for each service.

Role Mapping Policy Details

Description Provide additional information about the selected role-mapping policy.

Default Role Specify the role to which Policy Manager defaults when the role-mapping policy
does not produce a match.

Rules Evaluation Algorithm Shows the first matched rule.

For information on configuring role-mapping policies, see Configuring a Role and Role-Mapping Policy on page
255.

Posture Configuration
The Posture tab is not enabled by default. To enable posture checking for this service:

1. Select the More Options > Posture Compliance check box.
You can enable the posture checking for this kind of service, if you deploy any of the following:
m ClearPass Policy Manager in a Microsoft Network Access Protection (NAP)
= Cisco Network Admission Control (NAC) Framework environment
» Aruba hosted captive portal that performs posture checks through a dissolvable agent

G The Posture tab cannot be enabled when High Capacity Guest mode is enabled in the ClearPass cluster.

The following figure displays the Posture dialog:

ClearPass Policy Manager | User Guide Services | 77



Figure 39: Add Aruba 802.1X Wireless Service > Posture Dialog

Services

Service Authentication Authorization

Roles m Enforcement Audit Profiler Summary

Posture Policies:

Posture Policies: Only NAP agent type Posture Policies are applicable for this service

Remove
View Details
Modify

~Select to Add— M

Default Posture Token: UNKNOWN (100) v

Remediate End-Hosts: Enable auto-remediation of non-compliant end-hosts
Remediation URL:
Posture Servers:

Posture Servers:
Remove
View Details
Modify

~Select to Add-- hd

2. Specify the Wireless Service Posture parameters as described in Table 25:

Table 25: Add Aruba 802.1X Wireless Service > Posture Parameters

Add new Posture Policy

Add new Posture Server

Parameter Action/Description

Posture Policies

Posture Policies

Select the posture policy from the Select to Add drop-down list.

If you do not have any preconfigured posture policies, click Add New Posture
Policy to create a new posture policy.

NOTE: Only NAP agent-type posture policies are applicable for this service.

Default Posture Token

Select the default posture token from the drop-down list.

Remediate End-Hosts

To perform remediation action, when a client is quarantined, select the Enable
auto-remediation of non-compliant end-hosts check box.

Remediation URL

To perform the remediation, enter the web link of a server resource.

For more information on configuring posture polices, see Configuring Posture Policy Agents and Hosts on page

269.

Enforcement Configuration

Use this tab to select an enforcement policy for a service. The following figure displays the Enforcement

dialog:

Figure 40: Aruba 802.1X Wireless Service > Enforcement Dialog

Configuration » Services » Add
Services

Service Authentication

Use Cached Results:

Enforcement Policy:

Enforcement Policy Details

Description:
Default Profile:

Rules Evaluation Algorithm: evaluate-all

Conditions

(Date:Day-of-Week

L Saturday, Sunday)

Use cached Roles and Posture attributes from previous sessions

[Sample Allow Access Policy]

Sample policy to allow network access

[Allow Access Profile]

Monday, Tuesday, Wednesday, Thursday, Friday,

& ooy

Add new Enforcement Policy

Enforcement Profiles

[Allow Access Profile]

1. Specify the Enforcement parameters as described in the following table:

78 | Services

ClearPass Policy Manager | User Guide



Table 26: Aruba 802.1X Wireless Service > Enforcement Parameters

Parameter Action/Description

Use Cached Results

Select this check box to use cached roles and posture attributes from previous
sessions.

Enforcement Policy

Select the preconfigured enforcement policy from the drop-down list. This is
mandatory.

If you do not have any preconfigured enforcement policies, click Add New
Enforcement Policy to create a new enforcement policy.

Enforcement Policy Details

Description

Displays additional information about the selected enforcement policy.

Default Profile

Displays a default profile applied by ClearPass Policy Manager.

Rules Evaluation Algorithm

Shows the first matched rule.

For more information, see Configuring Enforcement Policies on page 355.

Audit Configuration
Use the Audit tab to enable the Audit checking for this service.

1. To enable the Audit tab, select the Audit End-hosts check box from the More Options field on the
Service tab.

The Audit dialog opens.
Figure 41: Add Aruba 8021X Wireless Service > Audit Dialog

Configuration » Services » Add
Services

Service Authentication Roles

Enforcement m Summary

E| View Details [

Audit Server: [Nmap Audit] Add new Audit Server

Audit Trigger Conditions: ':-‘Always

' When posture is not available

@ For MAC authentication request
'_J For known end-hosts only
' For unknown end-hosts only
" For all end-hosts

Action after audit: © No Action
'/ Do SNMP bounce
@) Trigger RADIUS CoA action

[Aerohive - Terminate Session]

B3] view Details Wodify

Add new RADIUS CoA Action

2. Specify the Audit End-Hosts parameters as described in the following table:
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Table 27: Add Aruba 802.1X Wireless Service > Audit End-Hosts Parameters

Parameter Action/Description

Audit Server

Select the audit server from the following options:

e Nessus Server: Interfaces with Policy Manager primarily to perform
vulnerability scanning.

e Nmap Audit: Performs specific Nmap audit functions.

= Toviewthe Policy Manager Entity Details dialog with the
summary of audit server details, click the View Details button.

= To view the Summary tab with audit server details, click the
Modify button.

Audit Trigger Conditions

Select an audit trigger condition:
e Always: Always perform an audit.
e When posture is not available: Perform audit only when posture
credentials are not available in the request.
e For MAC Authentication Request: If you select this option, Policy Manager
presents the following three additional settings:
= For known end-hosts only: Select this option when you want to reject
unknown end-hosts and to audit known clients. Known end-hosts are
defined as clients that are found in the authentication source(s)
associated with this service.
= For unknown end-hosts only: Select this option when the known end-
hosts are assumed to be healthy, but you want to establish the identity of
unknown end-hosts and assign roles. Unknown end-hosts are end-hosts
that are not found in any of the authentication sources associated with
this service.
= For all end-hosts: For both known and unknown end-hosts.

Action After Audit

Specify the audit that can be performed only after the MAC authentication

request is completed and the client has acquired an IP address through DHCP.

Once the audit results are available, Policy Manager reapplies policies on the

network device in one of the following ways:

e No Action: The audit does not apply policies on the network device after
completing this audit.

e Do SNMP bounce: This option bounces the switch port or forces an 802.1X
reauthentication (both done using SNMP).
Bouncing the port triggers a new 802.1X or MAC authentication request by
the client. If the audit server already has the posture token and attributes
associated with this client in its cache, it returns the token and the attributes
to ClearPass.

e Trigger RADIUS CoA action: This option sends a RADIUS CoA command
from ClearPass to the network device.

Profile Endpoints Configuration

The Profiler tab is not displayed by default. To access this tab, select the More Options > Profile Endpoints

check box.

The Add Profile Endpoints dialog opens:
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Figure 42: Add Aruba 802.1X Wireless Service > Profile Endpoints Dialog

Configuration » Services » Add
Services

Service Authentication Roles Enforcement Summary

Endpoint Classification: Select the classification(s) after which an action must be triggered -

=
Network Camera
-- Select -- El
RADIUS CoA Action: [Aruba Terminate Session] El View Details Modify Add new RADIUS CoA Action

1. Specify the Profile Endpoints parameters as described in the following table:

Table 28: Add Aruba 802.1X Wireless Service > Profile Endpoints Parameters

Parameter Action/Description

Endpoint Classification Select one or more endpoint classification items from the drop-down
list.
RADIUS CoA Action Select the RADIUS CoA action from the drop-down list.

e Toview the Policy Manager Entity Details page with the
summary of enforcement profile details, click the View Details
button.

e To view the Summary tab with profile details, click the Modify
button.

e Tocreate a new RADIUS CoA action, click the Add New RADIUS
CoA Action link.

Accounting Proxy Configuration

Use the Accounting Proxy tab to broadcast the RADIUS accounting packets to all the proxy targets.

You can configure the proxy targets to which RADIUS server should be forwarded and the attributes to be
added in the accounting. This enables the external security solutions to use the RADIUS account event to

detect when a user connects and disconnects to the server.

1. To enable the Accounting Proxy tab, select the More Options > Accounting Proxy check box.

The following figure displays the Add Accounting Proxy dialog:
Figure 43: Add 802.1X Wireless > Accounting Proxy Dialog

Configuration » Services » Add

Services
Service Authentication Roles Enforcement Accounting Proxy Summary
Accounting Proxy Targets : - e Add new Accounting Proxy Target

View Details
Modify

--Select to Add-- =]

RADIUS attributes to be added for Accounting proxy

Type Name = Value i
1./ Click to add...

2. Specify the Accounting Proxy parameters as described in the following table:
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Table 29: Add Aruba 802.1X Wireless Service > Accounting Proxy Tab Parameters

Parameter Action/Description

Accounting Proxy Targets Specify the proxy targets to which the RADIUS server should be forwarded and
the attributes to be added in the accounting.
Select the accounting proxy target from the Select to Add drop-down list.

Add New Accounting Proxy Click this link to add a new accounting proxy target.
Target

RADIUS attributes to be added for Accounting Proxy

Type Select the RADIUS attribute type from the drop-down list:
Radius:IETF

Radius:Cisco

Radius:Hewlett-Packard-Enterprise
Radius:Alcatel-Lucent-Enterprise

Radius:Microsof

Radius:Avenda

Radius:Aruba

Name Select the name of the RADIUS attribute from the drop-down list.

Value Select the value from the Value drop-down list.
The values displayed here depend on the RADIUS attribute Type selected.

Summary Information

The Summary page presents the summary of parameters defined when you created a new service.

802.1X Wireless—Identity Only Service

Configuration for this type of service is the same as the Aruba 802.1X Wireless Service, except that Posture
and Audit policies are not configurable when you use this template.

For more information, see 802.1X Wireless Service on page 1.

The following figure displays the Configuration > Services > Add 802.1X Wireless—Identity Only Service

dialog:
Figure 44: 802.1X Wireless—Identity Only Service Dialog
Services
Authentication Roles Enforcement Summary
Type: 802.1X Wireless - Identity Only E
Name: Dotlx_Wireless_ldentity_Only

Description: 802.1X Wireless Access Service - Identity
only

Monitor Mode: [C] Enable to monitor network access without enforcement

More Options: [T authorization [T Profile Endpoints B Accounting Proxy

Service Rule

Matches © ANY or @ ALL of the following conditions:

Type Name Operator Value b

1“Rad\us:IETF NAS-Port-Type EQUALS Wireless-802.11 (19) o
R s Login-User (1), Framed-User (2),

2.|Radius:IETF Service-Type BELONGS_TO Authenticate-Only (8) By @

3“Chck to add...
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Cisco Web Authentication Proxy

Service

This service is a web-based authentication service for guests or agent-less hosts.

The Cisco switch hosts a captive portal and the portal web page that collects username and password
information. Subsequently, the switch sends a RADIUS request in the form of a Password Authentication

Protocol (PAP) authentication request to Policy Manager.

By default, this service uses the PAP authentication method. You can click on the Authorization and Audit
End-hosts options to enable additional tabs.

The following figure displays the Cisco Web Authentication Proxy service:

Figure 45: Cisco Web Authentication Proxy Service

Authentication Authorization Roles Enforcement Audit Summary
Type: Cisco Web Authentication Proxy E
Name:
Description:
Monitor Mode: [C] Enable to monitor network access without enforcement
More Options: Authorization Audit End-hosts
Matches O ANY or @ ALL of the following conditions:

Type Name Operator
1.|Radius:IETF NAS-Port-Type BELONGS_TO
2.|Radius:IETF Service-Type EQUALS
3.|Click to add...

Configuring the Cisco Web Authentication Proxy service is similar to configuring the Aruba 802.1X
Wireless service except that the Posture Compliance and Profile Endpoints options are not available. For more
information on configuration, see Aruba 802.1X Wireless Service on page 71.

MAC Authentication Service

The MAC-based authentication service is used for clients without an 802.1X supplicant or a posture agent (such
as printers, other embedded devices, and computers owned by guests or contractors).

The network access device sends a MAC authentication request to Policy Manager. Policy Manager can look up
the client in a white list or a black list, authenticate, and authorize the client against an external authentication

or authorization source, and optionally perform an audit on the client.

You cannot configure posture for this type of service.

HOTE
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The following figure displays the MAC Authentication service configuration dialog.

Figure 46: MAC Authentication Service Configuration Dialog

m Authentication Roles Enforcement Summary

Type: MAC Authentication [=]

Name:

Description: MAC-based Authentication Service

Monitor Mode: [C] Enable to monitor network access without enforcement
More Options: [C] authorization [l Audit End-hosts [l Profile Endpoints
Matches © ANY or @ ALL of the following conditions:

Type Name Operator Value
1.|Radius:IETF NAS-Port-Type BELONGS_TO Etherne
2.|Radius:IETF Service-Type BELONGS_TO Login-U
3.|C0nnection Client-Mac-Address EQUALS % {Radil
4.|Click to add...

The Posture tab is not available for the MAC-based authentication service.

Configuration for the rest of the tabs is similar to the Aruba 802.1X Wireless service configuration. For
details on this service's configuration, see Aruba 802.1X Wireless Service on page 71.

RADIUS Authorization Service

Configure the RADIUS Authorization service type for services that perform authorization using RADIUS.

When you select this service, the Authorization tab is enabled. The following figure displays the
RADIUS Authorization service configuration dialog:

Figure 47: RADIUS Authorization Service Configuration Dialog

m Authorization Roles Enforcement Summary

Type: RADIUS Authorization E

Name:

Description: Authorization Service using RADIUS

Monitor Mode: [C] Enable to monitor network access without enforcement
More Options: [¥] authorization [l Audit End-hosts [l profile Endpoints

Matches ©) ANY or @ ALL of the following conditions:

Type Name Operator Value m
1.|Radius:IETF Service-Type EQUALS Authorize-Only (17) Rz @
2.|Click to add...

<« _Back to Start Here

Configuration for this service is the same as the RADIUS Enforcement (Generic) service, except that you do

not configure authentication or posture with this service type. Refer to RADIUS Enforcement (Generic) Service
on page 85 for more information.
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RADIUS Enforcement (Generic) Service
Configure the RADIUS Enforcement (Generic) service for any kind of RADIUS request.

HNOTE

The AirGroup Authorization Service service is the only RADIUS Enforcement (Generic) service that is available by
default.

In addition to the default configuration tabs (Service, Authentication, Roles, and Enforcement), from
More Options you can also enable the Authorization, Posture Compliance, Audit End Hosts, and Profile
Endpoints tabs.

There are no default rules associated with this service type. You can add Rules to handle any type of standard
or vendor-specific RADIUS attributes (that is, any attribute that is loaded through the prepackaged vendor-
specific or standard RADIUS dictionaries, or through other dictionaries imported into Policy Manager).

The following figure displays the RADIUS Enforcement (Generic) service configuration dialog:

Figure 48: RADIUS Enforcement (Generic) Service Configuration Dialog

m Authentication Roles Enforcement Summary

Type: RADIUS Enforcement (Generic) |Z|

Name:

Description:

Monitor Mode: [C] Enable to monitor network access without enforcement

More Options: [C] authorization [C] Posture Compliance [ Audit End-hosts  [C] Profile Endpoints

Matches ©) ANY or @ ALL of the following conditions:
Type Name Operator V4
1.|Click to add...

Configuring a service for RADIUS requests is similar to configuring the Aruba 802.1X Wireless service. For
details, see Aruba 802.1X Wireless Service on page 71.

RADIUS Proxy Service

Configure the RADIUS Proxy service for any kind of RADIUS request that needs to be proxied to another
RADIUS server (that is, a proxy target).

There are no default rules associated with this service type. You can add rules to handle any type of standard
or vendor-specific RADIUS attributes. Typically, proxying is based on the realm or the domain of the user who
is trying to access the network.

Configuration of this service is the same as the RADIUS Enforcement (Generic) service except that you do
not configure Authentication or Posture policies with this service type.

However, you need to configure proxy targets (the servers to which requests are proxied). Requests can be
dispatched to the proxy targets randomly, and are load balanced.

However, in Failover mode, requests can be dispatched to the first proxy target in the ordered list of targets
and subsequently to the other proxy targets if the prior requests failed.

When you select the Enable proxy for accounting requests, accounting requests are also sent to the proxy
targets.
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The following figure displays the RADIUS Proxy service configuration dialog:
Figure 49: RADIUS Proxy Service Configuration Dialog

Roles Proxy Targets Enforcement Summary

Type: RADIUS Proxy [~]

Name:

Description:

Monitor Mode: [C] Enable to monitor network access without enforcement
More Options: [T authorization [ Audit End-hosts [ Profile Endpoints

Matches ©) ANY or @ ALL of the following conditions:

Type Name Operator Value i}
1.|Click to add...

For configuration details, see RADIUS Enforcement (Generic) Service on page 85.

Aruba Application Authentication Service

This type of service provides authentication and authorization to users of ClearPass Guest and ClearPass
Insight.

You can send Generic Application Enforcement Profile on page 388 to these or other generic applications for
authenticating and authorizing the users.

The following figure displays the Aruba Application Authentication service configuration dialog:

Figure 50: Aruba Application Authentication Configuration Dialog

m Authentication Authorization Roles Enforcement Summary

Type: Aruba Application Authentication E

Name:

Description: Authentication Service for Applications

Monitor Mode: [7] Enable to monitor network access without enforcement
More Options: Authorization

Service Rule

Matches ©) ANY or @ ALL of the following conditions:

Type Name Operator Value
1.|App\icaticn Name EQUALS Enter App Name
2.|Click to add...

Configuring the Aruba Application Authentication service is similar to configuring the Aruba 802.1X
Wireless service except that the Posture Compliance, Audit End-hosts, and Profile Endpoints options are not
available.

For configuration details, see Aruba 802.1X Wireless Service on page 71.
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Aruba Application Authorization Service

This type of service provides authorization for users of Aruba applications: ClearPass Guest and ClearPass
Insight.

You can send Generic Application Enforcement Profile on page 388 to these or other generic applications for
authorizing the users.

The following figure displays the Aruba Application Authorization service configuration dialog:

Figure 51: Aruba Application Authorization Configuration Dialog

Authorization Roles Enforcement Summary

Type: Aruba Application Authorization |Z|

MName:

Description: Authorization Service for Applications

Monitor Mode: [C] Enable to monitor network access without enforcement
Maore Options: [¥] authorization

Service Rule

Matches ©) ANY or @ ALL of the following conditions:

Type Name Operator Value
1.|App|icati0n Name EQUALS Enter App Name Rz &
2.|Click to add...

Configuring the Aruba Application Authorization service is similar to configuring the Aruba 802.1X Wireless
service except that the Posture Compliance, Audit End-hosts, and Profile Endpoints options are not available.

For configuration details, see Aruba 802.1X Wireless Service on page 71.

ClearPass OnConnect Enforcement Service
This section provides the following information:

e Adding a ClearPass OnConnect Enforcement Service
e Associating the ClearPass OnConnect Service with an Enforcement Policy
ClearPass OnConnect Enforcement is an enforcement model that allows you to use non-802.1X methods

for device scans, VLAN placement, and so on. ClearPass OnConnect Enforcement allows enforcement in non-
802.1X environments without the need for an agent, such as OnGuard, on the endpoint.

For related information, see:

e Enabling ClearPass OnConnect Enforcement on a Network Device on page 454

e OnConnect Setting on page 483

When ClearPass OnConnect Enforcement is enabled, ClearPass performs the following actions:
o Detects when a new endpoint connects to the network.

e Scansthe endpoint to identify the logged-in user and other device-specific information.

o Triggers a Web-based authentication (WebAuth) for the device.

e Performs SNMP-based enforcement to change the network access profile for the device.
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Adding a ClearPass OnConnect Enforcement Service
To add an OnConnect Enforcement service:
1. Navigate to Configuration > Services.
The Services page opens.
2. To add the service, click Add.
The Add Services dialog opens.
3. Fromthe Type drop-down list, select ClearPass OnConnect Enforcement (see Figure 52).

Figure 52: Specifying ClearPass OnConnect Enforcement

Configuration » Services » Add
Services

Authentication Authorization Roles Enforcement Summary

Type: ClearPass OnConnect Enforcement E|
Name: Non-Dot1X Enforcement
Description: Service for ClearPass OnConnect

non-802.1X enforcement

Monitor Mode: Enable to monitor network access without enforcement

More Options: Authorization

Service Rule

Matches ) ANY or @) ALL of the following conditions:

Type Name Operator Value hin
1. ‘Host CheckType EQUALS None o
2./ Click to add...

4. Enter the name or label of the OnConnect Enforcement service.
5. Enter the values for any other parameters, including service rules, required for this service.
For a description of all the parameters in the Service page, see Adding Services on page 1.

Associating the ClearPass OnConnect Service with an Enforcement Policy

After you create the ClearPass OnConnect Enforcement service, you must associate the service with an
enforcement policy.

WMI (Windows Management Instrumentation) configuration is used to retrieve the Loggedin User
information.

Whenever a domain-joined Windows client connects to an OnConnect-enabled port with the domain user
logged in, Authorization attributes for this user are fetched from authorization sources to determine the role of
the user; this information is then used in configuring Policy Enforcement. For details on configuring WMI
credentials, see WMI Credentials Configuration on page 139.

To associate a ClearPass OnConnect Enforcement service with an enforcement policy:

1. When finished with the parameter settings on the Add Services > Service page, click Next.
The Services > Enforcement page appears.
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Figure 53: Selecting the ClearPass OnConnect Enforcement Policy

Summary Service Authentication Authorization Roles m

Description:
Default Profile: snmp-pert-bounce

Rules Evaluation Algorithm: first-applicable

Conditions

1. (Connection: Src-IP-Address
2. (authentication:Full-Username
3 (Authorization:AD:UserDN

. (Connection:MAD-Port-Name
4 (Authorization:AD:UserDMN

! (Connection:NAD-Port-Name
5. (Connection:NAD-Port-Name
6. (Connection:MAD-Port-Name

Use Cached Results: Use cached Roles and Posture attributes from previous sessions
Enforcement Policy: Test-SNMP-Enforcement-Policy v Add new Enforcement Policy

Enforcement Policy Details

Enforcement Profiles

) snmp-port-bounce

) snmp-port-bounce
Fa1/0/7) vlang
Fa1/0/3) viand
Fal/0/5) vlans
Fal/o0/8) vian4

From the Services > Add > Enforcement page, you can either select an existing enforcement policy or

Create a new one.

2. From the Enforcement Policy drop-down list, select the appropriate OnConnect Enforcement policy.

a. If you have not configured an OnConnect-type Enforcement policy, click Add New Enforcement Policy
to create a new enforcement policy.

3. Specify the values for the remaining parameters as described in Table 30, then click Save.

Table 30: Service Enforcement Page Parameters

Parameter Description

Use Cached Results

1. Select this check box to use cached roles and posture attributes from
previous sessions.

Enforcement Policy

2. From the drop-down list, select the preconfigured enforcement policy. This
is a mandatory step.

Enforcement Policy Details

Description

Displays additional information about the selected enforcement policy.

Default Profile

Displays a default profile applied by .

Rules Evaluation Algorithm

Shows first matched rule and return the role or select all matched rules and
return a set of roles.

Event-Based Enforcement Service

The Event-Based Enforcement service manages enforcement actions in response to threat-event

processing.

When there is a suspicious user, this user could represent a common DOS attack or some other threat. When a
threat is detected, ClearPass performs enforcement operations as configured; for example, executing a change
of authorization ( COA) to disconnect a suspicious user from the network.

To add an event-based enforcement service:

1. Navigate to Configuration > Services.
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The Services page appears. The Services page provides options to add, modify, and remove a service.
2. To add the service, click Add.

The Add Services dialog appears.

3. Fromthe Type drop-down list, select Event-based Enforcement (see Figure 54).

Figure 54: Specifying Event -Based Enforcement

Configuration » Services » Add

Services
Authentication Roles Enforcement Summary
Type: 802.1X Wired =]
N . 802.1X Wired
ame: 802.1X Wired - Identity Only

Description: 802.1X Wireless
802.1X Wireless - Identity Only
Aruba 802.1X Wireless
Cisco Web Authentication Proxy

Monitor Mode: MAC Authentication enforcement

) [ RADIUS Authorization ) D D

More Options: RADIUS Enforcement ( Generic ) Audit End-hosts Profile Endpoints || Accounting Proxy

Service Rule RADIUS Praxy _

Matches ) ANY or @ ALL o| Aruba Application Authentication

Type Aruba Application Authorization Operator Value
Event-based Enforcement
1. |Rad\us:IETF TACACS+ Enforcement EQUALS Ethernet (15)
‘Web-based Authentication Login-User (1), Framed-User (2),
2.|Radius:IETF BELONGS_TO
adius ‘Web-based Health Check Only - Authenticate-Only (8)

3‘|Chck to add... Web-based Open Network Access

Enter the name or label of the event-based enforcement service.
5. Enter the values for any other parameters, including service rules, required for this service.
For a description of all the parameters in the Service page, see Adding Services on page 1.

Associating the Service with an Enforcement Policy

After you create the event-based enforcement service, you must associate the service with an enforcement
policy. You can do this from the Services > Add > Enforcement page.

1. When finished with the parameter settings on the Add Services > Service page, click Next.
The Services > Enforcement page appears.

Figure 55: Selecting the Ingress Events Enforcement Policy

Configuration » Services » Add

Services

Use Cached Results:

Use cached Roles and Posture attributes from previous sessions

Enforcement Policy: Test-Event-Enf-Policy Modify Add new Enforcement Policy

Enforcement Policy Details

Description:
Default Profile: [Aruba Terminate Session]

Rules Evaluation Algorithm: first-applicable
Conditions Enforcement Profiles

1. (Event:Juniper-SRX1:attack-name ) [Aruba Terminate Session], Update-Endpoint-Threat-Tags

From the Services > Add > Enforcement page, you can either select an existing enforcement policy or
create a new one.

2. Fromthe Enforcement Policy drop-down list, select the appropriate Event Enforcement policy.

If you have not configured Event-type Enforcement policies, click Add New Enforcement Policy to create
a new enforcement policy.

4. Specify the values for the remaining parameters as described in Table 31, then click Save.
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Table 31: Service Enforcement Page Parameters

Parameter Description

Use Cached Results 1. Select this check box to use cached roles and posture attributes from
previous sessions.

Enforcement Policy 2. From the drop-down list, select the preconfigured enforcement policy. This
is mandatory.

Enforcement Policy Details

Description Displays additional information about the selected enforcement policy.
Default Profile Displays a default profile applied by .
Rules Evaluation Algorithm Shows first matched rule and return the role or select all matched rules and

return a set of roles.

TACACS+ Enforcement Service
Configure the TACACS+ Enforcement service for any kind of TACACS+ request.
TACACS+ users can be authenticated against any of the supported authentication source types:

e Local DB

e SQLDB

e Active Directory

o LDAP Directory

o Token Servers with a RADIUS interface

Similarly, service level authorization sources can be specified from the Authorization tab. Note that this tab is
not enabled by default.

To enable this tab, select the Authorization check box from More Options on the Service tab.
A role mapping policy can be associated with this service from the Roles tab.

The result of evaluating a TACACS+ enforcement policy is one or more TACACS+ enforcement profiles. For
more information on TACACS+ enforcement profiles, see TACACS+ Based Enforcement Profile on page 403 for
more information.

The following figure displays the TACACS+ Enforcement service:
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Figure 56: TACACS+ Enforcement Service

m Authentication Roles Enforcement Summary

Type: TACACS+Enforcement [=]

Name:

Description:

Monitor Mode: Enable to monitor network access without enforcement
More Options: [T] Authorization

Service Rule

Matches &) ANY or @ ALL of the following conditions:
Type Name Operator Valu
1.|lick to add...

Configuring the TACACS+ Enforcement service is similar to configuring the Aruba 802.1X Wireless service
except that the Posture Compliance, Audit End-hosts, and Profile Endpoints options are not available.

Web-Based Authentication Service
This section provides the following information:

e About the Web-Based Authentication Service
e Selecting a Web-Based Authentication Service by the OS Name
e Service Rule > Host Attributes

About the Web-Based Authentication Service

Configure a web-based authentication service for guests or agentless hosts that connect through the ClearPass
Portal. The user is redirected to the ClearPass captive portal by the network device or by a DNS server that is
set up to redirect traffic on a subnet to a specific URL.

The web page collects the user name and password, and also optionally collects health information on the
following operating systems (see the Attribute Name OSType in Table 32 for details):
e Linux

e MacOSX

e Windows 10

e Windows 8

e Windows 7

e Windows Vista

e Windows XP

e Windows Server 2008

e Windows Server 2008 R2

e Windows Server 2003

e Windows Server 2003 R2

An internal service rule—Connection:Protocol EQUALS WebAuth—categorizes requests into this type of
service. You can add additional rules if needed.

In addition, you can select a Web-based Authentication service based on the operating system (OS) name. You
can specify or exclude specific OS versions (for details, see the next section, Selecting a Web-Based
Authentication Service by the OS Name).
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For service configuration details, see Adding and Removing Services on page 39.

To configure a web-based authentication service:

1. Navigate to Configuration > Services.
The Services page opens.

2. Select the Add link.
The Add Services page opens.

3. From the Type drop-down list, select Web-Based Authentication.
The following service configuration dialog opens:

Figure 57: Web-Based Authentication Service Configuration Dialog

Configuration » Services » Add

Services
m Authentication Authorization Roles Enforcement Summary
Type: Web-based Authentication El
Mame: |Web7Authiserwce ‘
Description: Authentication service for guests or
agentless hosts that connect through the
ClearPass Portal
Monitor Mode: [T] Enable to monitor network access without enforcement
More Options: Authorization ] Posture Compliance

Service Rule

Matches ) ANY or @ ALL of the following conditions:
Type Name Operator Value

1“Hust CheckType MATCHES_ANY Authentication
AN ‘Chck to add...

The Audit End-hosts and Profile Endpoints options are not available for a Web-based Authentication service.

Selecting a Web-Based Authentication Service by the OS Name

The Service Rule > Host:0OSName attribute allows you to select a Web-based Authentication service based on

the OS name. You can specify or exclude specific OS versions.
To select a web-based authentication service by the OS name and version:

1. Fromthe Service tab > Service Rule area, select Click to add.

Figure 58: Host OS Name Specified in the Web-Based Authentication Service

Configuration » Services » Add

Services

Authentication Roles Posture Enforcement Summary
Type: Web-based Authentication (=]
Name: Web-based Auth and Health
Description:
Monitor Mode: [T] Enable to moniter network access without enforcement
More Options: [T authorization Posture Compliance

Service Rule

Matches () any or @ ALL of the following conditions:
Type Name Operator Value
1.|Host CheckType MATCHES_ANY Authentication
2.|Authentication Posture MATCHES_ANY Capable, Collectad, Not-Capable,
Unknown
3.|Host OSArch EQUALS 1386
4. |Host O5Type EQUALS Windows 10
5.|Host OSName EQUALS Microsoft Windows 10 I
6.|Click to add...

W

W

& = & & & |&
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2. Specify the Host OS Architecture attribute as follows:
= Type=Host
= Name=0SArch
= Operator=EQUALS
= Value=i386 or x86_64
3. Specify the Host OS Type attribute as follows:

Type=Host

Name=0SType
Operator=EQUALS
= Value=Windows 10

4. Specify the Host OS Name attribute as follows:

Type=Host

Name=OSName
Operator=EQUALS

= Value=Microsoft Windows 10

Example Showing How to Differentiate Between Windows 8 and Windows 8.1
= Type=Host
= Name=OSName
= Operator=CONTAINS
= Value=Microsoft Windows 8.1

Service Rule > Host Attributes

The following table describes the list of other attributes that can be used to create services based on the client's
information.

Table 32: Service Rule > Host Attributes

Attribute
Type

Attribute Name Description

Specifies the type of OnGuard Agent. This attribute

provides a way to define a separate service for

each OnGuard Agent Type. The supported values

are:

e OnGuardAgent: OnGuard Agent

e OnGuardAgentService: OnGuard Agent
running as a service

o NativeWebAgent: Native Dissolvable Agent

e JavaWebAgent: Java Dissolvable Agent

Host AgentType

Agent Version OnGuard Agent version. This attribute can be used
to create a service based on the OnGuard Agent
version.

CheckType Specifies the type of check OnGuard Agent is
performing based on the Mode setting in the
OnGuard Settings page (for details, see OnGuard
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Table 32: Service Rule > Host Attributes (Continued)

Attribute

Attribute Name
Type

Description

Settings on page 679).

For Authenticate with health checks, the value

of this attribute is Authentication, Health. The

supported values are:

e Authentication: OnGuard Agent is performing
authentication; that is, the request contains
credentials.

o Health: OnGuard Agent is performing health
checks; that is, the request contains Posture
information.

e None

FQDN

Indicates the Fully Qualified Domain Name of the
client.

HealthCheckLevel

Indicates the level of health checks performed by

OnGuard Agent; that is, whether the user is logged

in at the time of health check or not.

This attribute can be used to see the health check

level when OnGuard Agent is running as Service or

BothServiceAndUser.

e System: The user is not logged in when health
checks are being run.

e User: The user is logged in when health checks
are being run.

Specifies the type of Network Interface. This

InterfaceType
attribute can be used to define different services
based on Network Interface type. The supported
values are:
o Wired
o Wireless
e VPN
Name This is the host name of the client (without the
domain name).
OSArch Specifies whether the client is running a 32-bit or
64-bit OS. The supported values are:
e i386: 32-bit OS
o x86_64: 64-bit OS
OSName Indicates the full Operating System name. This
attribute can be used to create services for a
specific OS.
For example, you can use this attribute to
differentiate between Windows 8 and Windows 8.1
OSType Specifies the Operating System type. The
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Table 32: Service Rule > Host Attributes (Continued)

Attribute
Type

Attribute Name Description

supported values are:

Linux

Mac 0OS X

Windows XP

Windows 7

Windows 8

Window 10

Windows Server 2003
Windows Server 2003 R2
Windows Server 2008
Windows Server 2008 R2

This attribute's value shows the status of the

ClearPass Server Certificate Check performed by

OnGuard agent while sending a WebAuth request

to the ClearPass server.This attribute can also be

used in a Service Classification.

The value of this attribute can be one of the

following:

e Passed: OnGuard Agent successfully verified
the ClearPass Server Certificate.

o Failed: OnGuard Agent failed to verify the
ClearPass Server Certificate.

ServerCertificateCheck

Cenfiguration » Services = Edit - web-auth

Services - web-auth

Summary Authentication Roles Posture Enforcement
Name: web-auth
Description:
Type: Web-based Authentication
Status: Enabled
Monitor Mode: [7] Enable to monitar network access without enforcement
More Options: [T authorization Posture Compliance

Matches @ any or () ALL of the following conditions:

Type Name Operator value
1.|Host CheckType MATCHES_ANY Authentication
| 2.[Host - ServerCertificateCheck | = EQUALS - Passed = ]
3.|Click to add...

|

The value of this attribute contains both Agent
Type and Agent Version. For example, OnGuard
6.6.5.89660.

UserAgent

Web-based Health Check Only Service

This type of service is the same as the Web-based Authentication service except that there is no
authentication performed; only health check are performed.

The internal service rule Connection:Protocol EQUALS WebAuth categorizes requests into this type of
service.
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The external service rule Host:CheckType EQUALS Health is automatically added when you select this type
of service.

For more information, see Web-Based Authentication Service on page 92.

This service does not include authentication options. This service performs health checks only.

HOTE

The following figure displays the Web-Based Health Check Only service configuration dialog:
Figure 59: Web-Based Health Check Only Service Configuration Dialog

m Roles Enforcement Summary

Type: Web-based Health Check Only E

Name:

Description:

Monitor Mode: [C] Enable to monitor network access without enforcement

More Options: [ authorization [l Posture Compliance

Service Rule

Matches ) ANY or @ ALL of the following conditions:

Type Name Operator Value i

1.|Hcst CheckType MATCHES_ALL Health Rz @
2.|Click to add...

For configuration details, see Aruba 802.1X Wireless Service on page 71.

Web-Based Open Network Access Service

Configuration for this service is the same as Web-based Authentication service, except that a health check is
not performed on the endpoints.

ATerms of Service page (as configured on the ClearPass Guest Portal page) is presented to the user.
Network access is granted when you click Submit Action.

The Posture option is not available for the Web-Based Authentication service. For more information, see
Web-Based Authentication Service on page 92.

The following figure displays the Web-based Open Network service page configuration dialog:
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Figure 60: Web-based Open Network Access Service Configuration Dialog

m Authentication Roles Enforcement Summary

Type: Web-based Open Network Access [+]

MName:

Description:

Monitor Mode: [C] Enable to monitor network access without enforcement
More Options: [[ authorization

Matches ©) ANY or @ ALL of the following conditions:

Type MName Operator Value i
1.|Host CheckType EQUALS None Bz @
2.|Click to add...

< Backto Start Here

For configuration details, see Aruba 802.1X Wireless Service on page 71.
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Chapter 3
Monitoring

The Monitoring features in Policy Manager provide access to live monitoring of components and other
functions. ClearPass Policy Manager includes the following Monitoring features:

o Network Discovery
m  Profiler and Discovery: Network Discovery on page 134
e Live Monitoring
m Live Monitoring: Access Tracker on page 99
m Live Monitoring: Accounting on page 111
m Live Monitoring: Analysis and Trending on page 127
= Live Monitoring: OnGuard Activity on page 121
m Live Monitoring: System Monitor on page 128
e Audit Viewer
= Audit Viewer on page 148
e Event Viewer
m  Event Viewer on page 150
o DatafFilters
m Data Filters on page 153
o Blacklisted Users
m Restoring Blacklisted Users to the Network on page 158

This section provides the following information:

e About the Access Tracker
e Customizing the Access Tracker

e Viewing Access Tracker Session Details

About the Access Tracker

The Access Tracker provides a real-time display of per-session access activity on the selected server or
domain.

1. Toview this page, navigate to Monitoring > Live Monitoring > Access Tracker.

The Access Tracker page opens.

Figure 61: Access Tracker Page

Monitoring » Live Monitoring » Access Tracker

Access Tracker pec 06, 2014 19:10:53 IST @ Auto Refresh
. -
v [All Reguests] . Garuda-197 (2 ) 15 Last 1 day before Today m
Filter: | Alerts E| contains ~ [+ m Show 100 records
# Server Source Username Service Login Status Request Timestamp 7
1) iviir=. .07 WEBAUTH 00ff538baadf Health Only ACCEPT 2014/12/05 19:45:44

Showing 1-1 of 1
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Table 33 describes the information in the Access Tracker page:

Table 33: Access Tracker Page Columns

Column Description

Server Displays the IP address of the server.

Source Displays the authentication source for the session. For example, TACACS or web
authentication (WEBAUTH).

Username Displays the username or MAC address of the host.
Service Displays the name of the service.
Login Status Displays the status of the request, such as Accept, Reject, or Timeout.

Enforcement Profiles Displays the names of the enforcement profiles associated with the Service.

Request Timestamp Displays the date and time when the status was last updated.

Customizing the Access Tracker
To customize the Access Tracker parameters:

1. Fromthe Access Tracker page, click the Edit button (in the upper-right corner of the page).
The Edit Access Tracker page opens.

Figure 62: £dit Access Tracker Page

Monitoring » Live Monitoring » Access Tracker

Access Tracker pec 30, 2013 15:15:05 pST

Select Server/Domain: | gadb.network com (10.100.9 4 E]
Select Filter: [All Reguests) z] s 9" add
Select Date Range: Last | 4 days 3 before B show Latest
Available Columns Selected Columns
Select Columns: NAS IP Address . Server .
Reguest ID Source
Auth Type - Usemame
NAS Port Senice
Host MAC Address Login Status

Enforcement Profiles - Request Timestamp v m

2. Modify the Edit Access Tracker page parameters as described in the following table, then click Save:
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Table 34: £dit Access Tracker Page Parameters

Parameter Action/Description

Select Server/ Displays information for the selected server or domain on the Access Tracker page.
Domain To display transactions from all nodes in the Policy Manager cluster, select all the servers.
Select Filter Select a filter category to filter the displayed data.

For a description of available filters, see Data Filters on page 153.

Modify Fil . ) . .
odify Filter To modify the current data filter, click the :;- icon.

For more information, see Data Filters on page 153.

Add Filter
To add a data filter, click the =® add icon.

The Data Filters page opens.
For more information, see Data Filters on page 153.

Select Date Range | To selectthe start of the range of dates for which the Access Tracker table displays data,
click the Last drop-down list.
Available options are one to six days, or one week.

Select Date
Show Latest To set the date in the before field to the current date, click Show Latest.
Select Columns This section displays the following two fields:

e Available Columns: Displays the data column available to be displayed in an Access
Tracker table.

o Selected Columns: Displays the data columns currently selected for display.

To move a column name from one field to another:

e Select the column name and click the left or right arrows.

To change the order in which the columns are displayed:

e Click a column name in the Selected Columns field, then click the Up or Down buttons.

Viewing Access Tracker Session Details
This section provides the following information:
e RADIUS Session

e WebAuth Session
e TACACS+ Session

RADIUS Session

This section provides the following information:
e RADIUS > Summary Tab

e RADIUS > Input Tab

e RADIUS > Output Tab

e RADIUS > Accounting Tab

To view details about a selected RADIUS session:
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1. Navigate to the Monitoring > Live Monitoring > Access Tracker page.

Figure 63: Access Tracker Page

- »
15 Last 1 week before Today Edit

Clear Filter

Username
28:98:7b:01:21:fc
guesti@arubanetworks.com
admin
28-98-7B-01-21-FC
28:98:7b:01:21:fc
28-98-7B-01-21-FC
28-98-7B-01-21-FC

Monitering » Live Monitering » Access Tracker
Access Tracker eas 24, 2017 12:32:22 PST
Y [All Requests] [ f‘ qa199.amigopod.arubanetworks.com (10. )
Filter:| Request ID El contains ¥
# Server Source
1“ 10. RADIUS
2“ 10. Application
3“ 10. Application
4“ 10. WEBAUTH
5“ 10. RADIUS
5“ 10. WEBAUTH
7“ 10. WEBAUTH
S“ 10. WEBAUTH

28-98-7B-01-21-FC

Service

Amigopod-MacAuth-Service

[Guest Operator Logins]

Amigopod- WebAuth-Service
Amigopod-MacAuth-Service
Amigopod- WebAuth-Service
Amigopod- WebAuth-Service
Amigopod- WebAuth-Service

Login Status
ACCEPT
REJECT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT

@ Auto Refresh

n

Show | 100 [¥] records

Request Timestamp 7
2017/02/24 04:18:48
2017/02/24 04:11:24
2017/02/24 04:09:01
2017/02/23 16:35:41
2017/02/23 16:35:34
2017/02/23 16:28:36
2017/02/23 16:21:29
2017/02/23 16:10:03

2. Click a RADIUS session in the Access Tracker table.

The Session Details for the selected RADIUS transaction are displayed. The information in this page varies,
depending upon the session selected.

RADIUS > Summary Tab

The Summary page shows the basic high-level information of the transaction.

Figure 64: Access Tracker > RADIUS Request Details > Summary Page

Request Details o

0 {AutomationServer / Aruba)

Input Qutput Accounting
Login Status: ACCEPT
Session Identifier: RODODO059-01-58b024a8
Date and Time: Feb 24, 2017 04:18:48 PST
End-Host Identifier: 28987b0121fc
Username: 28:98:7b:01:21:fc
Access Device IP/Port: 10.
System Posture Status: UMNKNOWMN (100)
Service: Amigopod-Machuth-Service
Authentication Method: MAC-AUTH
Authentication Source: Local:localhost
Authorization Source: [Endpoints Repository]
Roles: [User Authenticated]
Enforcement Profiles: [allow Access Profile]
Service Monitor Mode: Disabled
Online Status: @ ~ffina
[ <] showing 1 of 1-100 records > [H

»

m

RADIUS > Input Tab

The Input tab shows protocol-specific attributes that Policy Manager received in a transaction request,
including authentication and posture details (if available).

The Input tab also shows computed attributes that Policy Manager derived from the request attributes. All of
these attributes can be used in role -mapping rules.

1. Toview the Input tab, click RADIUS session in the Access Tracker page, then select the Input tab.

The Request Details > Input page opens.
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Figure 65: Access Tracker > RADIUS Request Details > Input Page

Request Details o
Summary lm. Qutput Accounting

»

Username: 28:98:7b:01:21:fc i
End-Host Identifier: 28987b0121fc
Access Device IP/Port: 10. :0 (AutomationServer / Aruba)

®

RADIUS Request

L

0

Computed Attributes

Authentication:ErrorCode 0

Authentication:Full-Username 28:98:7b:01:21:fc _
Authentication:Full-Username-Normalized 28:98:7b:01:21:fc

Authentication:MacAuth KnownClient

Authentication: OuterMethod MAC-AUTH

Authentication:Posture Unknown

Authentication:Source [Endpoints Repository]

Authentication:Status MAB

Authentication:Username 28:98:7b:01:21:fc

Authorization:Sources [Endpoints Repository] -

kd < showing 1 of 1-100 records [ ¥ Show Configuration Show Logs

RADIUS > Output Tab

The RADIUS Request Details > Output tab shows the attributes that were sent to the network device
(switch or controller) and the posture-capable endpoint (for example, MAC devices).

You can view the posture response and posture evaluation with accurate results. For example, you can view
details such as missing registry keys and the reasons for a failed registry key check.

To view the Request Details > Output page:

1. Navigate to the Monitoring > Live Monitoring > Access Tracker page.
2. Click any RADIUS session in the Access Tracker page.

Select the Output tab.

The RADIUS Request Details > Output page opens:

Figure 66: Access Tracker > RADIUS Request Details > Output Page

Request Details o
Summary Input Output Accounting

Enforcement Profiles: [Allow Access Profile]

System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100}

k] < showing 1 of 1-100 records B [H Show Configuration m Show Logs

E Access Tracker shows an alert if more than two anti-malware products are installed on a client.
NOTE
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RADIUS > Accounting Tab

The RADIUS Request Details > Accounting tab shows the account session details, as well as the following
information:

e Network Details
e Utilization information
e Authentication Session Details
To view the RADIUS Request Details > Accounting page:
1. Navigate to the Monitoring > Live Monitoring > Access Tracker page.
2. Click any RADIUS session in the Access Tracker page.
3. Select the Accounting tab.
The Request Details > Accounting page opens:

Figure 67: Access Tracker > RADIUS Request Details > Accounting Tab

Request Details o
Summary Input Output

Account Session ID: 28:98:7b:01:21:fc28987b0121fc-01
Start Timestamp: Feb 23, 2017 16:35:34 PST

End Timestamp: Feb 24, 2017 04:18:49 PST

Status: Inactive

Termination Cause: User-Request

Service Type: Call-Check

Mumber of Authentication Sessions: 2

MNetwork Details

Utilization (4}
Authentication Sessions Details )
Sessionld Type Time Stamp

RODO0D0OO58-01-58af7fdé  initial Feb 23, 2017 16:35:34 PST

RODOD0059-01-58b024a8 initial Feb 24, 2017 04:18:48 PST

Kl < showing 1 of 1-100 records [ [+ Show Configuration Show Logs

WebAuth Session

WebAuth (Web Authentication) is a single sign-on (SSO) authentication system for web pages and web
applications. The first time a user attempts to access a web page protected by WebAuth, they are sentto a
central login server and prompted to authenticate. Users are typically asked for a username and password,
although other authentication methods are possible.

Once the user has logged in, the weblogin server sends their encrypted identity back to the original web page
they were trying to access. Their identity is also stored in a cookie set by the weblogin server and they will not
need to authenticate again until their credentials expire, even if they visit multiple protected web sites.

To view details about a selected WebAuth session:

1. Navigate to the Monitoring > Live Monitoring > Access Tracker page.
The Access Tracker page opens.
2. Click a WebAuth session in the Access Tracker table.
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WebAuth > Summary Tab

The Request Details page for the selected WebAuth (Web Authentication) transaction opens to the
Summary page. The information in this page varies, depending upon the type of session selected.

Figure 68: Access Tracker > WebAuth Request Details > Summary Page

Request Details o

»

Login Status: ACCEPT | __
Session Identifier: W0000000c-01-58af7fdc

Date and Time: Feb 23, 2017 16:35:41 PST

End-Host Identifier: 28987b0121fc

Username: 28-98-7B-01-21-FC

Access Device IP/Port: =

System Posture Status: UNKNOWN (100)

=
Service: Amigopod-WebAuth-Service

Authentication Method: Mot applicable

Authentication Source: [Guest Device Repository]

Authorization Source: [Guest Device Repository]

Roles: [Employee], [User Authenticated]

Enforcement Profiles: [Update Endpoint Known]

Service Monitor Mode: Disabled [
Online Status: @ ffina

k] <] showing 4 of 1-100 records B> B Show Configuration m Show Logs

The WebAuth Request Details > Summary page displays the basic WebAuth session information (login
status, date and time, end-host identifier, and so on), as well as providing a section that summarizes the service
being applied and details about the policies and profiles in use.

WebAuth Input Tab

The Input tab shows protocol-specific attributes that Policy Manager received in a transaction request,
including authentication and posture details (if available).

The Input tab also shows computed attributes that Policy Manager derived from the request attributes. All of
these attributes can be used in role -mapping rules.

1. Toview the Input tab, click a WebAuth session in the Access Tracker page, then select the Input tab.
The WebAuth Request Details > Input page opens.
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Figure 69: Access Tracker > WebAuth Request Details > Input Page

Request Details o

Summary lﬂl Output

Username: 28-98-7B-01-21-FC

End-Host Identifier: 28987b0121fc

Access Device IP/Port: -

Computed Attributes

Authentication:Full-Username
Authentication:Full-Username-Normalized
Authentication:Posture
Authentication:Source
Authentication:Status
Authentication:Username
Authorization:Sources

Connection: Client-Mac-Address
Connection:Client-Mac-Address-Colon
Connection:Client-Mac-Address-Dot

Connection: Client-Mac-Address-Hyphen

28-98-7B-01-21-FC
28-98-7B-01-21-FC
Unknown

[Guest Device Repository]
User

28-98-7B-01-21-FC
[Guest Device Repository]
28987b0121fc
28:98:7b:01:21:fc
2898.7b01.21fc
28-98-7b-01-21-fc

»

m

}d <] showing 4 of 1- 100 records > [

WebAuth > Output Tab

The WebAuth Request Details > Output tab shows the attributes that were sent to the network device
(switch or controller) and the posture-capable endpoint (for example, MAC devices).

You can view the posture response and posture evaluation with accurate results. For example, you can view
details such as missing registry keys and the reasons for a failed registry key check. The Output page also
provides the RADIUS response summary.

To view the WebAuth Request Details > Output page:

1. Navigate to the Monitoring > Live Monitoring > Access Tracker page.
2. Click any WebAuth session in the Access Tracker page.
3. Select the Output tab.

The WebAuth Request Details > Output page opens:

Figure 70: Access Tracker > WebAuth Request Details > Output Page

Request Details -
Input Output

Enforcement Profiles:

Summary

[Update Endpoint Known]
System Posture Status: UNKNOWN {100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response @

Status-Update:Endpoint Known

k< < Showing 4 of 1-100 records [ [H
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TACACS+ Session

TACACS+ is a security application that provides centralized validation of users attempting to gain accessto a
router or network access server. The goal of TACACS+ is to provide a methodology for managing multiple
network access points from a single management service.

TACACS+ services are maintained in a database on a TACACS+ daemon running, typically, on a UNIX or
Windows NT workstation. You must have access to and must configure a TACACS+ server before the
configured TACACS+ features on your network access server are available.

To view details about a selected TACACS+ session:

1. Navigate to the Monitoring > Live Monitoring > Access Tracker page.
The Access Tracker page opens.

Figure 71: Access Tracker Page with TACACS+ Session

Monitoring » Live Monitoring » Access Tracker
a
Access Tracker reb 23, 2017 14:19:53 psT Auto Refresh
. —

T 4l Requests) ¥ Clearpass.example.com (10. ) T Last 1 day before Today Edit
Filter: Request D contains ¥ Clear Filter Show |10 [ 7] records
# Server Source Username Service Login Status Request Timestamp 7

[Policy Manager Admin e
l.| 10. TACACS admin Network Login Service] ACCEPT 2017/02/23 14:15:32
showing 1-1 of 1

2. Click a TACACS+ session in the Access Tracker table.

TACACS+ > Summary Tab
The Session Details for the selected TACACS+ transaction opens to the Summary page.

Figure 72: Access Tracker > TACACS Session Details > Summary Page

TACACS+ Session Details o
Request Policies Authorizations Alerts

Session ID: T00000007-01-58af5f04
Username: admin

Time: Feb 23, 2017 14:15:32 PST
Status: AUTHEN_STATUS_PASS
Authorizations: 1

kd < showing 1 of 1-1 records B [ m Show Logs

Table 35 describes the parameters in the TACACS+ Session Details Summary page.
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Table 35: TACACS Session Details > Summary Page Parameters

Field Action/Description

Session ID Displays the automatically-generated session ID for the selected TACACS+ session.
Username Indicates the name of the admin user.

Time Indicates the time that the TACACAS+ session was initiated.

Status Indicates the authentication status of the selected TACACS+ session.

Authorizations

Indicates the number of authentication authorizations that have taken place for this
session.

Export To export the TACACS+ summary information, click Export. For details, see Importing and
Exporting Information on page 31.
Show Logs When you click Show Logs, the Request log details for session: <session_number> are

displayed.

TACACS+ > Request Tab

The TACACS+ Request page provides the essential information regarding the TACACS+ authentication

request.

Figure 73: Access Tracker > TACACS Session Details > Request Page

TACACS+ Session Details o

Username:
Session ID:
Time:

Status:
Request Type :
Message:
Client IP :

Remote IP:

Summary Request Policies Alerts

f<] «d showing 1 of 1-1 records = [ Show Logs

admin
TOOO00001-01-58b4ebal
Feb 28, 2017 08:46:48 IST
AUTHEN_STATUS_FAIL
TACACS_AUTHENTICATION
127.0.0.1:

10.

Table 36 describes the parameters in the TACACS+ Session Details Request page.

108 | Monitoring

ClearPass Policy Manager | User Guide



Table 36: TACACS Session Details > Request Page Parameters

Field Action/Description

Username Indicates the name of the admin user.

Session ID Displays the automatically-generated session ID for the selected TACACS+ session.

Time Indicates the time that the TACACS+ session was initiated.

Status Indicates the authorization status of the selected TACACS+ session. The possible values
are:

AUTHEN_STATUS_PASS
AUTHEN_STATUS_FAIL
AUTHEN_STATUS_GETDATA
AUTHEN_STATUS_GETUSER
AUTHEN_STATUS_GETPASS
AUTHEN_STATUS_RESTART
AUTHEN_STATUS_ERROR
AUTHEN_STATUS_FOLLOW

Request Type Indicates the type of authentication request. There are three supported request types:
o TACACS Authentication

e TACACS Authorization

o TACACS Accounting

Message This is a message to be displayed to the user.

ClientIP This is the IP address of the device (for example, the ArubaOS switch)the remote IP device
is attempting to log into.

Remote IP This is the source IP address of the user device (for example, a laptop) attempting to log
into the client device.

TACACS+ > Policies Tab

The TACACS+ > Policies page provides the details regarding the Policy Manager role mapping policies used,
authentication sources, and enforcement policies used (if available).

Figure 74: Access Tracker > TACACS Session Details > Policies Page

TACACS+ Session Details o

Summary Request Policies Alerts

Policies Used -

Service Name : [Policy Manager Admin Network Login Servicel

Authentication Source :
Role:

Profiles:

k< < Showing 1 of 1-1 records = [H Show Logs
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Table 37: TACACS Session Details > Policies Used Page Parameters

Field Action/Description

Service Name Indicates the name of the ClearPass service through which the user is authenticated.
Authentication Specifies the authentication source used bythe client. For more information, see Adding
Source and Configuring Authentication Sources on page 190.

Role Indicates the Policy Manager role assigned to the client. For more information, see Adding

and Modifying Roles on page 257.

Profiles Indicates the Enforcement Profile configured for this service. For more information, see
Configuring Enforcement Profiles on page 357.

TACACS+ > Alerts Tab

The TACACS+ > Alerts page shows information about a session that has an error.

Figure 75: Access Tracker > TACACS+ Session Details > Alerts Page

TACACS+ Session Details o

Summary Request Policies Alerts

Authentication Request Messages

Error Category: Authentication failure
Error Code: User not found
Alerts for this Request :

Tacacs server User 'admin' not present in [Local User Repositoryl(localhost).
Failed to authenticate user=admin

}d <] showing 1 of 1-1 records [> [ Show Logs

Table 38: TACACS Session Details > AlertsPage Parameters

Field Action/Description

Authentication Request Messages

Error Category Indicates the error category.

Error Code Dispays the error code.

Alerts for This Request

Alert source Indicates the source for this alert; in this case, the TACACS+ server.

Alert message Displays the alert message.
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This section provides the following information:

e Modifying the Accounting Page Parameters

e RADIUS Accounting Details > Summary Tab

e RADIUS Accounting Record Details > Auth Sessions Tab
e RADIUS Accounting Record Details > Utilization Tab

e RADIUS Accounting Record Details > Details Tab

e TACACS+ Accounting Record Details > Request Tab

e TACACS+ Accounting Record Details > Auth Sessions Tab
e TACACS+ Accounting Record Details > Details Tab

The Monitoring > Live Monitoring > Accounting page provides a dynamic report that describes session
access, as reported by the network access device by means of RADIUS or TACACS+ accounting records.

The following figure displays the Live Monitoring > Accounting page:

Figure 76: Live Monitoring > Accounting Page

Accounting

F o h
V [All Requests] & nbalu-5175 (10.17.5.175) 15 Last 1 day before Today Edit

Filter: | Protocal [] contains ~ [ “co | clear Fiter Show [10 [7] records

Server Protocol User Access Device Start Time 7

10.17.5.175 RADIUS nbalu-first 10.17.4.6:0 Jan 07, 2015 12:47:48 1ST

Showing 1-1 of more than 1 records

The following table describes the Accounting parameters:

Table 39: Accounting Page Parameters

Parameter Description

Server Specifies the IP address of the host name.
Protocol Specifies the protocol used.

User Displays the user name.

Access Device Displays the IP address of the device.
Start Time Displays the date and time.

You can click any row in the Accounting page to drill down and display the corresponding Accounting
Record Details page for the selected session. For details, see RADIUS Accounting Details > Summary
Tab on page 112 and TACACS+ Accounting Record Details > Auth Sessions Tab on page 119.

Modifying the Accounting Page Parameters

You can filter or modify the information displayed in this table by creating a filter, or selecting a different
server, domain, or time range.

To filter the data currently displayed in the Accounting page:
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1. Navigate to the Monitoring > Live Monitoring > Accounting page.
2. Click Edit.
The Edit Accounting Page dialog opens.

Figure 77: Edit Accounting Page Dialog

Accounting
Select Server/Domain: |~~~ " TC L.l [=]
Select Filter: [All Requests] = 9" add
Select Date Range:  Last| 1day [+] before & show Latest
Filter:| Protocel [+] contains ~ +] Clear Filter Show |10 [+] records

Server Protocol User Access Device Start Time 7

R RADIUS nbalu- first po e Jan 07, 2015 12:47:48 IST

Showing 1-1 of more than 1 records

3. Specify the Edit Accounting Page parameters as described in Table 40:

Table 40: £dit Accounting Page Parameters

Parameter Action/Description

Select Server/ Domain Select the ClearPass server for the dashboard data to be displayed.
Select Filter To constrain the data display, select a filter from the drop-down list.
You can select one of the following filters:
e Protocol
o User

o Access Device

Modify To modify a data filter, click the Modify Data Filter icon ;.- (as shown in Figure 77).
Add ] ) )
To create a new data filter, click the =g® add icon.
Select Date Range Select the number of days prior to the configured date for which the accounting data
to be displayed. You can specify the number from one day to a week.
Show Latest To view the latest information, set the date to Today.
Select Columns e To move data between Available Columns and Selected Columns, click the right

or left arrows.
e Torearrange columns, click the Up or Down buttons.

RADIUS Accounting Details > Summary Tab

To drill down and display the corresponding Accounting Record Details page for the session, click any row in
the Accounting page.

The Accounting Record Details > Summary tab shows a summary view of the transaction including session
IDs, timestamp, and network details for the RADIUS protocol.

The following figure displays the RADIUS Accounting Record Details > Summary page:
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Figure 78: RADIUS Accounting Record Details Summary Page

Accounting Record Details o
Auth Sessions utilization Details

Session 1D: ROD0OD003e-01-49b57348

Account Session ID: 192.168.5.214 11/14/93 08:48:26 01B20000
Start Timestamp: Mar 09, 2009 10:51:30 PDT

End Timestamp: Still Active

Status: Active

Username:

Termination Cause: -

Service Type: Framed-User

MNAS IP Address: 192.168.5.214:50101
MAS Port Type: Ethernet

Calling Station ID: 00-14-38-1A-74-56
Called Station ID: 00-19-56-ED-43-01
Framed IP Address: =

Account Auth: RADIUS

The following table describes the configuration parameters on the RADIUS Accounting Record Details >
Summary page:

Table 41: RADIUS Accounting Record Details Summary Tab Parameters

Parameter Description

Session ID Specifies the Policy Manager session identifier.
You can correlate this record with a record in Access Tracker.

Account Session ID Specifies a unique ID for this accounting record.

Start Timestamp Shows the start time and end time of the session.
End Timestamp

Status Shows the current connection status of the session.
Username Username associated with this record.
Termination Cause Specifies the reason for termination of this session.
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Table 41: RADIUS Accounting Record Details Summary Tab Parameters (Continued)

Parameter Description

Service Type Shows the value of the standard RADIUS attribute service type.

Network Details

NAS IP Address Shows the IP address of the network device.

NAS Port Type Shows the access methods. For example, Ethernet, or 802.11 Wireless.
Calling Station ID Specifies the MAC address of the client that is supported by Policy Manager.
Called Station ID Shows the MAC address of the network device.

Framed IP Address Shows the IP address of the client (if available).

Account Auth Specifies the type of authentication; for example, RADIUS authentication.

RADIUS Accounting Record Details > Auth Sessions Tab

This section describes the parameters of the Accounting Record Details > Auth Sessions tab for the
RADIUS protocol.

The following figure displays the the Accounting Record Details > Auth Sessions page:
Figure 79: RADIUS Accounting Record Details > Auth Sessions Page

Accounting Record Details o

Summary utilization Details

Number of Authentication Sessions: 3

Authentication Sessions Details )]

SessionId Type Time Stamp
RO0ODDD033-01-49b5571f initial Mar 09, 2009 10:51:30 PDT
RODD0OD037-01-49b56533 re-auth Mar 09, 2009 11:51:35 PDT

ROD0D003e-01-49b57348 re-auth Mar 09, 2009 12:51:38 PDT

Close
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The following table describes the RADIUS Accounting Record Details >Auth Sessions parameters:

Table 42: RADIUS Accounting Record Details Auth Sessions Tab Parameters

Parameter Description

Number of
Authentication
Sessions

Specifies the total number of authentications (always 1) and authorizations in this session.

Authentication Sessions Details

Session ID Displays the Policy Manager session ID.
Type Specifies the type of authentication: Initial authentication or reauthentication.
Time Stamp Specifies the time when the event occurred.

RADIUS Accounting Record Details > Utilization Tab

This section describes the parameters of the Accounting Record Details > Utilization tab for the RADIUS

protocol.

The following figure displays the RADIUS Accounting Record Details > Utilization page:

Figure 80: RADIUS Accounting Record Details > Utilization Page

Accounting Record Details )

Summary Auth Sessions Details
Active Time: 9027 Sec
Account Delay Time: =
Account Input Octets : 2647001
Account Qutput Octets : 11540248
Account Input Packets : 14200

Account Output Packets : 37866

Close
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The following table describes the configuration parameters on the RADIUS Accounting Record Details -
Utilization tab:

Table 43: RADIUS Accounting Record Details > Utilization Tab Parameters

Parameter Description

Active Time Displays the duration of the session that was active.

Account Delay Displays how many seconds the network device has been trying to send this record for

Time (subtract from record time stamp to determine the time this record was actually generated by
the device).

Account Input Specifies the quantity of octets sent to and received from the device port during the session.

Octets

Account Output

Octets

Account Input Specifies the packets sent and received from the device port during the session.

Packets

Account Output

Packets

RADIUS Accounting Record Details > Details Tab

This section describes the parameters of the Accounting Record Details > Details tab for the RADIUS
protocol.

The following figure displays the example of the RADIUS Accounting Record Details > Details page:
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Figure 81: RADIUS Accounting > Details Page

Accounting Record Details o
Summary Auth Sessions Utilization m

Accounting Packet Details k=)

For Session Id ROD00026b-01-535634fa at  ~Pr 22, 2014 14:53:11 IST

. . dhcp- .
Cisco-AVPar opticm=H_DDD'\_D14H,DDDH_DDEZorr0‘Qpr 22, 2014 14:53:11 IST
http-
. . thv=\0004001\000AMozilla/5.0 R
Cisco- AVPair (Windows NT 6.1: rv:25.0) Apr 22, 2014 14:53:11 IST
Gecko/20100101 Firefox/25.0
MAS-Identifier test-switch Apr 22, 2014 14:53:11 IST
MAS-Identifier test-switch Apr 22, 2014 14:53:21 IST
i : dhcp- e,
Clsco-AVPair opticm:H_DDD\_D14H,DDDH_DDSZormApr 22, 2014 14:53:21 IST
http-
. . thy=\000%001%\000AMozilla/5.0 .
Cisco-AVPair (Windows NT 6.1; rv:25.0) Apr 22, 2014 14:53:21 IST
Gecko/20100101 Firefox/25.0
MAS-Identifier test-switch Apr 22, 2014 14:53:24 IST
http-
thv=\0004001\000AMozilla/5.0 -

Cisrn=-&VEPair Anr 27 2014 14-83-24 TST

Close

The following table summarizes the configuration information provided on the RADIUS Accounting Record
Details > Details page:

Table 44: RADIUS Accounting Record > Details Page Summary

Parameter Description
Accounting Shows the details of RADIUS attributes sent and received from the network device during an
Packet Details initial authentication and subsequent reauthentications. Each section in the Details page

corresponds to a session in Policy Manager.
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TACACS+ Accounting Record Details > Request Tab

When you navigate to the Monitoring > Live Monitoring > Accounting page and select a TACACS+
Accounting record, the Accounting Record Details page opens to the Request page.

The following figure displays the TACACS+ Accounting Record Details > Request page:
Figure 82: TACACS+ Accounting Record Details > Request Page

Accounting Record Details o

Request Auth Sessions Details

Session ID:

User Session 1D:
Start Timestamp:
End Timestamp:
Username:

Client IP :
Remote IP:
Flags:

Privilege Level:

Authentication Method:

Authentication Type:

Authentication Service:

§-2193619722-1398160916-9
TO0000005-01-53563e03
Apr 22, 2014 15:31:56 IST
Apr 22, 2014 15:31:56 IST
test

10.17.4.253:tty 14
10.20.23.22

4

15
AUTHEN_METH_TACACSPLUS
AUTHEN_TYPE_ASCII
AUTHEN_SVC_LOGIN

The following table describes the configuration parameters on the TACACS+ Accounting Record > Request
page:
Table 45: TACACS+ Accounting Record Request Page Parameters

Parameter Description

Session ID Specifies the Session ID, which is a unique ID associated with a request.

User Session ID Specifies a session ID that correlates authentication, authorization, and
accounting records.

Start and End Timestamp Shows the start and end times of the session.

Username Shows the username associated with this record.

Client IP Shows the IP address and tty (text terminal) of the device interface.
Remote IP Shows the IP address from which the Administrator is logged in.

Flags Shows the identifier corresponding to starting, stopping, or updating the

accounting record.

Privilege Level Specifies the privilege level of the Administrator.
The range is from 1 (lowest) to 15 (highest).
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Table 45: TACACS+ Accounting Record Request Page Parameters (Continued)

Parameter Description

Authentication Method Identifies the authentication method used for network access.
Authentication Type Identifies the authentication type used for network access.
Authentication Service Identifies the authentication service used for network access.

TACACS+ Accounting Record Details > Auth Sessions Tab

This section describes the parameters of the Accounting Record Details > Auth Sessions tab for the
TACACS+ protocol.

You can click any row in the Accounting page to display the corresponding Accounting Record Details page
for the session.

1. Navigate to the Monitoring > Live Monitoring > Accounting page.
2. Select a TACACS+ Accounting record.
The Accounting Record Details page opens.
3. Toview the Authentication Sessions details, click the Auth Sessions tab.
The following figure displays the TACACS+ Accounting Record Details > Auth Sessions page:

Figure 83: TACACS+ Accounting Record Details > Auth Sessions Page

Accounting Record Details o

Mumber of Authentication Sessions: 1

Authentication Sessions Details (=}

Sessionld Type Time Stamp
RO18f2395-01-535773b8 initial Apr 23, 2014 13:33:05 IST

Close

ClearPass Policy Manager | User Guide Monitoring | 119



The following table summarizes the information available on the TACACS+ Accounting Record Details >
Auth Sessions page:

Table 46: TACACS+ Accounting Record Details > Authentication Sessions Page Parameters

Parameter Description

Number of Specifies the total number of authentications (always 1) and authorizations in this session.
Authentication

Sessions

Authentication Denotes whether the request is an authentication or authorization request, and the time
Sessions Details at which the request was sent for each request ID.

TACACS+ Accounting Record Details > Details Tab

This section describes the parameters of the Accounting Record Details > Details page for the TACACS+
protocol.

You can click any row in the Accounting page to display the corresponding Accounting Record Details page
for the session.

1. Navigate to the Monitoring > Live Monitoring > Accounting page.
2. Select a TACACS+ Accounting record.

The Accounting Record Details page opens.
3. Toview the sessions details, click the Details tab.

The following figure displays the TACACS+ Accounting Record Details > Details page:
Figure 84: TACACS+ Accounting Record Details > Details Page

Accounting Record Details o
Request Auth Sessions m
Accounting Packet Details @

For 8-2193619722-1398160916-9 at Apr 22, 2014 15:31:556 IST

timezone | UTC
task_id 21249
service | shell
priv-hvl 15

cmd show configuration <cr>

The following table summarizes the configuration parameters provided on the TACACS+ Accounting
Record > Details tab:
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Table 47: TACACS+ Accounting Record > Details Page Parameters

Parameter | Description

Accounting Shows command typed (ecmd), privilege level of the administrator executing the command (priv-
Packet Ivl) and service (shell) for each authorization request, as well as the start time, task ID, and the
Details time zone.

This section provides the following information:

e About OnGuard Activity

e Bouncing an Agent Using Non-SNMP

e Bouncing a Client Using SNMP

e Broadcasting a Message to Active Endpoints
e Sending a Message to Selected Endpoints

About OnGuard Activity

The OnGuard Activity page shows the real-time status of all endpoints that have ClearPass OnGuard
persistent agent.

This page also presents configuration tools to bounce an endpoint and to send unicast or broadcast messages
to all endpoints running the OnGuard agent.

To access the OnGuard Activity page:

1. Navigate to Monitoring > Live Monitoring > OnGuard Activity.
The OnGuard Activity page opens:

Figure 85: OnGuard Activity Page

Monitoring & Reporting » Live Monitoring » OnGuard Activity

OnGuard Activity may 16, 2012 17:16:26 PDT Q‘AUtO Refresh
&' Bounce Client (using SNMP)
@ Broadcast Message

Filter:| User Econtains + Show |10 E| records
# [ usera Host MAC Host IP Host 0S Status Date and Time Authentication Records
1.|E| jbond 3C-07-54-30-C9-9F 10.2.50.66 Mac 05 X 10.7.4 Q 2012/05/16 17:13:36
2.|E| mahesh 68-A8-6D-19-A9-9C  10.2.50.70 Mac 0S X 10.7.4 @ 2012/05/16 14:43:40
3.|E| vivek 24-77-03-47-85- 18 10.11.8.23 Microsoft Windows 7 @ 2012/05/16 16:32:00
4.|E| vivek FO-DE-F1-C1-85-7B 10.2.50.63 Microsoft Windows 7 @ 2012/05/16 15:20:28
Showing 1-4 of 4 Send Message || Bounce

The following table describes the configuration parameters on the OnGuard Activity page:
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Table 48: OnGuard Activity Parameters

Parameter Description

User Displays the name of the user.

Host MAC Displays the MAC address of the host.

Host IP Displays the IP address of the host.

Host OS Displays the operating system that runs on the host.

Status Displays the online status of the host. Green indicates online and red

indicates offline.

Date and Time Displays the date and time at which the user was created.
Authentication Click the Authentication Records > View button to see the Endpoint
Records Authentication Details page with the authentication records.

Bouncing an Agent Using Non-SNMP

This page is used to initiate a bounce on an endpoint's managed interface.

Endpoint bounce only works with endpoints that run the OnGuard persistent agent.

NOTE

Initiating a bounce on the managed interface on the endpoint results in creating tags for the specified endpoint
in the Endpoints page (navigate to Configuration > Identity > Endpoints).

One or more of the following tags are created:
Disabled by

Disabled Reason

Enabled by

Enabled Reason

e InfoURL

To bounce an agent:

1. Navigate to Monitoring > OnGuard Activity.
The OnGuard Activity page opens.

2. Click a device listed on the OnGuard Activity page.
The Agent and Endpoint Details page opens.
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Figure 86: Agent and Endpoint Details

Agent and Endpoint details o

Lser:

Host MAC:

Host IP:

Status:

Lgent Type:

Host OS5

Registered Policy Manager Server:
Registered at:

Last Unregistered at:
Last Seen Health Status:
Unhealthy Health Classes:

a
f0defl33alal

10.20.23.125

o ffline

onGuard

Windows 7

HW -4, 15-SFO-25K [10.17.4.15]
2014/03/04 14:33: 59
2014/04/03 14.56.56

Description:
Status: Unknown
sdded by Policy Manager

The following table describes the configuration parameters on the Agent and Endpoint Details page:

Table 49: Agent and Endpoint Details Parameters

Parameter Description

Host MAC Displays the MAC address of the user.
Description Optional description of the endpoint.

Status Displays the status of the endpoint.

Added by Displays the server name.

MAC Vendor Vendor name and OS of the endpoint device.

OnGuard Details

User Displays the name of the user.

Host IP Displays the IP address of the host.

Status Shows the online or offline status of the agent.
Agent Type Specifies the type of the OnGuard agent.
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Table 49: Agent and Endpoint Details Parameters (Continued)

Parameter Description

Host OS Displays the operating system that runs on the endpoint.

Registered Policy Manager Displays the name and IP address of the Policy Manager server.

Server

Registered at Displays the date and time at which the Policy Manager installation was
registered.

Last Unregistered at Displays the date and time at which the Policy Manager installation was last

unregistered.

Last Seen Health Status Displays the health status of the endpoint. For example, QUARANTINED or
HEALTHY.
Unhealthy Health Classes Displays the health classes that are unhealthy.

3. Click Bounce.
The Bounce Agents page opens.

Figure 87: Bounce Agents Page

You have selected 1 Agent to be bounced

Display Message (Optional): You have not installed required software
on your system. Network access will be
blocked until you take corrective action.
Please contact help desk after you have
taken corrective action.

Aalm | »

Web link for more details (Optional):

Endpoint Status: No change in status
) Allow network access
8! Block network access

Bounce J Cancel

The following table describes the configuration parameters on the Bounce Agents page:

Table 50: Bounce Agents Page Parameters

Parameter Action/Description

Display Message An optional message to display on the endpoint using the OnGuard interface.
(Optional)
Web link for more An optional clickable URL that is displayed along with the Display Message.

details (Optional)

Endpoint Status e No change in status: No change is made to the status of the endpoint. The existing
status of Known, Unknown, or Disabled continues to be applied. Access control is
granted or denied based on the existing status of an endpoint.
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Table 50: Bounce Agents Page Parameters (Continued)

Parameter Action/Description

e Allow network access: Allow network access by white-listing this endpoint. Clicking
Allow network access sets the status of the endpoint as Known.

NOTE: You must configure Enforcement Policy Rules to allow access to the endpoints

with the status Known.

e Block network access: Block network access by blacklisting this endpoint. Clicking
Block network access sets the status of the endpoint to Disabled.

NOTE: You must configure Enforcement Policy Rules to allow access to the endpoints

with the status Disabled.

Bouncing a Client Using SNMP

The Bounce Client (using SNMP) dialog is used to initiate a bounce operation using SNMP with wired
Ethernet switches.

Endpoint bounce only works with endpoints that run the OnGuard persistent agent.

HOTE

Requirements

To successfully bounce a client using SNMP, the following conditions are required:

e The network device must be added to Policy Manager and SNMP read and write parameters must be
configured.

= Forinformation about adding a network device to ClearPass Policy Manager, see Adding a Network
Device on page 448.

= For details about configuring SNMP settings, see SNMP Read Settings Parameters on page 450 and
SNMP Write Settings Parameters on page 452.

e SNMP traps (link up and/or MAC notification) must be enabled on the switch port (see ClearPass SNMP
Traps and OIDs on page 812 and SNMP Trap Details on page 814).

e The DHCP snooper service on a ClearPass server must receive DHCP packets from the endpoint to specify
the IP address of the endpoint to bounce.

m Forinformation about configuring the DhcpSnooper service, see ClearPass Network Services Options
on page 493.

= Forinformation about configuring the IP helper address, see DHCP Collector on page 437.

Bouncing a Client

To bounce a client using SNMP:

1. Navigate to Monitoring > OnGuard Activity.
The OnGuard Activity page opens.

2. Click the Bounce Client (using SNMP) link on the top-right of the OnGuard Activity page.
The Bounce Client (using SNMP) dialog opens.

ClearPass Policy Manager | User Guide Monitoring | 125



Figure 88: Bounce Client (Using SNMP) Dialog

Bounce Client (using SNMP) o

Client IP or MAC Address:  002312016¢39

Host MAC:

Host IP:

Switch IP Address:
Switch Port:
Description:
Status:

Added by:

Bounce | Cancel

3. Enter the client IP or MAC Address.
4. Click Go, then click Bounce.
The following table describes the configuration parameters on the Bounce Client (Using SNMP) page:

Table 51: Bounce Client (Using SNMP) Page Parameters

Parameter Action/Description

Client IP or MAC address Enter the client IP address or MAC address of the bounce client.
Host MAC Displays the MAC address of the host.

Host IP Displays the IP address of the host.

Switch IP Address Displays the IP address of the switch.

Switch Port Displays the port number of the switch.

Description Displays the description of the client.

Status Displays the status of the client.

Added by Displays the name of the user who added the client.

Broadcasting a Message to Active Endpoints
To broadcast a message to selected active endpoints:

1. Navigate to Monitoring > OnGuard Activity.
The OnGuard Activity page opens.

2. Select the endpoint(s) that you want to broadcast to.

3. Click the Broadcast Message link on the top-right of the OnGuard Activity page.
The Broadcast Notification to Agents dialog opens.
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Figure 89: Broadcast Notification to Agents Dialog

Broadcast Notification to Agents o

You have selected 2 Agents to be notified

Display Message: Network policy has changed. Your system
will be disassociated from the wireless
network in a few minutes.

Web link for more details (Optional): [ LNl lelon ete e Aete s el e L e i i |
[send’

4. Display Message: Enter the text of the message you want to send to the selected active endpoints.

5. Web link: Optionally, enter a URL to be included with the Display Message.
6. Click Send.

Sending a Message to Selected Endpoints
To send a message to selected endpoints:

1. Navigate to Monitoring > OnGuard Activity.

The OnGuard Activity page opens.
2. Select one or more devices listed on the OnGuard Activity page.
3. Click the Send Message button.

The Send Notification to Agents dialog opens.

Figure 90: Send Notifications to Agents

Send Notification to Agents o

You have selected 3 Agents to be notified

Display Message:

Web link for more details (Optional):

4. Display Message: Enter a message to be sent to the selected endpoints
5. Web link: Optionally, enter a URL to be included with the message.
6. Click Send.

The Analysis and Trending page displays requests for the subset of components included in the selected
filters over a selected time period: one month, two weeks, one week, one day, 12 hours, 6 hours, 3 hours, or
one hour.

The data can be aggregated by minute, hour, day, or week. The list at the end of this section shows the per-
filter count for the aggregated data.

Each bar corresponding to each filter in the bar graph is clickable. Clicking a bar drills down into the Access
Tracker (see Live Monitoring: Access Tracker on page 99) that shows session data for the specific time-slice and
for the specific requests.

To access this page, navigate to Monitoring > Live Monitoring > Analysis and Trending.
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Figure 91: Analysis and Trending

Monitoring » Live Monitoring » Analysis & Trending

Analysis & Trending

Last updated at: 2014/03/07 11:20:10 PST Select Server:| VM215.india.avendasys.com (10.17.4.215) v
‘oggle Chart Type] =4 Add new Data Filter| Update Now!
[-Minute
200
150
2
]
o
2 100
T
o
o
Shout 9920
- By
50 I
o I
6. Mar 04:00 08:00 12:00 16:00 20:00 7. Mar 04:00 08:00
Time
| E [l Requests] |
- {-Day

1 1 r‘ 1 1 1 1
2w 1w 1D 12H 6H 3H 1H
Time Scale

. Total Requests Total Requests Requests/Sec
SIS LSS [Mar-06 00:00 to Mar-07 11:00] [Mar-07 11:00 to now] [Mar-07 11:00 to now]
[all Requests] 3698 &0 0.02

Use the following components in the WebUI to customize and filter the Analysis and Trending page:

Component Action/Description

Select Server Select a node from the cluster for which data will be displayed.

Update Now! Click to update the display with the latest available data.

Customize This! Click to customize the display by adding filters. You can add a maximum of four
filters.

Toggle Chart Type Click to toggle the chart display between line and bar type.

Add New Data Filter Click to add a data filter in the global filter list.
For more information on adding filters, refer to Data Filters on page 153.

The System Monitor page has four tabs. Each tab provides one or more charts or graphs that give real-time
information about various components.

| d Auto refresh ensures that the System Monitor page is updated for every two minutes. You can see the last updated
time in the Last updated at field in the System Monitor page.

e System Monitor Page
e Process Monitor Page
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e Network Monitor Page
e C(learPass Monitor Page

System Monitor Page

The System Monitor page displays charts and graphs that display information about CPU load, CPU usage,
memory usage, and disk usage for the selected ClearPass server.

To access the System Monitor page for the selected ClearPass server:

1. Navigate to Monitoring > Live Monitoring > System Monitor.

2. Fromthe Select Server drop-down, select the desired ClearPass server.

Figure 92: System Monitor Page
Monitoring » Live Monitoring » System Monitor
System Monitor
Last updated at: Mar 15, 2016 16:37:14 PDT

Time Range: Last 30 minutes

System Monitor Process Monitor Network ClearPass

Select Server:| NIGHTLY-CPPM-31 (10. )

50

Percentage

16:10 16:15 16:20 16:25 16:30 16:35

Time (minutes)

Free Memory:3.26 GB Total Memory:8.00 GB

Percentage
<

1610 1615 16:20 16:25 16:30 16:35

Time (minutes)

Free Swap Memory:2.92 GB Total Swap Memory:2.93 GB

() pisk - / Usage

\

Frae
928%

W e B Used |

/ Space Used:6.43 GB / Space Total:88.87 GB

Table 52: System Monitor Page Report Widgets

)| Disk - Swap Usage

W rree B Used |

Swap Space Used:57 KB Swap Space Total:2.93 GB

m

Widget Description
CPU Usage Percentage of CPU usage for the following: System, User, I/0 Wait, and Idle time.
CPU Load Percentage of CPU load averages in increments of 1, 5, and 15 minutes.

Memory Usage

Percentage of free and total memory in Gigabytes.

Swap Memory Usage

Percentage of free and total swap memory in Gigabytes.

Disk - Usage

Percentage of used and free disk space.

Disk - Swap Usage

Percentage of used and total swap space.
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Process Monitor Page

The Process Monitor page displays CPU Usage and Main Memory Usage for a selected process or service.

To access the Process Monitor page:

1. Navigate to Monitoring > Live Monitoring > System Monitor > Process Monitor.

Figure 93: System Monitoring: Process Monitor Page

Monitoring » Live Monitoring » System Monitor
System Monitor
Last updated at: Mar 15, 2016 16:42:27 PDT

Time Range: Last 30 minutes

System Monitor Process Monitor Network

ClearPass

Selsct Ssrver:| NIGHTLY-CPPM-31 (10. ) =]

Select Process:

() cpu Usage

Admin UI service El

(0} Main Memory Usage

Percentage
=]

168:15 16:20 16:25 16:30 16:35 16:40

Time (minutes)

=
3

1,500k

1,000k
500k
ok

1615

16:25 16:30 16:35 16:40

Time (minutes)

drop-down list.
3. Select one of the following options :
»  Admin Ul service
= AirGroup notification service
= Apache web server
= Async DB write service
m  Async network services
m ClearPass IPsec service
= DB change notification server
= DB replication service
= Domain service
= Extensions service
= Ingress logger service
= Ingress logrepo service
= Micros Fidelio FIAS
= Multi-master cache
= Policy server
= Radius server
= Stats aggregation service
m Stats collection service

. To view CPU Usage and Main Memory usage for the selected process or service, click the Select Process
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m System auxiliary services
= System monitor service
= Tacacs server

= Virtual IP service

Network Monitor Page

The Network Monitor page displays information about the selected network traffic type.
To access the Network Monitor page:

1. Navigate to Monitoring > Live Monitoring > System Monitor > Network tab.

2. Fromthe Select drop-down, select the desired traffic type.

Figure 94: Network Monitor Page
Monitoring » Live Monitoring » System Monitor

System Monitor
Last updated at: Mar 15, 2016 20:16:14 EDT

Time Range: Last 30 minutes

System Monitor Process Monitor ClearPass

Select: RADIUS El

[0 RADIUS Traffic

40M

MU o o o B A A & 5 B a b & s kb b s sk b o o n n o o o n ]
19:50 19:55 20000 20:05 20:10 20:15

Time (minutes)

-# Total RADIUS auth traffic on port 1643
=#= Total RADIUS accounting traffic on port 1646
<#% Total RADIUS auth traffic on port 1812
=& Total RADIUS accounting traffic on port 1813

The Network Monitor page displays network activity (in bytes) for the following traffic types:

e OnGuard

e Database

e Web Traffic
e RADIUS

o TACACS

e SSH

o NTP
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ClearPass Monitor Page

The ClearPass Monitoring page displays performance monitoring counters and timers for the last 30 minutes
of activity for the following ClearPass components:

e Service Categorization
e Authentication (RADIUS, TACACS, or WebAuth)
Authorization

Role Mapping

Posture Evaluation

Audit Scan

e Enforcement

e End-to-End Request Processing (RADIUS, TACACS, or WebAuth)
e Advanced

To access the ClearPass Monitor page:

1. Navigate to Monitoring > Live Monitoring > System Monitor > ClearPass tab.
2. Click the Select drop-down.
3. Select the desired ClearPass performance monitoring counter.

Figure 95: System Monitoring: ClearPass Monitor Page

Monitoring » Live Monitoring » System Monitor
System Monitor
Last updated at: Mar 15, 2016 20:24:56 EDT Select Server:| CP-215 (10. ) El

Time Range: Last 30 minutes

System Monitor Process Monitor Network

Select: End-to-End Request Processing

Type: RADIUS

(O Time Taken for full RADIUS request processing () Total RADIUS request count

10

Tuesday. Mar 15, 20:21
o Time Taken - 9.866666666666667 @

MilliSeconds
Numbers

L] o
19:55 20:00 20:05 20:10 2015 20:20 20:2 19:55 2000 20:05 2010 20:15 20:20

Time (minutes) Time (minutes)

-® Time Taken @ Count

This section provides the following information:

e Profiler and Discovery: Endpoint Profiler
e Profiler and Discovery: Network Discovery
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If the Profile license is enabled, a list of the profiled endpoints are visible in the Endpoints Profiler page.

1. To access the Endpoint Profiler, navigate to the Monitoring > Profiler and Discovery > Endpoint
Profiler page.

The list of endpoints you view is based on the Device Category, Device Family, and Device Name items
that you selected.

Figure 96 shows an example of the graphs available on the Endpoint Profiler page:

Figure 96: Endpoint Profiler Page

Monitoring » Live Monitoring » Endpoint Profiler

Endpoint Profiler

Change View
Total Devices Smartdevices Computers Unmanaged Devices Filter: | All Endpoints [+]

Device Category Device Family Device Name
E L4 Windows (2 P L4 Windows 7 (2 P
Linux (4)
Apple Mac (1)

<

BB Windows B Linux

‘ B Computer @ Apple Mac ‘ 8 Windows 7 |
Change Selection ® Mark known @ Mark Unknown ‘@ Mark Disabled
# I MAC Address & Hostname Device Category Device OS Family Status
1. | El 00ff538baadf BLR-SURI-T410.arubanetworks.com Computer Windows Unknown
2. | | fodefi12e5fa0 BLR-SURI-T410.arubanetworks.com Computer Windows Unknown

Showing 1-2 of 2

2. To modify the selection criteria used to list the devices, click Change Selection.

3. To see graphs that show information about distribution and update frequency for devices and computers,
click Change View.

4. To view endpoint details about a specific device, click a device in the table below the graphs.
The Endpoint Profiler Details > Endpoint page opens:
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Figure 97: Endpoint Profiler Details

View Endpoint =]
S avibues

MAC Address 0015c5b16c2f IP Address 10.13.13.83
Description Static IP TRUE
Status Unknown Hostname avenda-
MAC Vendor Dell Inc 2bbb70ff.india.avendasys.com
Added by Policy Manager Device Category Computer
Device OS Family Windows
Device Name Windows XP
Added At May 06, 2013 15:13:27 IST
Updated At May 10, 2013 17:55:06 IST

Show Fingerprint

Endpoint Fingerprint Details

Host User Agent: Aruba ClearPassOnGuard
Host OS Type: Windows XP

Cancel

5. Toreturn to the Endpoint Profiler page, select the Cancel button.

Profiler and Discovery: Network Discovery
This section provides the following information:

e About Network Discovery

e Adding the Configurations to Query Seed Devices
e SNMP Credentials Configuration

e SSH Credentials Configuration

e SSH Credentials Configuration

e WMI Credentials Configuration

e Initiating a Network Discovery Scan

e About Auto-Refresh

e Importing and Viewing Discovered Network Devices
e Viewing Discovered Endpoints

e Configuring Nmap-Based Endpoint Port Scans

About Network Discovery

Network Discovery uses a configured seed network device (typically a switch, router, or controller) to discover
endpoints and network devices.

The following information is read from the seed device:

e SNMP information
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An SNMP description is necessary for discovering and profiling the network devices. For more information,
see SNMP Credentials Configuration on page 135.

SSH credentials

For Linux server or network device discovery, specify SSH configuration credentials. For more information,
see SSH Credentials Configuration on page 137.

WMI credentials

For Windows device discovery, specify WMI (Windows Management Instrumentation) credentials. For more
information, see WMI Credentials Configuration on page 139.

Connected endpoints

Information about endpoints connected to the network device (typically MAC addresses of endpoints
connected to switch ports). These are added as discovered endpoints. For more information, see Viewing
Discovered Endpoints on page 146.

ARP table

Profiler supports Address Resolution Protocol (ARP) probes for network discovery scans. When this option
is enabled, the scan will now also probe all available ARP entries. The ARP table provides information about
MAC address > IP associations for endpoints that were recently seen by this device. These endpoints are
probed further in an attempt to profile those devices. For more information, see Viewing Discovered
Endpoints on page 146.

Neighbor network devices

Other network devices connected to the seed device as determined by neighbor discovery protocols such as
Cisco Discovery Protocol (CDP) and Link Layer Discovery Protocol (LLDP) (if enabled in your network).

Each of the discovered neighbor network devices are further queried as seed devices; this is repeated for
multiple levels in your network up to a specified scan depth. For more information, see Viewing Details on a
Discovered Device on page 145.

Services and processes running on an Endpoint

During the subnet scan, Network Discovery and the OnConnect domain-joined Windows client will be
queried to retrieve all the services and processes running on the endpoint. This information will be
displayed in the ClearPass Insight Endpoint reports.

Network Discovery High-Level Tasks

Configuring Network Discovery consists of these major tasks:

Add the configurations (SNMP, SSH, or WMI) needed to query all the devices in the target network.
Initiate a network discovery scan.
Import the discovered network devices into ClearPass.

Awn =

Review the set of discovered devices and view the connected endpoints and neighbors.

Adding the Configurations to Query Seed Devices

You must configure SNMP, SSH, and WMI credentials for the devices that you want to discover as part of the

network scan. These credentials are used during Network Discovery or an On-Demand subnet scan to profile
Linux servers and machines (SSH credentials), Windows servers and machines (WMI credentials), and network
devices (SNMP).

SNMP Credentials Configuration

For network device discovery, specify SNMP Read credentials. An SNMP-based scan sends an SNMP request to
retrieve the network device information.

To add the SNMP configuration:
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1. Navigate to Configuration > Profile Settings, then select the SNMP Configuration tab.
The Profile Settings > SNMP Configuration page opens.
2. Click the SNMP Configuration tab.

Figure 98: Adding an SNMP Configuration

Configuration » Profile Settings

Profile Settings On-Demand Subnet Scan
Subnet Scans SNMP Configuration SSH Configuration WMI Configuration
Specify SNMP configuration used for querying hosts discovered by a Subnet Scan Add SNMP_configuration

IP Subnets/IP Addresses . i

3. Click Add SNMP Configuration.
The SNMP Configuration dialog opens.

Figure 99: SNMP Configuration Dialog

IP Subnets/IP Addresses: 10.15.0.0/16

Entries
Version Username Description i
Mo configuration exists
SNMP Version: SNMP v2 with community strings EI
Description: SMMP v2 configuration
Community String: sessERIESEREEN Verify: essssssssssssss

[ Resot | Savo i |
Save

4. Specify the SNMP Configuration parameters as described in Table 53. When finished, click Save Entry,
then click Save.

Table 53: SNMP Configuration Parameters

Field Action/Description

IP Subnets/ IP 1. Enter either one or more IP subnets or one or more IP addresses. For multiple entries,
Addresses separate multiple IP addresses with commas.

When you initiate the network discovery scan, ClearPass will use the SNMP configuration to
fetch the network device information for discovered devices.

SNMP Version 2. From the drop-down, select the appropriate SNMP version.

Description 3. Optionally, enter a description of this SNMP configuration (recommended).
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Table 53: SNMP Configuration Parameters (Continued)

Action/Description

Community 4. Enter the community string, then reenter the community string in the Verify field.
String

SSH Credentials Configuration

For Linux server or network device discovery, specify SSH (Secure Shell) configuration credentials. When SSH is
found for an IP address or subnet, Network Discovery looks for any Linux server or machine associated with
that IP address or subnet.

You can configure multiple user names and passwords. These credentials are organized in the order in which
they were created.

To configure SSH credentials for a network discovery scan:

NOTE

The SSH configuration can be for a single IP address or a subnet. These credentials are used when an SSH scan is
initiated.

1. Navigate to Configuration > Profile Settings.
The Profile Settings page opens.
Figure 100: Profile Settings Page

Configuration » Profile Settings
Profile Settings On-Demand Subnet Scan

Subnet Scans SNMP Configuration SSH/WMI Configuration

Specify the IP subnets to be scanned for discovering hosts and their capabilities -

Policy Manager Zone IP Subnet to Scan i
1.|Click to add...

2. Select the SSH Configuration tab.
Figure 101: SSH Configuration Tab

Configuration » Profile Settings

Profile Settings On-Demand Subnet Scan
Subnet Scans SNMP Configuration WMI Configuration
Specify settings required for performing SSH netscan - Add Configuration
IP Subnets/IP Addresses ik i}

3. Click Add Configuration.
The SSH Configuration page opens.
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Figure 102: SSH Configuration Page

IP Subnets/IP Addresses: 10.2.50.0/24

Type:

Entries

Username

Username:
Password:
Enable Password:

Description:

SSH [*]

Description i
Mo Configuration present
root
seseseserenenee Verify Password: sescssncsscene

seseseserenenee Enable Password Verify: eesessscssscene

SSH configuration to scan for Linux devices

Save

4. Specify the parameters in the SSH Configuration dialog as described in the following table, then click Save

Entry.

Table 54: SSH Configuration Parameters

Field Action/Description

IP Subnets/ IP 1. Enter either one or more IP subnets or one or more IP addresses. For multiple entries,
Addresses separate multiple IP addresses with commas.

Username 2. Enter the username for the device or subnet specified.

Password 3. Enter the password for the device or subnet specified.

Enable 4. Enter the Enable password, then reenter the password in the Enable Password Verify
Password field.

Description 5. Optionally, enter a description of this SNMP configuration (recommended).

6. Repeat this procedure for additional entries if needed.
7. When finished, click Save.

You return to the Profile Settings page, where you can see that the SSH configuration has been added
successfully (see Figure 103).

138 | Monitoring

ClearPass Policy Manager | User Guide



Figure 103: SSH Configuration Added Successfully

Configuration » Profile Settings

Profile Settings

Configuration o

IP Subnets/IP Addresses: 10.x.x.x/24

Entries

Username Description

1‘- root SSH configuration to discover Linux devices o

WMI Credentials Configuration

For Windows device discovery, specify WMI (Windows Management Instrumentation) configuration
credentials. WMI configuration is necessary to discover Windows systems and device fingerprint details.

WMI a key part of the Windows operating system. It is used to gather system statistics, monitor system health,
and manage system components. To work properly, WMI relies on the WMI service. This service must be
running and properly configured for your environment.

For WMI, the login format for username is usually domain\username. Whatever domain you provide, it will
be prepended to the username before logging into that machine.

Suppose you have provided an IP subnet address:

o ClearPass first checks to see if WMI is configured for that subnet/IP address.
o If WMI is configured, ClearPass checks to see if port 135 is open.
e If port 135 is open, ClearPass attempts the WMI login with those credentials.
If you provide just one IP address, the WMI login is performed for that particular IP address only.
To configure WMI credentials for a network discovery scan:

1. Navigate to Configuration > Profile Settings.
The Profile Settings page opens.
Figure 104: Profile Settings Page

Configuration » Profile Settings
Profile Settings On-Demand Subnet Scan

Subnet Scans SNMP Configuration SSH/WMI Configuration

Specify the IP subnets to be scanned for discovering hosts and their capabilities -

Policy Manager Zone IP Subnet to Scan i
1.|Click to add...

2. Select the WMI Configuration tab.
Figure 105: WMI Configuration Tab

Configuration = Profile Settings

Profile Settings On-Demand Subnet Scan
Subnet Scans SNMP Configuration SSH Configuration
Specify settings required for performing WMI netscan - Add Configuration
IP Subnets/IP Addresses f=p i}
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3. Click Add Configuration.
The WMI Configuration page opens.

Figure 106: WM/ Configuration Page

IP Subnets/IP Addresses: 10.9.52.105

Type: WMI (=]
Entries

Username Description b

Mo Configuration present

Domain: UOFCAL.EDU
Username: root
Password: I Verify Password: |essssssssssssss
Description: WMI configuration to scan for Windows
devices

[Resr | Save vy |
Save

4. Specify the WMI Configuration parameters as described in Table 55, then click Save Entry.

Table 55: WM/ Configuration Parameters

Field Action/Description

IP Subnets/ IP 1. Enter either one or more IP subnets or one or more IP addresses. For multiple entries,
Addresses separate multiple IP addresses with commas.

NOTE: The WMI configuration can be for a single IP address or a subnet. These credentials are
used when a WMI scan is initiated.

Domain 2. Enter the name of the Windows domain for logging into the device(s) that you are scanning.
Username 3. Enter the username for the device or subnet specified.

Password 4. Enter the password for the device or subnet specified.

Description 5. Optionally, enter a description of this SNMP configuration (recommended).

6. Repeat this procedure for additional entries if needed.
7. When finished, click Save.

You return to the Profile Settings page, where you can see that the WMI configuration has been added
successfully (see Figure 107).
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Figure 107: WM/ Configuration Added Successfully

Configuration » Profile Settings

Profile Settings

SSH/WMI configuration added successfully

Subnet Scans SNMP Configuration SSH/WMI Configuration

Specify settings required for performing SSH/WMI netscan -

IP Subnets/IP Addresses Type B i}
1.| 10.2.50.0/24 SSH |55 jin}
2.| 10.9.52.105 WMI F i)

Initiating a Network Discovery Scan

Seed devices are the initial IP addresses provided by the network administrator to start the network scan.
When you initiate a network discovery scan and specify the seed devices, network discovery uses SNMP to:
e Find any other devices connected to the seed devices.

e Profile the connected devices.

o ClearPass uses that information to detect more devices in the network. The network discovery scan will
proceed to the network depth specified by the Scan Depth parameter (described in Table 56 below).

e You can go to those devices and see their neighbor devices.

Running a network discovery scan on seed devices is a time- and resource-consuming operation. Depending on the
number of devices associated with the seed device, a complete scan can take more than an hour.
It is recommended that the network scan should be done outside of normal business hours or performed on a

CAUTION . .. . .
ClearPass node that is not servicing core authentications.

To initiate a Network Discovery Scan:

1. Navigate to Monitoring > Profiler and Discovery > Network Discovery.
The Network Discovery page opens.

Figure 108: Network Discovery Page

Maonitoring = Profiler and Discovery » Network Discovery

Network Discovery |-E Start Network Discovery Scan |
'@’ view Endpoints

<@ View Discovered Devices

Filter:| Seed Devices E| contains ¥ + Show |10 El records
# Seed Devices CPPM Server Start Time 7 End Time Endpoints Devices Status Action
1.‘ 10.73.4.10 cppm-66-b1 2015-11-18 03:28:34 2015-11-18 03:29:16 39 9 COMPLETE Q
2.‘ 10.73.4.10 cppm-66-b1 2015-11-17 19:32:23 2015-11-17 19:33:05 39 9 COMPLETE [s]
3.‘ 10.73.4.10 cppm-66-b1 2015-11-17 19:24:16 2015-11-17 19:24:58 39 9 COMPLETE =]
4.‘ 10.73.4.10 cppm-66-b1 2015-11-17 19:20:31 2015-11-17 19:21:13 39 9 COMPLETE =]
5.‘ 10.73.4.10 cppm-66-b1 2015-11-17 19:06:03 2015-11-17 19:06:45 39 9 COMPLETE a
6.‘ 10.732.4.10 cppm-66-b1 2015-11-17 18:46:45  2015-11-17 18:47:27 39 9 COMPLETE =}
Showing 1-6 of 6

2. Click Start Network Discovery Scan.
The Initiate Scan dialog opens.
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Figure 109: Initiating the Seed Devices Scan

Initiate scan o

Specify seed devices IP to be scanned for discovering Endpoints and NADs -
CPPM Server: cppm-66-b1 (10.73.4.139) El
Scan Depth: 3 -

Seed Devices:

WARNING: This is an resource intense and time consuming operation. It can take upto
hours to complete scan depending on the number of devices associated with the seed

devices specified.

3. Enter the appropriate information in the Initiate Scan dialog as described in Table 56.

Table 56: /nitiating Network Discovery Scan Parameters

Field Action/Description

Server 1. From the drop-down list, select the ClearPass Policy Manager server.
If the ClearPass server is in a cluster, the list will display the cluster node IP addresses that
you can choose.

NOTE: Once you select the node, the network discovery scan starts with that node.

Scan Depth 2. Specify the Scan Depth by selecting the desired number from 1 to 5.

The Scan Depth numbers indicate the levels of the network you want to scan. The default is
Scan Depth 3.

The seed devices are, by default, at Scan Depth 1. Starting from the seed device, the next
device level is Scan Depth 2, and so on, until the scan reaches the scan depth specified
here.

Seed Devices 3. Enter the IP addresses of one or more seed devices from which the network scan should
proceed.
Separate multiple device IP addresses with commas.

4. Click Start.
You return to the Network Discovery page, which now indicates the following:
m The Start Time and End Time for the seed device scan.
= The number of Endpoints and Devices connected to the seed device.

= The Status of the scan operation, which shows initally as "Scheduled," then "In Progress," and finally,
"Completed."
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Figure 110: Seed Device Successfully Scanned

Monitoring = Profiler and Discovery = Network Discovery

Network Discovery E Start Network Discovery Scan
View Endpoints

.
=" View Discovered Devices

Filter:| Seed Devices El contains ¥ + m Show | 10 E| records
# Seed Devices CPPM Server Start Time 7 End Time Endpoints Devices Status Action
1‘| 10.73.4.10 cppm-66-b1 2015-12-11 16:49:49 SCHEDULED @
2‘| 10.73.4.10 cppm-66-b1 2015-11-18 03:28:34 2015-11-18 03:29:16 39 9 COMPLETE a
3‘| 10.73.4.10 cppm-66-b1 2015-11-17 19:32:23 2015-11-17 19:33:05 39 9 COMPLETE a

5. You can stop a scheduled seed device scan or restart a completed scan:
a. To stop the scan operation, click the Red Action button, then click Yes to confirm the stop operation.
b. To restart a completed scan, click the Green Action button.

About Auto-Refresh

When Auto-Refresh is enabled (it is enabled by default), ClearPass fetches fresh data every few seconds to
ensure that the network discovery scan status is always current.

When Auto-Refresh is enabled, the button is green. You can disable Auto-Refresh by clicking the button,
which will then turn red to indicate this feature is disabled.

To enable or disable Auto Refresh:

1. Navigate to Monitoring > Profiler and Discovery > Network Discovery.

Figure 111: Network Discovery > Auto Refresh

Monitoring » Profiler and Discovery » Network Discovery

Network Discovery

%" Start Network Discovery Scan
g View Endpoints

-
=" View Discovered Devices

Filter:| Seed Devices El contains ™ = m Show |10 El records
# Seed Devices CPPM Server Start Time 7 End Time Endpoints Devices Status Action
1.‘ 10. sup-cppm-199 2016-02-22 15:46:40 2016-02-22 15:560:00 444 11 COMPLETED 8]
2.‘ 10. sup-cppm-199 2015-02-22 15:19:22 2016-02-22 15:27:48 786 15 COMPLETED o

2. Click the Auto Refresh link.

Every Auto-Refresh operation accesses the database and reads the data. When there is no network scan
occurring, you can disable Auto-Refresh as there is no need to access the database every time.

Importing and Viewing Discovered Network Devices
To import and view discovered network devices:

1. Navigate to Monitoring > Profiler and Discovery > Discovered Devices.
The Discovered Devices page opens.
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Figure 112: Discovered Devices Page

Monitoring » Profiler and Discovery » Discovered Devices

Discovered Devices

Vendor Status
ALL (10° - Ignored (7 -~
Aruba (8) Imported (2)
Cisco (2) Newr (1)
HP (2) - A
g . ‘
) . @ ignored @@ Imported =
@ Cisco @@ Aruba @ HP B New
L3
Filter:| Name [+] contains ~ Clear Filter show [10 [¥] records
# D Name 4 1P Address Vendor Status Update Time
1.|D 2620-1 192.168.200.1 [*] wp Imported 2015-12-11 16:50:47
2.|D 2020-1 10.73.4.210 [+] we Imported 2015-12-11 16:50:47
3.|D 3750-1 10.73.5.120 [=] cisco Ignored 2015-12-11 16:50:47
4.|D AIRHEADS-01 10.73.4.202 [*] Aruba Ignored 2015-12-11 16:50:47 |

Importing Network Devices

The devices that you import are added to the set of network devices known to ClearPass.

You can import devices from the Publisher node only.

To import and add discovered devices to the set of ClearPass Network Devices:

1. From the list of discovered devices, select a device you wish to import (as shown in Figure 112).
You can select all of the discovered devices at once by clicking the Name check box.

2. Click the Import button.
The Network Device Details dialog opens.

Figure 113: Importing a Network Device

Network Device Details o

RADIUS Shared Secret: Verify:
TACACS+ Shared Secret: Verify:
Override Vendor: [l

Enable RADIUS CoA: RADIUS CoA Port: |3799

: Names with special characters other than -, _, { }, [ 1, (), dot and space will be

replaced by underscore

3. Enter the appropriate information in the Network Device Details dialog as described in Table 57.
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Table 57: Specifying Network Device Details for Importing Devices

Field Action/Description

RADIUS Shared 1. If using RADIUS, enter the RADIUS Shared Secret for the selected discovered device.
Secret

TACACS+ 2. If using TACACS+, enter the TACACS+ Shared Secret for the selected discovered device.
Shared Secret

Override Vendor | 3. Optionally, to override the discovered vendor type, select this check box.

Vendor This field is displayed when you select Override Vendor.
4. From the Vendor drop-down, select the name of the vendor type to override the discovered
vendor type.

Enable RADIUS 5. Select this check box to enable RADIUS CoA (Change of Authorization).

CoA
RADIUS CoA The default RADIUS CoA port is 3799.
Port 6. To change the RADIUS CoA port number, enter the new port number.

7. Click Import.

The selected network device has been added to ClearPass. To see the network device listed, navigate to
Configuration > Network > Devices.

Figure 114: Network Device Added to ClearPass

Configuration » Network » Devices

Network Devices ¥ Add
& Import
&, Export All
%7 Discovered Devices

Filter:| Name E contains ~ + Clear Filter Show | 10 |Z| records

# [| Namea IP or Subnet Address Description
1./ ArubaSwitch-10.2.51.244 10.2.49.244 Added by Network Discovery
Showing 1-1 of 1 Export | Delete

Viewing Details on a Discovered Device

To view detailed information about a discovered network devices, including a list of its neighbors in the
network:
1. Navigate to Monitoring > Profiler and Discovery > Discovered Devices.
The Discovered Devices page opens.
2. Click the name of the device of interest.
The Network Device Details page opens.
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Figure 115: Viewing Details fora Discovered Device

Network Device Details o

Sys Name: CPPM-HP-2920-1

Vendor: Hewlett-Packard-Enterprise

Sys Location: #1344#CPPMLab#ROW2 #Rack2

Sys Contact: dl-cppm-ga@arubanetworks.com

Sys Description: HP 197274 2920-24G-PoE+ Switch, revision WB.16.01.0000x, ROM WB.15.05

{/ws/swbuildm/rel_richmond_gaoff/code/build
Janm(swbuildm_rel_richmond_gaoff_rel_richmond)) (Formerly ProCurve)

Status: Imported
Update Time: Mon Jan 11 2016 16:04:30 GMT-0800 (Pacific Standard Time)
IP Address: 10.

10.

Neighbor Device Details:-

# IP Address Name Port Device Description

Cisco 10S Software,
1. 10. Cisco-Switch-48.1 23 Switch C3750E Software

(C3750E-UNIVER...

3. When finished, click Close.

Viewing Discovered Endpoints

To view all the discovered endpoints that are connected to the network:

1. Navigate to Monitoring > Profiler and Discovery > Network Discovery.
The Network Discovery page opens.

2. Click View Endpoints.
The Endpoint Profiler opens.

Figure 116: Viewing the Discovered Endpoints Information

Monitoring » Profiler and Discovery » Endpoint Profiler

Endpoint Profiler

Change View
Total Devices Smartdevices Computers Unmanaged Devices Eilter: | All EndpumtsEl
Device Category Device Family Device Name
Switch (45 - = - e 4 Extreme Switch (1 -
Access Points (3) ‘?‘ Cisco (22) |§|
Computer (41) T Aruba (11) hin|
VoIP Phone (1) 2 HP (3 & 4

}
4 A
- i »
(8 switch BB Unknown

BB Access Points [ Computer B Bxxreme @ Cisco @ Aruba
B8 VolP Phone M Server B =P B Juniper

B Extreme Switch

= -

Change Selection @ mark known @ Mark Unknown ® Mark Disabled

# ) MAC Address 4 Hostname Device Category Device OS Family Status
1 ||:| 000496146920 Clearpass-Extreme-Switch-52.46 Switch Extreme Unknown
< Back to Network Discovery Showing 1-1 of 1

3. When finished, click Back to Network Discovery.
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Configuring Nmap-Based Endpoint Port Scans

The Network Discovery scan feature supports running an Nmap-based scan on a host to detect open ports and
also to fingerprint the service(s) running behind those ports. This information is used in the device profile.

The steps to fully configure endpoint port scans using Nmap are as follows:

1. Enable Nmap-based endpoint port scans.

a. Navigate to Administration > Server Manager > Server Configuration > Cluster-Wide
Parameters.

The Cluster-Wide Parameters page opens.
b. Select the Profiler tab.

Figure 117: Cluster-Wide Parameters > Profiler Dialog

Cluster-Wide Parameters o

General Cleanup Intervals Motifications Standby Publisher Virtual IP Mode Database m_

Parameter Name Parameter Value Default Value
Profiler Scan Ports 135,3389 TCP ports 135,3389
Process wired device information from IF-MAP interface FALSE El FALSE
Enable Endpoint Port Scans using Nmap FALSE El FALSE
Enable Endpoint Posture scan using WMI FALSE El FALSE
Netflow Reprofile Interval 24 hours 24

Restore Defaults

c. Setthe Enable Endpoint Port Scans using Nmap parameter to TRUE.
For more information, see Profiler Parameters on page 542.
2. Configure SNMP, SSH, WMI settings for the subnets.
a. Navigate to Configuration > Profile Settings.

b. Configure SNMP, SSH, WMI settings for the subnets (see Adding the Configurations to Query Seed
Devices on page 135).

3. Initiate a network discovery scan configuring a seed device with Probe ARP entries enabled (see Initiating a
Network Discovery Scan on page 141).

4. When the Network Discovery scan is completed, select an endpoint (see Viewing the List of Authentication
Endpoints on page 243).

a. Navigate to Configuration > Identity > Endpoints.
b. Select the endpoint of interest.

5. Toview the list of host services and the list of open ports returned by the network discovery scan for the
selected host/endpoint, select the Fingerprints tab (see Figure 118).
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Figure 118: Endpoint Fingerprint Details with Nmap Data

Endpoint Attributes
Endpoint Fingerprint Details

Host Services: 22 -- ssh - OpenSSH Version: 5.9
49 -- tcpwrapped
80 -- http - Apache httpd
443 -- http - Apache httpd
5432 -- postgresql - PostgreSQL DB

Host Open Ports: 22, 49, 80, 443, 5432
SSH device name: ClearPass 6.6.1.86099 on CP-VA-5K

m Cancel

This section provides the following information:
e Introduction
e Audit Viewer
e Audit Viewer
e Audit Viewer

Introduction

The Audit Viewer page provides a dynamic report on actions, device name, category of Policy Manager
component, user, and timestamp. To access the Audit Viewer:

1. Navigate to Monitoring > Audit Viewer.

The Audit Viewer page opens.

Figure 119: Audit Viewer Page

Monitoring » Audit Viewer

Audit Viewer
Filter: | Action [+]| contains [« IEREETE show (10 [7] records
# Action Name Category User Timestamp 7

21.[ REMOVE 01-02-03-04-05-06 Guest User admin Jan 02, 2014 13:13:43 PST
22| MODIFY 01-02-03-04-05-06 Guest User admin Jan 02, 2014 13:11:23 PST
23, MODIFY 01-02-03-04-05-06 Guest User admin Jan 02, 2014 13:10:44 PST
24, MODIFY 01-02-03-04-05-06 Guest User admin Jan 02, 2014 13:10:17 PST
25.[ MODIFY 01-02-03-04-05-06 Guest User admin Jan 02, 2014 13:08:35 PST
26.[ MODIFY 01-02-02-04-05-06 Guest User admin Jan 02, 2014 13:08:24 PST
27. MODIFY 01-02-03-04-05-06 Guest User admin Jan 02, 2014 13:07:23 PST
28.[ MODIFY 01-02-03-04-05-06 Guest User admin Jan 02, 2014 13:05:58 PST
29, ADD 9c207bla566c Endpoint apiadmin Jan 02, 2014 12:43:46 PST
30, MODIFY 9C-20-7B-A7-5A-24 Guest User admin Jan 02, 2014 12:01:20 PST

I 4 showing 21-30 of 99 B> B

2. Todisplay detailed information about the selected event, click any row in the audit viewer.
The Audit Row Details page opens (see).
The content in the Audit Row Details page varies, depending upon type of event you select.

Add Events
To display additional details that are specific to the new policy component, click a row with the Add action type.

The Audit Row Details page opens.
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Figure 120: Audit Row Details for Add Event

Audit Row Details o

Guest User - cptest-1469117941-200@example.com |
User ID cptest-1469117941-200@example.com
Guest Type USER £
Start Time Jul 21, 2016 09:20:53 PDT
Expiry Time Jul 22, 2016 09:20:53 PDT
Sponsor Name cptest-1469117941-200@example.com
Enabled true B
Approval Status Approved
Email Guest User Mo
SMS Guest User Mo
Name Value Ll

For example, if a TACACS enforcement profile is added, the Audit Row Details page displays detailed
information about that profile.

If a policy is created, the Audit Row Details page displays information about the policy.

Modify Events

To display additional details information about the change, including the previous values, the latest, updated
values, and the differences between the two, click a row with the Modify action type.

Figure 121 shows the Audit Row Details page for a Modify Event.
Figure 121: Audit Row Details for Modify Event

Audit Row Details o
Old Data New Data Inline Difference

Service - CPATS LDAP FO service s

Service Details

L

Name CPATS LDAP FO service

Description CPATS Aruba 802.1X Wireless Access for LDAP Failover
scenarios

Type RADIUS

Template Aruba 802.1X Wireless

Precedence Order 123

Status Enabled

Monitor Mode Disabled

-

Close

When you view a modify event, the Audit Row Details window contains the following three tabs:
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Table 58: Audit Row Details > Modify Event Page

Parameter Description

Old Data Displays a summary of details about the original data values.
e The Profile section shows a summary of the profile values.
e The Attributes section shows data about the original attributes and values.

New Data Displays a summary of details about the new data values.
e The Profile section shows a summary of the profile values.
e The Attributes section shows data about the original attributes and values.

Inline Difference Displays information about what changed. The information is color-coded to indicate the
following types of changes:
e Modified
e Added
e Deleted
e Movedup
e Moved down

Remove Events

To display details about attributes that were removed, click a row with the Remove action type.

This section provides the following information:

e About the Event Viewer

e Creating an Event Viewer Report Using Default Values
e Creating an Event Viewer Report Using Custom Values
e Viewing Report Details
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About the Event Viewer

The Event Viewer page provides reports about system-level events. All attempted upgrade, patch, and hotfix
installations are logged in the Event Viewer, including failed system installation attempts.

Session |dle time-out values for Admin WebUI session time-out and CLI session time-out events generate Event
Viewer messages with a description that includes the client IP address and session ID when necessary.

Unsupported Admin Access Attempts Logged to the Event Viewer

If an attempt is made to access ClearPass Policy Manager administration command-line interface (CLI) with
unsupported SSH protocol versions, or unsupported encryption or cryptographic hash algorithms, ClearPass
logs those alerts in the Event Viewer. This feature requires the Ingress Event Engine option and services to
be enabled (for details, see Enabling Ingress Events Processing on page 708).

If an attempt is made to access ClearPass Policy Manager administration WebUI with unsupported SSL
protocol versions, or unsupported ciphers, ClearPass logs those alerts in the Event Viewer. This feature requires
the Ingress Event Engine option and services to be enabled for the ClearPass server (for details, see Enable
Ingress Events Processing on page 484).

To access the Event Viewer:
1. Navigate to Monitoring > Event Viewer.

The Event Viewer page opens.

Figure 122: Event Viewer Page

Monitoring » Event Viewer

Event Viewer

select Server:| eighty84 (10.2.48.84) E
Filter:| Source |z| comainsE +] m Show |10 |z| records
# Source Level Category Action Timestamp 7
1./ Sysmon ERROR System None Nov 20, 2013 14:05:01 PST
2./ Admin UT INFO Logged in None Nov 20, 2013 13:47:31 PST
3. Admin UI INFO Logged in None Nov 20, 2013 13:33:35 PST
4./ Endpoint Context Server INFO MobileIron: Profile details updated None Nov 20, 2013 13:22:17 PST
5. Endpoint Context Server INFO Mobilelron: Endpoint details updated None Nov 20, 2013 13:22:12 PST
6./ Endpoint Context Server INFO airwatch: Profile details updated None Nov 20, 2013 13:21:52 PST
7./ Endpoint Context Server INFO airwatch: Endpoint details updated None Nov 20, 2013 13:21:46 PST
8. Sysmon ERROR System None Nov 20, 2013 13:05:02 PST
9./ Endpoint Context Server INFO Mobilelron: Profile details updated None Nov 20, 2013 12:22:19 PST
10| Endpoint Context Server INFO MobileIron: Endpoint details updated None Nov 20, 2013 12:22:14 PST
Showing 1-10 of 1580 B> B

The following table describes the Event Viewer parameters:

Table 59: Event Viewer Page Parameters

Parameter Description

Source Displays the source of the event. For example, AdminUI or ClearPass Updater.
Level Displays the level of the event from the following options:
e INFO
e WARN
e ERROR
Category Displays the category of the event. For example, Logged in, System, or AV/AS Updates.

ClearPass Policy Manager | User Guide Monitoring | 151



Table 59: Event Viewer Page Parameters (Continued)

Parameter Description

Action Displays the status of the event action. For example, Success, Failed, Unknown, and None.

Timestamp Displays the date and time when the event occurred.

Creating an Event Viewer Report Using Default Values
1. Inthe Filter field, select Source as the filter parameter.
2. Click Go.

ClearPass returns all event records.

Creating an Event Viewer Report Using Custom Values

1. Click the * icon.

A new filter is added. You can add up to four filters.
Click Select ANY match.

In the first Filter field, select Level.
Leave the search term set to contains.
Enter ERROR in the text field.

In the second Filter field, select Source.
Change the search field to equals.
Enter SYSMON in the text field.

. Change the Show records value to 20.
0.Click Go.

The following figure displays the Event Viewer report with custom values:

= 00N O U AW

Figure 123: Event Viewer Report with Customized Filter

Event Viewer

Select Server: [=]
@ select ALL matches © Select ANY match
Filter:| Source [=] | contains [+] ls¥smon
Filter:| Level E equals E ERROR =l [+ m Show |10 E records
# Source Level Category Action Timestamp ¥
1. Sysmen ERROR System Mone Mov 20, 2013 14:05:01 PST
2, Sysmon ERRCOR System MNone Mo 013 13:05:02 PST
3. Sysmon ERRCR System MNone Mo 013 12:05:02 PST
4| sysmon ERROR System None Moy 013 11:05:02 PST
5. Sysmon ERROR System Mone Mo 013 10:05:01 PST
6. Sysmon ERROR System Mone Mo 013 09:05:02 PST
7. Sysmen ERROR System Mone Mov 20, 2013 08:05:01 PST
8. Sysmon ERRCR System Mone Mo 013 07:05:01 PST
9. Sysmon ERRCR System MNone Mo 013 06:05:01 PST
10 Sysmon ERROR System None Nov 20, 2013 05:05:02 PST
Showing 1-10 of 60 B> B
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Viewing Report Details

To display the System Event Details page, click a row in the Event Viewer page.

Figure 124: System Event Details Page

System Event Details L]

Source Admin UI

Level INFO

Category Logged in

Action MNone

Timestamp Mowv 20, 2013 15:05:46 PST
Description User: admin

Role: Super Administrator

Authentication Source: Policy Manager Local Admin Users
Session ID: baa2c8cc030237b9d562ead2a32909b00

Client IP Address: 10.6.132.189

The following table describes the System Event Details parameters:

Table 60: System Event Details Page Parameters

Parameter Description

Source Displays the source of the event. For example, Admin Ul, RADIUS, and SnmpService.
Level Displays the level of the event from the following options:
e INFO
e WARN
e ERROR
Category Displays the category of the event. For example, Request, Authentication, and System.
Action Displays the action of the events. For example, Success, Failed, Unknown, and None.
Timestamp Displays the date and time when the event occurred.
Description Displays additional information about the event, including the session ID, client IP address
when pertinent, and the session inactive expiry time.

This section provides the following information:

e About Data Filters
e Adding a Data Filter

About Data Filters

The Data Filters page provides a way to limit the number of rows of data shown by defining custom criteria or
rules in the following components in Policy Manager:

e Live Monitoring: Access Tracker on page 99
e Syslog Export Filters on page 567
e Live Monitoring: Analysis and Trending on page 127
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e Live Monitoring: Accounting on page 111

Preconfigured Data Filters

Policy Manager is preconfigured with the following data filters:

Table 61: Access Tracker Edit Page Parameters

Data Filter Description

RADIUS Requests Shows all RADIUS requests.

TACACS Requests Shows all TACACS requests.

WebAuth Requests Shows all Web Authentication requests (requests originated from the Guest Portal).

Event Requests Displays all event-based records.

Failed Requests Shows all authentication requests that were rejected or faile

Successful Requests Shows all authentication requests that were successful.

Unhealthy Requests Shows all requests that were not deemed healthy by Policy Manager.

Healthy Requests Shows all requests that were deemed healthy by Policy Manager.

Guest Access Requests Shows all requests—RADIUS or Web Authentication—where the user was assigned
the built-in role Guest.

ClearPass Application Shows all Application session log requests.

Requests

All Requests Shows all requests (without any rows filtered).

Accessing the Data Filters Page
To access the Data Filters page:

1. Navigate to Monitoring > Data Filters.
The Data Filters page opens.
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Figure 125: Data Filters Page

Monitoring » Data Filters

Data Filters # Add

& Import
&, Export Al

Filter: | Name [+] contains ~ + m Clear Filter Show |10 [=] records

Adding a Data Filter
To add a data filter:

1. Click the Add link in the top-right corner of the page.
The Add Data Filters page opens to the Filter tab.
Figure 126 shows the Filter dialog when you choose Select Attributes.

Figure 126: Add Data Filter > Filter Tab > Select Attributes

# ! Name & Description

1.|@ [Active sessions] All Active sessions

2.|] [All Requests] All session log requests

3. 0 [ClearPass Application Requests] All Application session log requests

4|0 eduroam-SMU-users breakdown eduroam to SMU and Foreign users
5.0 [Failed Requests] All Failed session log requests

6.0 [Guest Access Requests] All Guest Login requests

7.3 [Healthy Requests] All Healthy session log requests

g.| @ [RADIUS Requests] All RADIUS requests

9. @ [Successful Requests] All Successful session log requests
10.| @ [TACACS Requests] All TACACS requests

Showing 1-10 of 12 BB Copy | Export | Delete

Monitoring » Data Filters » Add

Data Filters

Rules Summary
MName: All RADIUS Requests
Description: Filter for all RADIUS requests|
Configuration Type: © Specify Custom SQL @ Select Attributes
Custom SQL:
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Figure 127 shows the Filter dialog when you choose Specify Custom SQL.
Figure 127: Add Data Filter > Filter Tab > Specify Custom SQL

Monitoring » Data Filters » Add

Data Filters

Name:

Description:

Configuration Type: @ Specify Custom SQL 7 Select Attributes
Custom SQL: Specify the JOIN and WHERE conditions to be applied -

LEFT OUTER JOIN tips_session_log_details T2 ON T2.session_id = T1.id WHERE T2.type
=" and T2.attr_name =" and T2.attr_value ="

The complete Access Tracker query with custom SQL specified is -

SELECT T1.id as "Common.Request-Id", T1.source as "Common.Source”, T1.user_name as "Common.Username”, T1.nas_ip as "Common.NAS-
IP-Address", T1.nas_port as "Common.NAS-Port", T1.host_mac as "Common.Host-MAC-Address", T1.service_name as "Common.Service",
T1.alerts_present as "Common.Alerts-Present”, T1.conn_status as "Common.Connection-Status”, T1.login_status as "Common.Login-Status”,
T1.error_code as "Commen.Error-Code", T1.timestamp as "Commen.Request- Timestamp” FROM tips_dashboard_summary T1

LEFT OUTER JOIN tips_session_log_details T2 ON T2.session_id = T1.id WHERE T2.type = " and T2.attr_name = " and T2.attr_value

AND ((T1.timestamp >= --START-TIME--) AND (T1.timestamp <= --END-TIME--));

2. Specify the Add Data Filters parameters as described in the following table.

Table 62: Add Data Filters Page > Filter Tab Parameters

Parameter Action/Description

Name Enter a name for the data filter.
Description Optionally,enter a description of this data filter (recommended).
Configuration Type Choose one of the following configuration types:

e Select Attributes
e Specify Custom SQL

Select Attributes This option is selected by default. When you specify Select Attributes, the
Rules tab appears.
Use the Rules tab to configure rules for this filter.

Specify Custom SQL When you choose Specify Custom SQL, a default SQL template is
displayed.

In the text entry field, enter the attributes for the type, attribute name, and
attribute value.

NOTE: Aruba does not recommend that you enable this option without first
consulting Support (navigate to Administration > Support > Contact
Support).
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Rules Tab

The Rules tab displays when you choose the Select Attributes configuration type on the Filter dialog.

Figure 128: Add Data Filter > Rules Dialog

Monitoring » Data Filters » Add

Data Filters

Filter m Summary

Rules Evaluation Algorithm: @) salect ANY match () Select ALL matches
Data Filter Conditions:
Conditions.

1.|( Common:Login-Status EQUALS LoggedIn )

Table 63 describes the Add Filter > Rules tab parameters:

Table 63: Add Filter > Rules Tab

Parameter Action/Description

Rule Evaluation Select ANY match is a logical OR operation of all the rules. Select ALL matches is a logical

Algorithm AND operation of all the rules.

Add Rule Add a rule to the filter.

Edit Rule Edit an existing rule.

Remove Rule When you select an existing rule and click Remove Rule, the selected Rule is deleted
immediately (no confirmation prompt appears).

When you click Add Rule or Edit Rule, the Dashboard Filter Rules Editor dialog opens.
Figure 129: Dashboard Filters > Rules Editor

Dashboard Filters o

Conditions

Matches @ any or ) ALL of the following conditions:

Type Name Operator Value i
1.|Comm0r| Login-Status EQUALS LoggedIn in)
2. Click to add...
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Table 64 describes the Dashboard Filters > Rules Editor parameters:

Table 64: Dashboard Filters > Rules Editor Configuration Parameters

Parameter | Action/Description

Matches

Specify the match conditions:

ANY matches one of the configured conditions.
ALL specifies to match all of the configured conditions.

Type

Select the type of data filter.

Common: Attributes common to RADIUS, TACACS, and WebAuth requests and responses.
RADIUS: Attributes associated with RADIUS authentication, accounting requests, and responses.
TACACS: Attributes associated with TACACS authentication, accounting, policy requests, and
responses.

Web Authentication Policy: Policy Manager policy objects assigned after the evaluation of
policies associated with Web Authentication requests. For example, Auth Method, Auth Source,
and Enforcement Profiles.

Name

Select the name of the attribute from the Name drop-down list.
The Name list varies according to which Type you selected.

Operator

Select any subset of string data type operators from the following list:

EQUALS

NOT_EQUALS

LESS_THAN
LESS_THAN_OR_EQUALS
GREATER_THAN
GREATER_THAN_OR_EQUALS
CONTAINS

NOT_CONTAINS

EXISTS

NOT_EXISTS

Value

The value of the attribute.

The Blacklisted Users page lists the MAC address and user name of all blacklisted users, the authentication
source for that user, and indicates whether the bandwidth limit or session duration limits were exceeded by
each blacklisted user.

After a user entry is removed from the blacklisted users list, the user is eligible to access the network.

To access the Blacklisted Users page:

1. Navigate to Monitoring > Blacklisted Users.
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Figure 130: Blacklisted Users Page

#

© @ NS mh W o

O 0000o0ooooaogy

)

1.

Filter:| MAC Address

MAC Address
FBEVSSE2BDCO
78T1ESB3793D
06507TAB5T4FB
SFI9EA4CCF35
BD2813331857
FE1AFE26D551
C8CB61D93511
E17C3B0EFF82
F5FO20B10173
ABDIME59CFI
B249A5FCT22A

Showing 1-11 of 11

- | contains i| |

User Name
userl
user2
userd
userd
users
usert
user?
userB
userd
userio

userll

o Clear Filter

Authentication Source
[Local User Repository]
[Guest User Repository]
[Guest Device Repository]
[Endpoints Repository]
[Onboard Devices Repository]
[Admin User Repository]
[Blacklist User Repository]
[Insight Repository]

[Local User Repository]
[Guest User Repository]
[Guest Device Repository]

Bandwidth Limit
Exceeded
Exceeded
Exceeded
Not Exceeded
Exceeded
Not Exceeded
Exceeded
Exceeded
Not Exceeded
Not Exceeded
Exceeded

Show [20  +| records

a

D Til I
Exceeded Aug 19,
Mot Exceeded Aug 19,
Exceeded Aug 19,
Exceeded Aug 19,
Mot Exceeded Aug 19,
Exceeded Aug 19,
Exceeded Aug 19,
Not Exceeded Aug 19,
Mot Exceeded Aug 19,
Exceeded Aug 19,
Exceeded Aug 19,

2013 19:20:23 IST
2013 19:20:23 IST
2013 19:20:23 IST
2013 19:20:23 IST
2013 19:20:23 IST
2013 19:20:23 IST
2013 19:20:23 IST
2013 19:20:23 IST
2013 19:20:23 IST
2013 19:20:23 IST
2013 19:20:23 IST

Delete I

2. To delete a user from this blacklist, select the user row and click Delete.

The deleted Blacklisted user is now eligible to access the network.
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Chapter 4
Authentication Methods and Sources

This section provides the following information:

e Supported Authentication Methods on page 161

e Adding and Configuring Authentication Methods on page 165

e Adding and Configuring Authentication Sources on page 190

e Configuring Authentication Methods for an Existing Service on page 163

As a first step in the service-based processing, Policy Manager uses an authentication method to authenticate
the user or device against an authentication source.

After the user or device is authenticated, Policy Manager fetches attributes for role-mapping policies from the
authorization sources associated with this authentication source. For a general overview of Policy Manager
authentication and authorization, see Authentication and Authorization Architecture and Flow on page 161.

ClearPass Policy Manager supports the following authentication methods:

Tunneled EAP Authentication Methods

o EAP Protected EAP (EAP-PEAP)

o EAP Flexible Authentication Secure Tunnel (EAP-FAST)
e EAP Transport Layer Security (EAP-TLS)

o EAP Tunneled TLS (EAP-TTLS)

Non-Tunneled Authentication Methods

e EAP Message Digest 5 (EAP-MD5)

e EAP Microsoft Challenge Handshake Authentication Protocol version 2 (EAP- MSCHAPV2)
o EAP Generic Token Card (EAP-GTC)

e Challenge Handshake Authentication Protocol (CHAP)

e Password Authentication Protocol (PAP)

e Microsoft CHAP version 1 and 2

o MAC authentication method (MAC-AUTH)

e Authorize authentication

Authentication and Authorization Architecture and Flow
This section includes the following information:

e Authentication Method

e Authentication Source

e Authorization Source

e Authentication and Authorization Flow of Control

Policy Manager divides the architecture of authentication and authorization into the following three
components:

e Authentication method
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Authentication source
Authorization source

Authentication Method

Policy Manager initiates the authentication handshake by sending available methods in a priority order until
the client accepts a method or until the client rejects the last method with the following possible outcomes:

Successful negotiation returns a method, which is used to authenticate the client against the authentication
source.

Where no method is specified (for example, for unmanageable devices), Policy Manager passes the request
to the next configured policy component for this service.

Policy Manager rejects the connection.

NOTE

An authentication method is configurable only for some service types. For more information, see Configuring Policy
Manager Services on page 70. All 802.1X wired and wireless services have an associated authentication method.

Authentication Source

In Policy Manager, an authentication source is the identity store (Active Directory, LDAP directory, SQL DB,
token server, etc.) against which users and devices are authenticated.

Policy Manager first tests whether the connecting entity (the device or user) is present in the ordered list of
configured authentication sources.

Policy Manager looks for the device or user by executing the first filter associated with the authentication
source. After the device or user is found, Policy Managerthen authenticates this entity against this
authentication source. The flow is outlined below:

On successful authentication, Policy Manager moves on to the next stage of policy evaluation, which
collects role mapping attributes from the authorization sources.

Where no authentication source is specified (for example, for unmanageable devices), Policy Manager
passes the request to the next configured policy component for this service.

If Policy Manager does not find the connecting entity in any of the configured authentication sources, it
rejects the request.

Authorization Source

After Policy Manager successfully authenticates the user or device against an authentication source, it retrieves
role-mapping attributes from each of the authorization sources configured for that authentication source. It
also, optionally, can retrieve attributes from authorization sources configured for the service.
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Authentication and Authorization Flow of Control

The flow of control for authentication takes these components in sequence:

Figure 131: Authentication and Authorization Flow of Control
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Configuring Authentication Methods for an Existing Service

To add or modify an authentication method or source for an existing service:

1. Navigate to the Configuration > Services page, then click Add.

The Add Services page opens.
2. Select the Authentication tab.
The Add Services > Authentication dialog opens:
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Figure 132: Specifying Authentication Methods and Sources for a Selected Service

Configuration » Services » Add

Services
Authentication Methods: [EAP PEAP] - Add new Authentication Method
feap rent)
[EAPTLS] Move Down
[EAP TTLS]
(oA MscHAn2)
—Select to Add— [=]

Authentication Sources: [Admin User Repository] [Local SQL DE] - s Add new Authentication Source
Move Up

[Insight Repository] [Local SQL D8]
[Social Login Repository] [Local SQL DB] Move Down
Remove

View Details
Modify

—Select to Add— =]

Strip Username Rules: [”| Enable to specify a comma-separated list of rules to strip username prefixes o suffixes

3. Specify the Authentication methods and sources for the selected service as described in the following table.

You can open an authentication method or source from the Configuration > Authentication > Methods or
Configuration > Authentication > Sources page.

Table 65: Authentication Configuration at the Service Level

Component Configuration Steps

Sequence of e Select a method, then select Move Up, Move Down, or Remove.
Authentication o Select View Details to view the details of the selected method.
Methods e Select Modify to modify the selected authentication method. This displays a popup with

the edit widgets for the select authentication method.
= To add a previously configured authentication method, select from the Select to
Add drop-down list.
= To configure a new method, click the Add new Authentication Method link. For
more information about authentication methods, see Adding and Configuring
Authentication Methods on page 165.
NOTE: An authentication method is only configurable for some service types. For more
information, refer to Configuring Policy Manager Services on page 70.

Sequence of e Selecta source, then Move Up, Move Down, or Remove.
Authentication o Select View Details to view the details of the selected authentication source.
Sources e Select Modify to modify the selected authentication source. This displays the

Authentication Source Configuration wizard for the selected authentication source.
e Toadd a previously configured authentication source, select from the Select to Add
drop-down list.
e To configure a new authentication source, click the Add new Authentication Source
link. For more information about authentication sources, see Adding and Configuring
Authentication Sources on page 190.

Whether to Select the Enable to specify a comma-separated list of rules to strip usernames
standardize the check box to pre-process the user name and to remove prefixes and suffixes before
form in which authenticating it to the authentication source.

usernames are

present
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This section provides the following information:

e Adding a New Authentication Method
e Modifying an Existing Authentication Method

Adding a New Authentication Method
To add a new authentication method:

1. Navigate to Configuration > Authentication > Methods.
The Authentication Methods page opens.

Figure 133: Authentication Methods Page

Configuration » Authentication » Methods
Authentication Methods * Add
2 Import
&, Expart All
Filter:| Name El contains ¥ + Show |10 [*] records
# [l mNamea Type Description
1. D [Allow All MAC AUTH] MAC-AUTH Default settings for Allow All MAC-AUTH
- D [Aruba EAP GTC] EAP-GTC EAP-GTC method to use with Aruba EAP-GTC plugin for Windows
3. D [Authorize] Authorize Default settings for Authorize
I D [CHAP] CHAP Default settings for CHAP
5. D [EAP FAST] EAP-FAST Default settings for EAP-FAST
6. D [EAP GTC] EAP-GTC Default settings for EAP-GTC
T D [EAP MDS] EAP-MD5 Default settings for EAP-MDS
8. D [EAP MSCHAPvZ] EAP-MSCHAPv2 Default settings for EAP-MSCHAPv2
4 D [EAP PEAP] EAP-PEAP Default settings for EAP-PEAP
10. D [EAP PEAP Public] EAP-PEAP-Public Default settings for EAP-PEAP-Public
Showing 1-10 of 19 B> [ Export | Delete
2. Click Add.

The Add Authentication Method page opens.
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Figure 134: Add Authentication Method Page

Add Authentication Method o

Name:

Description:

Type: Select Authentication type... El
Authorize
CHAFP
EAP-FAST
EAP-GTC
EAF-MD3
EAP-MSCHAPv2
EAP-PEAP
EAP-PEAP-Public
EAP-PWD
EAP-TLS
EAP-TTLS
MAC-AUTH

PAP -

3. Enter the name and description of the new authentication method.

4. Fromthe Type drop-down, select the type of authentication type.
You can select from the following list of Authentication types:
= Authorize
m  CHAP (Challenge Handshake Authentication Protocol)
m EAP-FAST (Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling)
= EAP-GTC (EAP-Generic Token Card)
= EAP-MDS5 (EAP-Message Digest 5)
m  EAP-MSCHAPv2 (EAP-Microsoft Challenge Handshake Authentication Protocol version 2)
= EAP-PEAP (EAP-Protected Extensible Authentication Protocol)
= EAP-PEAP-Public
= EAP-PWD (EAP-Password)
= EAP-TLS (EAP-Transport Layer Security)
m EAP-TTLS (EAP-Tunneled Transport Layer Security)
= MAC-AUTH (MAC Address Authentication)
= MSCHAP (Microsoft Challenge Handshake Authentication Protocol version 1)
= PAP (Password Authentication Protocol)
5. Configure the Authentication Method of interest as described in the following sections:
m Authorize Authentication Method on page 168
s CHAP and EAP-MD5 Authentication Methods on page 168
m EAP-FAST Authentication Method on page 169
m  EAP-GTC Authentication Method on page 174
s  EAP-MSCHAPV2 on page 176
m  EAP-PEAP on page 176
m EAP-PEAP-Public on page 179
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= EAP-PWD on page 182

m  EAP-TLS on page 183

m  EAP-TTLS on page 185

m  MAC-AUTH Authentication Method on page 187
= MSCHAP on page 188

=  PAPon page 189

Modifying an Existing Authentication Method
To modify an existing authentication method:

1. Navigate to Configuration > Authentication > Methods.
The Authentication Methods page opens.

2. Click the authentication method of interest.
The Edit Authentication Method page opens.

Figure 135: Edit Authentication Method Page (EAP-FAST)

Edit Authentication Method o
Inner Methods PACs PAC Provisioning

Name: [[EAP FAST]

Description: Default settings for
EAP-FAST

Type: EAP-FAST

Method Details

Session Resumption: Enable

Session Timeout: 6 hours

End-Host Authentication: Using PACs El
Certificate Comparision: Do not compare EI

3. Modify the selected authentication method(s) as necessary, then click Save.
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Authorize Authentication Method
This is an authorization-only method that you can add with a custom name.
The following figure displays the Authentication Method configuration dialog:

Figure 136: Add Authorize Authentication Method Configuration Dialog

Add Authentication Method

General

Mame:
Description: -
Type: Autharize -

 Cancel

Specify the Authorize Authentication Method parameters as described in the following table:

Table 66: Authorize Authentication Method Parameters

Parameter | Action/Description

Name Specify the label of the authentication method.
Description Provide additional information that helps to identify the authentication method.
Type Select authentication method type Authorize.

CHAP and EAP-MD5 Authentication Methods

Policy Manager is packaged with CHAP and EAP-MD5 authentication methods. You can create one or more
instances of CHAP and EAP-MD5 authentication methods by assigning a customized name to each one. These
methods can also be associated to a service as authentication methods.
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The EAP-MD5 authentication type is not supported if you use ClearPass Policy Manager in the FIPS mode.

The following figure is an example of the General dialog for the CHAP authentication method:

Figure 137: Adding CHAP Authentication Method

Add Authentication Method

Mame:
Description: -
Type: CHAP -

The following table describes the CHAP and EAP-MD5 - General parameters:
Table 67: CHAP and EAP-MD5 Parameters

Parameter Description

Name Specify the name of the authentication method.
Description Provide the additional information that helps to identify the authentication method.
Type Select the type of authentication. In this context, always CHAP or EAP-MD5.

EAP-FAST Authentication Method
This section includes the following information;

e General Tab on page 169

e Inner Methods Tab on page 171

e PACsTabon page172

e PAC Provisioning Tab on page 173

EAP-EAP-FAST (Flexible Authentication through Secure Tunneling) is an authentication method that encrypts
EAP transactions within a TLS (Transport Layer Security) tunnel.

General Tab

To add the EAP-FAST authentication method to ClearPass:

1. Navigate to Configuration > Authentication > Methods.
The Authentication Methods page opens.
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2. Select the Add link.
The Add Authentication Method dialog opens to the General tab.

Figure 138: Adding the EAP-FAST Authentication Method

Add Authentication Method e
m Inner Methods PACs PAC Provisioning

MName:

Description:

Type: EAP-FAST [~]

Method Details

Session Resumption: Enable

Session Timeout: 6 hours

End-Host Authentication: Using PACs E
Certificate Comparision: Do not compare E

3. Configure the EAP-FAST authentication service as described in Table 68, then click Save.

Table 68: Specifying the EAP_FAST > General Parameters

Parameter Action/Description

Name 1. Specify the name of the authentication method.

Description 2. Provide the additional information that helps to identify the authentication method.

Type 3. Select EAP_FAST.

Session 4. Caches EAP-FAST sessions on Policy Manager for reuse if the user/end-host reconnects

Resumption to the ClearPass server within the session-timeout interval. By default, this option is
enabled.
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Table 68: Specifying the EAP_FAST > General Parameters (Continued)

Parameter Action/Description

Session Timeout Caches EAP-FAST sessions on Policy Manager for reuse if the user/end-host reconnects to
Policy Manager within the session-timeout interval.
5. Specify the Session Timeout in the number of hours.

The defaultis 6 hours.

If the Session Timeout value is set to 0, the cached sessions are not purged.

End-Host 6. Specify one of the following end-host authentication methods:
Authentication = Using PACS (Protected Access Credentials)
= Using Client Certificate
NOTE: The PACs and PAC Provisioning tabs are available only when you select Using PACs.

Certificate 7. Specify one of the following Certificate Comparison actions:
Comparison Do not compare

Compare Distinguished Name (DN)

Compare Common Name (CN)

Compare Subject Altername Subject Name (SAN)
Compare CN or SAN

Compare Binary

Inner Methods Tab
The following figure displays the EAP-FAST > Inner Methods dialog:

Figure 139: EAP-FAST Authentication Method > Inner Methods Dialog

Add Authentication Method o
General Inner Methods PACs PAC Provisioning

Specify inner authentication methods in the preferred order:

EAP MSCHAPv2](Default -

-Select a method-- E

To set preference for a specific method, use Default button

G The EAP-MDS5 authentication method is not supported when you use ClearPass Policy Manager in FIPS mode.
NOTE
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Table 69: EAP-FAST > Inner Methods Tab Parameters

Parameter Action/Description

Specify inner authentication 1. Select a method from the drop-down list:

methods in the preferred Aruba EAP GTC

order EAP GTC

EAP MD5

EAP MSCHAPV2 (Default)

EAP PWD

EAP TLS with OSCP Enabled
= EAPTLS

Functions available in this tab include:

e Toappend aninner method to the displayed list, select from the Select a
method drop-down list. The list can contain multiple inner methods, which
Policy Manager sends in priority order until negotiation succeeds.

e Toremove aninner method from the displayed list, select the method and click
Remove.

e Tosetaninner method as the default inner method (the method tried first),
select a method and click Default.

PACs Tab

The PACs dialog enables or disables Protected Access Credential (PAC) types. The following figure displays the
EAP-FAST > PACs dialog:

Figure 140: EAP_FAST PACs Dialog

Add Authentication Method o

General Inner Methods

PAC Provisioning

Tunnel PAC Expire Time: 1 days hd

Machine PAC
Machine PAC Expire Time: 1 days w

Authorization PAC

Authorization PAC Expire Time: 1 days w
Posture PAC
Posture PAC Expire Time: 1 days w

1. Specify the Expiration Time (number of hours, days, weeks, months, or years) for each of the
Protected Access Credentials:

a. Tunnel PAC Expire Time

b. Machine PAC Expire Time

¢. Authorization PAC Expire Time
d. Posture PAC Expire Time

172 | Authentication Methods and Sources ClearPass Policy Manager | User Guide



2. Select the PAC Provisioning tab.

PAC Provisioning Tab

The PAC Provisioning dialog controls anonymous and authenticated modes. The following figure displays the
EAP-FAST PAC > Provisioning dialog:

Figure 141: EAP_FAST PAC

Provisioning Dialog

Add Authentication Method o

General Inner Methods

PACs

In-Band PAC Provisioning

[[] require end-host certifica

Allow anonymous mode (requires no server certificate)
Allow authenticated mode (requires server certificate)

Accept end-host after authenticated provisioning

te for provisioning

1. Configure the PAC Provisioning parameters as described in Table 70.
2. When finished, click Save.

Table 70: EAP_FAST PAC Provisioning Parameters

Parameter

Action/Description

Considerations

In-Band PAC Provisionin

g

Allow anonymous
mode

When in anonymous mode, phase 0 of
EAP_FAST provisioning establishes an
outer tunnel without end-host/Policy
Manager authentication.

NOTE: This mode is not as secure as
the authenticated mode.

After an outer tunnel is established, the
end-host and Policy Manager perform
mutual authentication using MSCHAPv2,
then Policy Manager provisions the end-
host with an appropriate PAC (tunnel or
machine).

Allow authenticated
mode

Enable to allow authenticated mode
provisioning.

When Allow authenticated mode is in
phase 0, Policy Manager establishes the
outer tunnel inside a server-
authenticated tunnel. The end-host
authenticates the server by validating

Authenticated mode is more secure than
anonymous provisioning mode. After the
server is authenticated, the phase 0 tunnel is
established. The end-host and Policy
Manager perform mutual authentication and
provision on the end-host with an
appropriate PAC (tunnel or machine):

e If both anonymous and authenticated
provisioning modes are enabled and the
end-host sends a cipher suite that
supports server authentication, Policy
Manager picks the authenticated
provisioning mode.

e Ifthe appropriate cipher suite is
supported by the end-host, Policy
Manager performs anonymous
provisioning.
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Table 70: EAP_FAST PAC Provisioning Parameters (Continued)

Parameter

Action/Description

the Policy Manager certificate.

Considerations

Accept end-host after
authenticated
provisioning

After the authenticated provisioning
mode is complete and the end-host is
provisioned with a PAC, Policy Manager
rejects the end-host authentication.
The end-host subsequently re-
authenticates using the newly
provisioned PAC.

When this field is enabled, Policy
Manager accepts the end-host
authentication in the provisioning mode
itself. The end-host does not have to re-
authenticate.

None.

Required end-host
certificate for
provisioning

In authenticated provisioning mode, the
end-host authenticates the server by
validating the server certificate, which
results in a protected outer tunnel.

The end-host is authenticated by the
server inside this tunnel. When this field
is enabled, the server can require the
end-host to send a certificate inside the
tunnel for the purpose of authenticating
the end-host.

None.

EAP-GTC Authentication Method

EAP-Generic Token Card (GTC) enables the exchange of clear-text authentication credentials across the
network. EAP-GTC carries a text challenge from the authentication server and a reply generated by a security

token.

To modify the EAP-GTC authentication method:

1. Navigate to Configuration > Authentication > Methods.

The Authentication Methods page opens.
2. Fromthe list of Authentication Methods, select EAP GTC.

The Edit Authentication Method dialog for EAP-GTC opens:
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Figure 142: Edit EAP-GTC Authentication Method

Edit Authentication Method e

General

MName:

Description:

Type:

Method Details
Challenge: Password:

EAP-GTC

3. Specify the EAP-GTC General parameters as described in the following table, then click Save:

Table 71: EAP-GTC Authentication Method Parameters

Parameter

Action/Description

Name Specify the name of the authentication method.
Description Provide the additional information that helps to identify the authentication method.
Type Select EAP-GTC.

Method Details

Challenge

Specify an optional password.
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EAP-MSCHAPv2

The EAP-MSCHAPV2 method contains the General tab that labels the method and defines session details. The
following figure is an example of the EAP-MSCHAPV2 - General tab:

Figure 143: EAP-MSCHAPv2 - General Tab

Add Authentication Method o

Mame: aaaa
Description: default settings for

P
Type: EAP-MSCHAP2 v

The following table describes the EAP-MSCHAPvV2 - General parameters:

Table 72: EAP-MSCHAPV2 - General Tab Parameters

Parameter Description

Name Specify the name of the authentication method.

Description Provide the additional information that helps to identify the authentication method.

Type Select the type of authentication. In this context, select EAP-MSCHAPv2.
EAP-PEAP

EAP-Protected Extensible Authentication Protocol (EAP-PEAP) is a protocol that creates an encrypted (and more
secure) channel before the password-based authentication occurs. PEAP is an 802.1X authentication method
that uses server-side public key certificate to establish a secure tunnel in which the client authenticates with
server. The PEAP authentication creates an encrypted SSL/TLS tunnel between client and authentication server.
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The exchange of information is encrypted and stored in the tunnel ensuring that the user credentials are kept
secure.

The EAP-PEAP authentication method contains the following two tabs:
e General Tab on page 177

e Inner Methods Tab on page 178
General Tab

The General tab labels the authentication method and defines session details. The following figure is an
example of the EAP-PEAP General tab:

Figure 144: EAP-PEAP - General Tab
m Inner Methods

Name:

Description:

Type: EAP-PEAP [~

Method Details

Session Resumption: Enable

Session Timeout: 6 hours

Fast Reconnect: Enable

Microsoft NAP Support: Enable

Cryptobinding: MNaone |Z|

The following table describes the EAP-PEAP - General parameters:

Table 73: EAP-PEAP - General Tab Parameters

Parameter Description

Name Specify the name of the authentication method.
Description Provide the additional information that helps to identify the authentication method.
Type Specify the type of authentication. In this context, select EAP-PEAP.

Method Details
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Table 73: EAP-PEAP - General Tab Parameters (Continued)

Parameter Description

Session Caches EAP-PEAP sessions on Policy Manager for reuse if the user/client reconnects to Policy
Resumption Manager within the session timeout interval.

Session Caches EAP-PEAP sessions on Policy Manager for reuse if the user/client reconnects to Policy
Timeout Manager within the session timeout interval. If session timeout value is set to 0, the cached

sessions are not purged.

Fast Enable this check box to allow fast reconnect. When fast reconnect is enabled, the inner method

Reconnect that happens inside the server authenticated outer tunnel is also bypassed. This makes the
process of re-authentication faster. For the fast reconnect to work, session resumption must be
enabled.

Inner Methods Tab

The Inner Methods tab controls the inner methods for the EAP-PEAP authentication method. The following
figure is an example of the EAP-PEAP - Inner Methods tab:

Figure 145: EAP-PEAP - Inner Methods Tab

Add Authentication Method o

Specify inner authentication methods in the preferred order:

EAP MD5 IDefauIti -

-

—Selecta method-- |E|

To set preference for a specific method, use Default button

| i The EAP-MD5 authentication method is not supported if you use ClearPass Policy Manager in the FIPS
(Administration > Server Manager > Server Configuration > FIPS) mode.
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The following table describes the EAP-PEAP Inner Methods parameters:

Table 74: EAP-PEAP Inner Methods Tab Parameters

Parameter Description

Specify inner authentication Select any method available in the current context from the drop-down list.
methods in the preferred Functions available in this tab include:
order e Toappend aninner method to the displayed list, select it from the Select a

method drop-down list. The list can contain multiple inner methods, which
Policy Manager sends in priority order until negotiation succeeds.

e Toremove aninner method from the displayed list, select the method and click
Remove.

e Tosetaninner method as the default (the method tried first), select it and click
Default.

EAP-PEAP-Public

The EAP-PEAP-Public method is used for authenticating and providing a secured wireless guest access to the
endpoints. To provide a secured wireless guest access, the Wi-Fi Protected Access (WPA) is provided for publicly
known username and password. This ensures that every device gets a unique wireless session key that is used
to encrypt the traffic and provide secured wireless access without intruding the privacy of others though the
same username and password is shared to all devices.

The EAP-PEAP-Public method contains the following two tabs:

e General on page 180
e Inner Methods on page 181
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General

The General tab labels the authentication method and defines session details. The following figure is an
example of the EAP-PEAP-Public - General tab:

Figure 146: EAP-PEAP-Public - General Tab

Add Authentication Method Q
m Inner Methods

Mame:
Description:

A
Type: EAP-PEAP-Public v
Session Resumption: ¥ Enable
Session Timeout: 6 hours
Fast Reconnect: ¥ Enable

Public Username:

Public Password:

The following table describes the EAP-PEAP-Public - General parameters:

Table 75: EAP-PEAP-Public - General Tab Parameters

Parameter | Description

Name Specify the name of the authentication method.

Description Provide the additional information that helps to identify the authentication method.

Type Specify the type of authentication. In this context, select EAP-PEAP-Public.

Session Caches EAP-PEAP-Public sessions on Policy Manager for reuse if the user/client reconnects to
Resumption | Policy Manager within the session timeout interval. By default, this option is enabled.

Session Caches EAP-PEAP-Public sessions on Policy Manager for reuse if the user/client reconnects to
Timeout Policy Manager within the session timeout interval in hours. If session timeout value is set to 0, the
cached sessions are not purged. The default session timeout is 6 hours.
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Table 75: EAP-PEAP-Public - General Tab Parameters (Continued)

Parameter | Description

Fast Enable this check box to allow fast reconnect. When fast reconnect is enabled, the inner method
Reconnect that happens inside the server authenticated outer tunnel is also bypassed. This makes the process
of re-authentication faster. For the fast reconnect to work, session resumption must be enabled.

Public Enter the Guest username. In this context, enter 'public'.
Username

Public Enter the Guest password. In this context, enter 'public'.
Password

Inner Methods

The Inner Methods tab controls the inner methods for the EAP-PEAP-Public authentication method. The
following figure is an example of the EAP-PEAP-Public - Inner Methods tab:

Figure 147: EAP-PEAP-Public - Inner Methods Tab

Add Authentication Method o

Specify inner Authentication Methods in the preferred order:

[EAFP MSCHAPvZ](Default)
Remove
-Select a method- r

To set preference for a specific method, use Default button

| i The EAP-MDS5 authentication method is not supported if you use ClearPass Policy Manager in the FIPS

R (Administration > Server Manager > Server Configuration > FIPS tab) mode.
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Table 76: EAP-PEAP-Public Inner Methods Tab Parameters

Parameter Description

Specify inner authentication Select the inner authentication method available from the drop-down list. In this
methods in the preferred context, only the EAP-MSCHAPv2 method is available. The following functions are
order available in this tab:

e Toappend aninner method to the displayed list, select it from the drop-down
list. The list can contain multiple inner methods, which Policy Manager sends in
priority order until negotiation succeeds.

e Toremove aninner method from the displayed list, select the method and click
Remove.

e Tosetaninner method as the default (the method tried first), select it and click
Default.

EAP-PWD

EAP-PWD is an EAP authentication method, which uses a shared password for authentication. EAP-PWD
addresses the problem of password-based authenticated key exchange using a possibly weak password for
authentication to derive an authenticated and cryptographically strong shared secret. The EAP-PWD method
contains the General tab that labels the authentication method and defines session details.

The following figure displays the EAP-PWD - General tab:
Figure 148: EAP-PWD - General Tab

Add Authentication Method o

MName: EAP-PWD auth

Description: Specifies the EAP-PWD
authentication method.

Type: EAP-PWD =

Method Details

Group: 256-bit random ECP group |E|
Server Id: CPPM
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The following table describes the EAP-PWD - General parameters:

Table 77: EAP-PWD - General Tab Parameters

Parameter | Description

Name Specify the name of the authentication method.

Description Provide the additional information that helps to identify the authentication method.

Type Specify the type of authentication. In this context, select EAP-PWD.

Method Details

Group Select the group from the drop-down list. Each party to the exchange derives ephemeral keys with
respect to a particular set of domain parameters, that is a 'group’. A group can be based on Finite
Field Cryptography (FFC) or Elliptic Curve Cryptography (ECC).

Server Id Specify the string that identifies the server to the peer.

EAP-TLS

EAP-Transport Layer Security (EAP-TLS) requires an exchange of proof of identities through public key
cryptography (such as digital certificates). EAP-TLS secures this exchange with an encrypted TLS tunnel, which

helps to resist dictionary or other attacks.

To add the EAP-TLS authentication method:

1. Navigate to Configuration > Authentication > Methods.
The Authentication Methods page opens.

2. Click Add.
The Add Authentication Method dialog opens.
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Figure 149: EAP-TLS Authentication Method Dialog

Add Authentication Method o

General

MName:

Description:

Type:

Method Details

Session Timeout:

OCSP URL:

Session Resumption:

Authorization Required:

Certificate Comparison:
Verify Certificate using OCSP: Mone

Override OCSP URL from Client: [C] Enable

EAP-TLS 4-hour session timeout

session times out after 4
hours

EAP-TLS =

Enable
4 hours
Enable

Do not compare

[=]
[=]

3. Specify the Add Authentication Method parameters as described in the following table, then click Save.

Table 78: EAP_TLS Authentication Method Parameters

Parameter Action/Description

Name

Specify the name of the authentication method.

Description

Provide the additional information that helps to identify the authentication method
(recommended).

Method Details

Type

Select EAP_TLS.

Session Resumption

This option is enabled by default.
Caches EAP-TLS sessions on Policy Manager for reuse if the user/client reconnects
to Policy Manager within the session timeout interval.

Session Timeout

Specify the duration in hours for the cached EAP-TLS sessions to be retained. The
default is 6 hours.

Authorization Required

This parameter is enabled by default. Specify whether to perform an authorization
check.
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Table 78: EAP_TLS Authentication Method Parameters (Continued)

Parameter Action/Description

Certificate Comparison Specify the type of certificate comparison (identity matching) upon presenting Policy

Manager with a client certificate:

e To skip the certificate comparison, choose Do not compare.

e To compare specific attributes, choose Compare Common Name (CN),
Compare Subject Alternate Name (SAN), or Compare CN or SAN.

e To perform a binary comparison of the stored (in the client record in Active
Directory or another LDAP-compliant directory) and presented certificates,
choose Compare Binary.

Verify Certificate using e If the certificate is to be verified by the Online Certificate Status Protocol (OCSP),
OCSP select Optional or Required.
e To notverify the certificate, select None.

Override OCSP URL from Select this option to use a different URL for OCSP.

the Client After this option is enabled, you can enter a new URL in the OCSP URL field.
OCSP URL If the Override OCSP URL from the Client field is enabled, enter the replacement
URL.
EAP-TTLS

EAP-Tunneled Transport Layer Security (EAP-TTLS) is designed to provide authentication that is similar to EAP-
TLS, but each user does not require a certificate be issued. The certificates are issued only to authentication
servers.

The EAP-TTLS method contains the following two tabs:

e General Tab on page 186
e Inner Methods Tab on page 187
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General Tab

The General tab labels the method and defines session details. The following figure is an example of the EAP-
TTLS - General tab:

Figure 150: EAP-TTLS - General Tab

Add Authentication Method o
m Inner Methods

MName:

Description:

Type: [EAP-TTLS v

Method Details
Session Resumption: Enable

Session Timeout: g haours

Sove

The following table describes the EAP-TTLS - General parameters:

Table 79: EAP-TTLS - General Tab Parameters

Parameter | Description

Name Specify the name of the authentication method.

Description Provide the additional information that helps to identify the authentication method.

Type Select the type of authentication. In this context, select EAP-TTLS.
NOTE: The EAP-MD5 authentication type is not supported if you use ClearPass Policy Manager in
the FIPS (Administration > Server Manager > Server Configuration > FIPS tab) mode.

Method Details

Session Caches EAP-TTLS sessions on Policy Manager for reuse if the user/client reconnects to Policy
Resumption Manager within the session timeout interval.

Session Specify the duration in hours for the EAP-TTLS sessions to be cached.
Timeout
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Inner Methods Tab

The Inner Methods tab controls the inner methods for the EAP-TTLS method. The following figure is an
example of the EAP-TTLS - Inner Methods tab:

Figure 151: EAP_TTLS - Inner Methods Tab

Edit Authentication Method o
General Inner Methods

Specify inner authentication methods in the preferred order:

[EAP MSCHAPvZ] -

[EAP TLS]

[EAP GTC] Default
[PAP] Remove
Selecta method... |E|

To set preference for a specific method, use Default button

The following table describes the EAP-TTLS - Inner Methods parameters:

Table 80: EAP-TTLS - Inner Methods Tab Parameters

Parameter Description

Specify inner authentication Select any method available in the current context from the drop-down list.
methods in the preferred Functions available in this tab include:
order e Toappend aninner method to the displayed list, select it from the drop-down

list. The list can contain multiple inner methods, which Policy Manager sends in
priority order until negotiation succeeds.

e Toremove aninner method from the displayed list, select the method and click
Remove.

e Tosetaninner method as the default (the method that tried first), select it and
click Default.

NOTE: The EAP-MD5 authentication type is not supported if you use ClearPass

Policy Manager in the FIPS (Administration > Server Manager > Server

Configuration > FIPS tab) mode.

MAC-AUTH Authentication Method
The MAC_AUTH authentication type must be used exclusively in a MAC-based authentication service.

When the MAC_AUTH method is selected, Policy Manager makes internal checks to verify that the request is a
MAC_Authentication request and not a spoofed request. In tunneled EAP methods, authentication and
posture credential exchanges occur inside a protected outer tunnel.
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The MAC-AUTH method contains the General dialog that labels the authentication method and defines
session details. The following figure is an example of the MAC-AUTH > General dialog:

Figure 152: Adding MAC-AUTH Authentication Method

Name:

Description:

Type: MAC-AUTH -

Method Details
Allow Unknown End-Hosts:  [] Enable |

The following table describes the MAC-Auth parameters:

Table 81: MAC-Auth Parameters

Parameter | Action/Description

General

Name Specify the name of the authentication method.

Description Provide the additional information that helps to identify the authentication method (recommended).

Type Select the MAC-AUTH type of authentication.

Method Details

Allow Select this check box to enable further policy processing of MAC authentication requests of
Unknown unknown clients.
End-Hosts If this is not enabled, Policy Manager automatically rejects a request whose MAC address is notin a

configured authentication source. This setting is enabled, for example, when you want Policy
Manager to trigger an audit for an unknown client. By selecting this check box and enabling audit
(see Configuring Audit Servers on page 338), you can trigger an audit of an unknown client.

MSCHAP

The MS-CHAP authentication method authenticates remote Windows-based workstations, integrating the
functionality to which LAN-based users are accustomed with the hashing algorithms used on Windows
networks. MS-CHAP uses a challenge-response mechanism to authenticate connections without sending any
passwords. The MSCHAP method contains the General tab that labels the authentication method and defines
session details.
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The following figure is an example of the MSCHAP - General tab:
Figure 153: MSCHAP - General Tab

Add Authentication Method o

Name:

Description:

Type: MSCHAP -

The following table describes the MSCHAP - General parameters:

Table 82: MSCHAP - General Tab Parameters

Parameter Description

Name Specify the name of the authentication method.
Description Provide the additional information that helps to identify the authentication method.
Type Select the type of authentication. In this context, select MSCHAP.

PAP

The Password Authentication Protocol (PAP) is an authentication protocol in which the user name and
password are sent to the remote access server in unencrypted form.

The Add Authentication Method dialog identifies the authentication method—in this example, PAP—and
defines the method details.
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displays the Add Authentication Method > PAP dialog.
Figure 154: Adding the PAP Authentication Method

Add Authentication Method 2]

Mame:
Description: o
Type: PAP -

Method Details

Encryption Scheme: Clear -

Crypt

MD4&

SHA
Aruba-550

Save Cancel

Table 83 describes the PAP parameters:

Table 83: PAP Authentication Method Parameters

Parameter Action/Description

Name 1. Specify the name of the authentication method.
Description 2. Provide the additional information that helps to identify the authentication method.
Type 3. Select PAP as the Type of authentication.

Method Details

Enable Aruba- 4. Enable or disable Aruba-SSO (Single Sign-On) by specifying True or False. The default is
SsSO False.

To configure an authentication source for a new service:

1. Navigate to Configuration > Authentication > Sources.
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Figure 155: Authentication Sources Page

Configuration » Authentication » Sources
Authentication Sources T Add
& Import
& Export Al
Filter:| Name contains Clear Filter show |10 E records
# D Name 4 Type Description
s D [Admin User Repository] Local SQL DB Authenticate users against Policy Manager admin user database
2|0 avenda313 Active Directory
2|0 [Blacklist User Repository] Local SQL 0B ﬁ::li:llst database with users who have exceeded bandwidth or session related
4|0 [Endpoints Repository] Local SQL DB Authenticate endpoints against Policy Manager local database
5|0 [Guest Device Repository] Local SQL DB Authenticate guest devices against Policy Manager local database
.| [Guest User Repository] Local SQL DB Authenticate guest users against Policy Manager local database
7.0 [Insight Repository] Local SQL DB Insight database with session information for users and devices
5|0 [Local User Repository] Local SQL DB Authenticate users against Policy Manager local user database
o | [Onboard Devices Repository] Local SQL DB Authenticate Onboard devices against Policy Manager local database
10. [Social Lagin Repositery] Local SQL DB Authenticate users against Policy Manager social login database

2. Click Add.

The Add Authentication Sources page opens. Different tabs and fields appear, depending on the
authentication source selected.

Figure 156: Add Authentication Source Page
Authentication Sources selet |

Active Directory
m Generic LDAP
Generic SQL DB
Name: HTTP

Kerberos
Description: Okta

RADIUS Server

SIM File

Type: _ _ Static Host List
P I Select Token Server

Use for Autherization: Enable to use this Authentication Source to also fetch role mapping attributes

Authorization Sources:
Remove

Refer to the following sections to configure these authentication sources:

e Generic LDAP and Active Directory
e GenericSQLDB

e HTTP
e Kerberos
e Okta

e RADIUS Server
e Adding a Static Host List as an Authentication Source
e Token Server

Generic LDAP and Active Directory
This section includes the following information:

e General Configuration on page 192
e Primary Server Configuration on page 194
e Attributes Configuration on page 196
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e Summary Information on page 204

Policy Manager can perform NTLM/MSCHAPv2, PAP/GTC, and certificate-based authentications against
Microsoft Active Directory and against any LDAP-compliant directory (for example, Novell eDirectory,
OpenLDAP, or Sun Directory Server).

Both LDAP and Active Directory-based server configurations are similar. You can retrieve role-mapping
attributes by using filters. For configuration details, see Adding and Modifying Role-Mapping Policies on page
258.

Use the following tabs to configure Generic LDAP and Active Directory authentication sources on the > Add
page:

General Configuration

To add a new Generic LDAP and Active Directory:

Navigate to Configuration > Authentication > Sources.

The Authentication Sources page opens.

Click Add.

The Add Authentication Sources dialog opens.

Figure 157: Active Directory or Generic LDAP Configuration Dialog

Configuration » Authentication » Sources » Add

Authentication Sources

Primary Attributes Summary

Name:

Description:

Type: Active Directory =

Use for Authorization: Enable to use this authentication source to also fetch role mapping attributes

Remove
View Details

Authorization Sources:

—Select- [=]
Server Timeout: 10 seconds
Cache Timeout: 36000 | seconds
Backup Servers Priority: A T
L Move Down
Remove

Specify the Generic Active Directory or LDAP > General parameters as described in the following table;

Table 84: Active Directory or GEneric LDAP Authentication Source> General Parameters

Parameter | Action/Description

Name Specify the name of the authentication source.

Description Provide the additional information that helps to identify the authentication source (recommended).
Type Select Active Directory or Generic LDAP.

Use for Enable this check box to instruct Policy Manager to fetch role-mapping attributes (or authorization
Authorization | attributes) from this authentication source. If a user or device successfully authenticates against
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Table 84: Active Directory or GEneric LDAP Authentication Source> General Parameters (Continued)

Parameter | Action/Description

this authentication source, then Policy Manager also fetches role-mapping attributes from the
same source if the Use for Authorization field is enabled. This check box is checked (enabled) by
default.

Authorization | Specify additional sources from which role-mapping attributes are to be fetched.
Sources 1. Select a previously configured authentication source from the drop-down list.
2. To add the authentication source to the list of authorization sources, click Add.

e To remove the authentication source from the list, click Remove.

If Policy Manager authenticates the user or device from this authentication source, then also
fetches role-mapping attributes from these additional authorization sources.

NOTE: You can specify additional authorization sources at the service level. Policy Manager
fetches role-mapping attributes regardless of which authentication source the user or device was
authenticated against.

Server Specify the duration in number of seconds that Policy Manager waits before considering this
Timeout server unreachable.

If multiple backup servers are available, this value indicates the duration in number of seconds
that Policy Manager waits before attempting to fail over from the primary to backup servers in the
order in which they are configured.

Cache Specify the duration in number of seconds for which the attributes are cached.
Timeout Policy Manager caches attributes fetched for an authenticating entity.
Backup e Toadd a backup server, click Add Backup.
Servers When the Backup 1 tab appears, you can specify connection details for a backup server.
Priority e Toremove a backup server, select the server name and click Remove.
e To change the server priority of the backup servers, select a server, then select Move Up or
Move Down.

This is the order in which Policy Manager attempts to connect to the backup servers if the
primary server is unreachable.

ClearPass Policy Manager | User Guide Authentication Methods and Sources | 193



Primary Server Configuration

The Primary tab defines the settings for the primary server. The following figure is an example of the Generic
Active Directory > Primary tab:

Figure 158: Generic LDAP or Active Directory > Primary Tab

Configuration » Authentication » Sources » Add
Authentication Sources
General Attributes Summary

Connection Details

Hostname:

Connection Security: None M
Port: 389

Verify Server Certificate: [ Enable to verify Server Certificate for secure connection

Bind DN:

Bind Password:

Base DN: Search Base Dn
Search Scope: SubTree Search -
LDAP Referrals: I Follow referrals

Bind User: ™ Allow bind using user password

Password Attribute: userPassword
Password Type: Cleartext v
Password Header:

User Certificate : userCertificate

« Back to Authentication Sources

Specify the Active Directory or Generic LDAP > Primary parameters as described in the following table:

Table 85: Active Directory or Generic LDAP > Primary Parameters

Parameter Action/Description

Hostname Specify the hostname or the IP address of the LDAP or Active Directory server.

Connection Security e For a default nonsecure connection (usually port 389), select None.

e For a secure connection that is negotiated over the standard LDAP port, select
StartTLS. This is the preferred way to connect to an LDAP directory securely.

e To choose the legacy way of securely connecting to an LDAP directory, select
LDAP over SSL or AD over SSL. You must use port 636 for this type of

connection.
Port Specify the TCP port at which the LDAP or Active Directory server is listening for
connections.
The default TCP port for LDAP connections is 389 and the default port for LDAP over
SSLis 636.
Verify Server Certificate Select this check box to verify the server certificate as part of authentication.
Bind DN Specify the DN (Distinguised Name) of the administrator account. Policy Manager

uses this account to access all other records in the directory.
NOTE: For Active Directory, the bind DN can also be in the administrator@domain
format (for example, administrator@acme.com).

Bind Password Specify the password for the administrator DN entered in the Bind DN field.

NetBIOS Domain Name Specify the Active Directory domain name for this server. Policy Manager prepends
this name to the user ID to authenticate users found in this Active Directory.
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Table 85: Active Directory or Generic LDAP > Primary Parameters (Continued)

Parameter Action/Description

NOTE: This setting is available only for Active Directory.

Base DN Enter the DN (Distinguished Name) of the node in your directory tree from which to

start searching for records.

1. After entering the values for the fields described above, click Search Base DN to
browse the directory hierarchy.
The LDAP browser opens. You can navigate to the DN that you want to use as the
base DN.

2. Click on any node in the tree structure that is displayed to selectit as a base DN.
Note that the base DN is displayed at the top of the LDAP browser.

NOTE: This is also a method to test the connectivity to your LDAP or AD directory. If

the values entered for the primary server attributes are correct, you can browse the

directory hierarchy by clicking Search Base Dn.

Search Scope Select the scope of the search you want to perform, starting at the base DN.

o Base Object Search allows you to search at the level specified by the base DN.

e One Level Search allows you to search up to one level lesser to the immediate
children of the base DN.

o Subtree Search allows you to search the entire subtree under the base DN
(including at the base DN level).

LDAP Referral Enable this check box to automatically follow referrals returned by your directory
server in search results. Refer to your directory documentation for more information
onreferrals.

Bind User Enable this check box to authenticate users by performing a bind operation on the
directory using the credentials (user name and password) obtained during
authentication.

For clients to be authenticated by using the LDAP bind method, Policy Manager must
receive the password in clear text.

Password Attribute Enter the name of the attribute in the user record from which user password can be
retrieved.
NOTE: This is available only for Generic LDAP and is not available for Active
Directory.

Password Type Specify whether the password type is Cleartext, NT Hash, or LM Hash.

NOTE: This is available only for Generic LDAP.
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Table 85: Active Directory or Generic LDAP > Primary Parameters (Continued)

Parameter Action/Description

Password Header Specify Oracle's LDAP implementation that prepends a header to a hashed
password string. If using Oracle LDAP, enter the header in this field to correctly
identify and read the password.

NOTE: This is available only for Generic LDAP and is not available for Active
Directory.

User Certificate Enter the name of the attribute in the user record from which user certificate can be
retrieved.

Always use NetBIOS name Check this option to always use the NetBIOS name instead of the domain partin the
username for authentication.

NOTE: This field is available only if you select Active Directory as an authentication
source.

Attributes Configuration

The Attributes tab defines the Active Directory or LDAP Directory query filters and the attributes to be
fetched by using those filters.

The following figures are the examples of the Active Directory > Attributes tab and the Generic LDAP
Directory > Attributes tab:

Figure 159: Active Directory Attributes Dialog

General Primary Summary
Specify filter gueries used to fetch authentication and authorization attributes
Filter Name Attribute Name Alias Name Enabled As i
1.|Authentication dn UserDN - [E
department Department Attribute
title Title Attribute
company company -
memberOf memberOf -
telephoneMumber Phone Attribute
mail Email Attribute
displayName Name Attribute
2.|Group cn Groups Attribute B T
3.[Machine dNSHostName HostName Attribute [ ®
operatingSystem OperatingSystem Attribute
operatingSystemServicePack 05ServicePack Attribute
4,|0nboard Device Owner memberOf Onboard memberOf > |2 T
5.|Onboard Device Owner Group ¢n Onboard Groups Attribute =

Figure 160: Generic LDAP Directory > Attributes Dialog

General Primary Summary

Specify filters used to query for authentication and authorization attributes

Filter Name Attribute Name Alias Name Enable as role i
1.|Authentication dn UserDN false B
2,|Group cn groupName false =@

Add More Filters

4. Back to Authentication Sources
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Specify the Active Directory or LDAP Attributes > Filter Listing Screen parameters as described in the
following table:

Table 86: Active Directory or Generic LDAP Attributes > Filter Listing Parameters

Parameter Action/Description

Filter Name Specify the name of the filter.

Attribute Name Specify the name of the LDAP or Active Directory attributes defined for this filter.

Alias Name Specify the alias name for each attribute name selected for the filter.

Enable As Specify whether this value to be used directly as a role or attribute in an enforcement policy.
This bypasses the step to assign a role in Policy Manager through a role-mapping policy.
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The following table describes the available directories:

Table 87: Active Directory/Generic LDAP Default Filters

Directory Default Filters

Active Directory e Authentication: This filter is used for authentication. The query searches in the
objectClass of the type user. This query finds both user and machine accounts in Active
Directory:
(& (objectClass=user) (sAMAccountName=%{Authentication:Username}))
After a request arrives, Policy Manager populates %{Authentication:Username} with
the authenticating user or machine. This filter is also configured to fetch the following
attributes based on this filter query:
= dn (alias of UserDN): This is an internal attribute that is populated with the user or
machine record’'s DN
department
title
company
memberOf: In Active Directory, this attribute is populated with the groups that the
user or machine belongs to. This is a multi-valued attribute.
telephoneNumber
mail
displayName
= accountExpires

e Group: This is a filter used for retrieving the name of the groups a user or machine
belongs to.
(distinguishedName=%{memberOf})
This query fetches all group records, where the distinguished name is the value
returned by the memberOf variable. The values for the memberOf attribute are
fetched by the first filter (authentication) described above. The attribute fetched with
this filter query is cn, which is the name of the group.

e Machine: This query fetches the machine record in Active Directory.
(& (objectClass=computer) (sAMAccountName=%{Host:Name}$))

%{Host:Name} is populated by Policy Manager with the name of the connecting host if
available. dNSHostName, operatingSystem, and operatingSystemServicePack
attributes are fetched with this filter query.

e Onboard Device Owner: This is the filter for retrieving the name of the owner the
onboard device belongs to. This query finds the user in the Active Directory
(& (sAMAccountName=%{Onboard:Owner}) (objectClass=user))
%{Onboard:Owner} is populated by Policy Manager with the name of the onboarded
user.

e Onboard Device Owner Group: This filter is used for retrieving the name of the
group the onboarded device owner belongs to.
(distinguishedName=%{Onboard memberOf})
This query fetches all group records where the DN is the value returned by the
Onboard memberOf variable. The attribute fetched with this filter query is cn, which is
the name of the Onboard group.

Generic LDAP Authentication: This is the filter used for authentication.
Directory (& (objectClass=*) (uid=%{Authentication:Username}))

When a request arrives, Policy Manager populates %{Authentication:Username} with
the authenticating user or machine. This filter is also set up to fetch the following
attributes based on this filter query:
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Table 87: Active Directory/Generic LDAP Default Filters (Continued)

Directory Default Filters

= dn (aliased to UserDN): This is an internal attribute that is populated with the user
record's DN.
Group: This is the filter used for retrieving the name of the groups to which a user
belongs.
(& (objectClass=groupOfNames) (member=%{UserDn}))

= This query fetches all group records (of objectClass groupOfNames), where the
member field contains the DN of the user record (UserDN, which is populated after
the authentication filter query is executed. The attribute fetched with this filter
query is cn, which is the name of the group (this is aliased to a more readable
name: groupName)).

Add More Filters Click this button to open the Authentication Sources > Add page to open the Configure
Filter page. From this page, you can define a filter query and the related attributes to be
fetched.

Browse Configuration

The Browse tab shows an LDAP browser from which you can browse the nodes in the LDAP or Active Directory
directory, starting at the base DN. This is presented in the read-only mode.

Selecting a leaf node (a node that has no children) displays the attributes associated with that node.

The following figure is an example of the Active Directory or Generic LDAP Configure Filter > Browse
dialog:

Figure 161: Active Directory or Generic LDAP Configure Filter > Browse Dialog

Configure Filter o
Filter Attributes Configuration

Find Mode: CN=Alice W.CN=Users. Go
—E eN—supuETS -
- . -
4k CN=ADMIN-PC2 primaryGroupID 513
{} CN=atlas pwdLastSet 128746230430312500
Lk CN=AV-NPS64 | sAMAccountName alice
CN=AV-TESTLAB-XP
L i sAMAccountType 805306368
+|fy OU=Domain Controllers
+1|fy CN=ForeignSecurityPrincipals sn )
£¥ CN=Infrastructure title Co-ordinator
£} CN=LostAndFound uSNChanged 234698
{ CN=NTDS Quotas uSNCreated 13973
-1l CN=Program Data “| userAccountControl 512
CN=Mi ft .
e lcraso userCertificate [B@7bag3821
+ ) CN=System
;L CN=Users userParameters m: d
£3CN=__vmware userPrincipalName dhe e Foezrifarge o 1
£¥ CN=__vmware_user__ whenChanged 20081224201043.0Z
4} CN=Administrator whenCreated 20070405181039.0Z e
ted CN=Alice W B I ] 3
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Specify the Active Directory or Generic LDAP Configure Filter Page > Browse tab parameter as
described in the following table:

Table 88: Active Directory or Generic LDAP Configure Filter Page > Browse Tab Parameter

Navigation Action/Description

Find Node To find the node, enter the DN, then click the Go button.

Filter Configuration
The Filter tab provides an LDAP browser interface to define the filter search query.

The following figure is an example of the Active Directory or Generic LDAP Create Filter Page > Filter
configuration dialog:

Figure 162: Active Directory or Generic LDAP Create Filter Page > Filter Dialog

Configure Filter o

Browse lalﬂ Attributes Configuration
Find Mode: CN=Alice W.CN=Users bowr A Go
— - - (IR0 LLIR0T] : | -
I B oN=ForeignSecurityPrincipals »  objectSid [illisl @ & ¢ 4 &[5 ¢ QUP Wb e €lE0e] .
£ CN=Infrastructure primaryGrouplD 513
1} CN=LostAndFound pwdlLastSet 128746230430312500
£F CN=NTDS Quotas | sAaMAccountName alice
*-ip CN=program Data SAMACcountType 805306368
+- ) CN:System
sn W
-1}, CN=Users = _ L
{3 CN=__vmware__ title Co-ordinator |.-=|
{¥ CN=__vmware_user uSNChanged 234698 il
47 CN=Administrator uSNCreated 13973 i
ted Ch=Alice W - T 3
Selected attributes for filter:
Name Value i
1.| sAMAccountName = Lthentication:Username} '| [
2 |Click to add %6 Authentication: Username}

Policy Manager is preconfigured with filters and selected attributes for Active Directory and generic LDAP directory.
Create new filters only if you need Policy Manager to fetch role-mapping attributes from a new type of record.

I

=
=]
-
m

You can fetch different types of records by specifying multiple filters that use different dynamic session attributes.
For example, Policy Manager can fetch the user record associated with %{Authentication:Username} and a machine
NOTE record associated with %{RADIUS:IETF:Calling-Station-ID} for a given request.

Al
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The following table describes the Configure Filter Page > Filter tab parameters:

Table 89: Configure Filter Page > Filter Tab Parameters

Parameter Action/Description

Find Node To find a node, enter the DN, then click the Go button.

Select the attributes for | This table has a Name and Value column. You can enter the attribute name in the
filter following two ways:
By selecting a node, inspecting the attributes, and then manually entering the
attribute name by clicking on Click to add... in the table row.
By selecting an attribute on the right hand side of the LDAP browser. The attribute
name and value are automatically populated in the table.
The attribute value can be a value that is automatically populated by selecting an
attribute from the browser, or it can be manually populated. To aid in populating the
value with dynamic session attribute values, a drop-down with the commonly used
namespace and attribute names is presented.

Creating Filters

The goal of filter creation is to help Policy Manager find a user or device connecting to the network in LDAP or
Active Directory. To create a filter:
1. Fromthe Filter tab, click on a node that you want to extract user or device information from.

For example, browse the Users container in Active Directory and select the node for a user (Alice, for
example). On the right hand side, you can view the attributes associated with that user.

2. Select the attributes that help Policy Manager identify the user or device.
For example, in Active Directory, an attribute called sAMAccountName stores the user ID.

The attributes that you select are automatically populated in the Filter table displayed below the browser
section with their values.

In this example, if you select sAMAccountName, the row in the Filter table shows this attribute with a
value of Alice (assuming you picked Alice’s record as a sample user node).

After Step 2, you can have values for a specific record (in this example, Alice's record).

3. Change the value to a dynamic session attribute that helps Policy Manager associate a session with a
specific record in LDAP/Active Directory.

For example, if you selected the sAMAccountName attribute in Active Directory, click the Value field and
select %{Authentication:Username}.

When Policy Manager processes an authentication request, %{Authentication:Username} is populated
with the user ID of the user connecting to the network.

4. Add more attributes from the selected node and continue with Step 2.
Attributes Configuration
The Attributes tab defines the attributes to be fetched from the Active Directory or LDAP directory.

You can also enable each attribute as a role, which means the value fetched for this attribute can be used
directly in enforcement policies. For more information, see Configuring Enforcement Policies on page 355.
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The following figure displays the Active Directory or Generic LDAP Configure Filter > Attributes tab:

Figure 163: Active Directory or Generic LDAP Configure Filter > Attributes Dialog

Configure Filter o

Browse

Filter Attributes Configuration

Filter Query:

Name

Execute filter query to select attributes for role mapping:

Please enter the values for the parameters before executing the query:
%{Authentication:Username} =

CN=_ vmware_user__,CN=Users D e L v
CN=ADMIN-PC2,CN=Computers [g] 9. department HR
CN=Administrator, CN=lIsers displayName Alice W

CN=Alice_1 A,CN=Users 11.
CN=Alice_2 A,CN=Users
CM=Alice_3 A,CN=Users
CN=Alice_4 A,CN=Usears 13
CM=Alice_5 A,CN=Users
CN=Alice_6 A,CN=Usears
CN=atlas, CN=Computers 15
CN=AV-NPS64,CN=Computers

FM_ AV TEETL AR MR RS ammns o
1.|c0untryC0de

2. |msNPAIIowDiaIin

3. |userPrincipaIName

a ||‘“Iir—lr tr add

(&(sAMAccountName="%{Authentication:Username} ){objectClass=user))

*

distinguishedMName CM=Alice W,CN=Users,DC=us,DC=a"

12. givenMame Alice E
. instanceType 4
14. lastLogoff 0
. lastLogon 128353985513750000 | =
4| m | 3
Alias Name Enabled As i
countryCode = = i
msNPAllowDialin = - ju
userPrincipalName = - il

Specify the Active Directory/LDAP Configure Filter Page > Attributes tab parameters as described in the

following table:

Table 90: Active Directory/LDAP Configure Filter Page > Attributes Parameters

Parameter | Action/Description
Enter values Policy Manager parses the filter query (created in the Filter tab and shown at the top of the
for Attributes tab) and prompts to enter the values for all dynamic session parameters in the query.
parameters For example, if you have %{Authentication:Username} in the filter query, you are prompted to
enter the value for it. You can enter wildcard character (*) here to match all entries.
NOTE: If there are thousands of entries in the directory, entering the wildcard character (*) can
take a while to fetch all matching entries.
Execute 1. After entering the values for all dynamic parameters, click Execute to execute the filter query.
You can see all entries that match the filter query.
2. Click on one of the entries (nodes) to view the list of attributes for that node.
3. Click on the attribute names that you want to use as role mapping attributes.
Name Specify the name of the attribute.
Alias Name Specify the alternative name for the attribute. By default, this is the same as the attribute name.
Enable As Click this check box to enable this attribute value to be used directly as a role in an enforcement
policy. This bypasses the step of assigning a role in Policy Manager through a role-mapping policy.
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Configuration Tab

The Configuration tab shows the filter and attributes configured in the Filter and Attributes tabs
respectively. From this tab, you can also manually edit the filter query and the attributes to be fetched.

The following figure displays the Configure Filter > Configuration dialog:

Figure 164: Configure Filter > Configuration Dialog

Configure Filter o
Browse Filter Attributes

Filter Name:

Filter Query: (& (sAMAccountName=%{Ruthentication:Username}) (cbjectClass=user))

Name Alias Name Data type Enabled As i
1.|c0untryC0de countryCode String i
2.|msNPAIIowDiaIin msNPAllowDialin Boolean i
3.|userPrincipaIName userPrincipalName String @

4. |Click to add...

Modify Default Filters

When you add a new authentication source of type Active Directory or LDAP, a few default filters and
attributes are populated.

To modify these predefined filters:

1. Select afilter on the Authentication > Sources > Attributes dialog.
The Configure Filter page for the specified filter opens.

HOTE

A minimum of one filter must be specified for the LDAP and Active Directory authentication source. This filter is used
by Policy Manager to search for the user or device record. If not specified, authentication requests are rejected.
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Figure 165: Modify Default Filters > Configuration Dialog

Configure Filter o

Attributes Browse Filter
Filter Name: Authentication
Filter Query: (& [sAMAccountName=%{Authentication:Username}) (ghjectClass=user))

Name Alias Name Data type Enabled As i
1.|dn UserDN String = i
2.| department Department v |String '| [I role Attribute [ @
3. |title Title string Attribute i
4.|company company | Integer_ l i)

Date-Time
S.|memberOf memberOf Boolean = i
6.|telephoneNumber Phone String Attribute i
7.|mail Email String Attribute i
8. |displayMName Name String Attribute i
9.|Click to add...

The attributes that are defined for the authentication source display as attributes in role-mapping policy
Rules Editor under the authorization source namespace.

2. Fromthe Configure Filter > Configuration dialog, select the attribute you wish to modify.
Change the attribute operator values as needed, then click Save.
The operator values that display are based on the Data Type specified here.

For example, if you modify the Active Directory department to be an integer rather than a string, then the
list of operator values populate with values that are specific to integers.

Summary Information

You can use the Summary tab to view configured parameters. The following figure is an example of the
Active Directory > Summary information:

Figure 166: Active Directory Authentication Source > Summary Information

m General Primary Attributes

General:

Name: [Blacklist User Repository]

Description: Blacklist database with users who have exceeded bandwidth or session related limits
Type: Local

Use for Authorization: Enabled

Authorization Sources:

Primary:

Server Name: localhost

Port (Optional): 5432

Database Name: tipsdb

Login Username: appuser

Login Password: ke

Timeout: 10

ODBC Driver: PostgreSQL
Attributes:

Filters : 1. SELECT 'password' as user_password, CASE WHEN bandwidth_limit_exceed = TRUE THEN 228 WHEN session_duration_exceed = TRUE THEN 229 WHEN

session_count_exceed = TRUE THEN 230 END AS Account_Status FROM tips_post_auth_enf_log WHERE user_id = '"%a{Authentication:Username}' order by
timestamp desc limit 1

Generic SQL DB

Configure the primary and backup servers, session details, filter query, and role-mapping attributes to fetch the
Generic SQL authentication sources on the following tabs:
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e General Tab on page 205
e Primary Tab on page 207
e Attributes Tab on page 208
e Summary Tab on page 209

Policy Manager can perform MSCHAPv2 and PAP/GTC authentication against any Open Database Connectivity
(ODBC) compliant SQL database such as Microsoft SQL Server, Oracle, MySQL, or PostgrSQL.

Specify a stored procedure to query the relevant tables and retrieve role-mapping attributes by using filters.

The Configuration > Authentication > Sources > Add page includes two configuration options for
managing existing Generic SQL DB authentication source:

e The Clear Cache option clears the attributes cached by Policy Manager for all entities that authorize against
this server.

e The Copy option creates a copy of this authentication/authorization source.
General Tab

The General tab labels the authentication source and defines session details, authorization sources, and
backup server details.

Figure 167: Generic SQL DB > General Tab

Authentication Sources

m Primary Attributes Summary

Name:
Description:
Type: Generic SQL DB [=]
Use for Authorization: Enable to use this authentication source to also fetch role mapping attributes
Authorization Sources: -
Remove
View Details
— Select— |Z|
Cache Timeout: 36000 | seconds
Backup Servers Priority: - Move Up
L Move Down

Add Backup Remove

<. _Back to Authentication Sources
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The following table describes the General SQL DB - General parameters:

Table 91: General SQL DB > General Tab Parameters

Parameter | Action/Description

Name Specify the name of the authentication source.

Description Provide the additional information that helps to identify the authentication source.

Type Select Generic SQL DB.

Use for Enable this option to request Policy Manager to fetch role-mapping attributes (or authorization

Authorization | attributes) from this authentication source.

If a user or device successfully authenticates against this authentication source, then Policy
Manager also fetches role-mapping attributes from the same source if the Use for Authorization
field is enabled. This check box is enabled by default.

Authorization | Specify additional sources from which to fetch role-mapping attributes. Select a previously
Sources configured authentication source from the drop-down list and click Add to add to the list of
authorization sources.

Click Remove to remove the authorization source from the list.

If Policy Manager authenticates the user or device from this authentication source, then Policy
Manager also fetches role-mapping attributes from these additional authorization sources.

NOTE: You can specify additional authorization sources at the service level. Policy Manager
fetches role-mapping attributes irrespective of which authentication source the user or device was
authenticated against.

Backup To add a backup server, click Add Backup.

Servers From the Backup 1 tab, you can specify connection details for a backup server (same fields as for
primary server that are specified below).

To remove a backup server, select the server name and click Remove.

Select Move Up or Move Down to change the server priority of the backup servers. This is the
order in which Policy Manager attempts to connect to the backup servers.

Cache Policy Manager caches attributes fetched for an authenticating entity. This parameter controls the
Timeout time period for which the attributes are cached.
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Primary Tab

The Primary tab defines the settings for the primary server. The following figure displays the General
SQL DB > Primary tab:

Figure 168: General SQL DB > Primary Tab

Configuration » Authentication » Sources » Add

Authentication Sources

General lm Attributes Summary

Connection Details

Server Name:

Port {Optional): {Specify only if you want to override the default value)
Database Mame:
Login Username:

Login Password:

Timeout: 10 seconds
CDBC Driver: FostgreSQL v
Password Type: Cleartext ¥

The following table describes the Generic SQL DB > Primary parameters:

Table 92: Generic SQL DB > Primary Tab Parameters

Parameter | Action/Description

Server Enter the hostname or IP address of the database server.

Name

Port Specify a port value to override the default port.

(Optional)

Database Enter the name of the database from which records can be retrieved.

Name

Login Enter the name of the user used to log into the database. This account must have read access to all
Username the attributes that need to be retrieved by the specified filters.

Password Enter the password for the user account entered in the Login Username field.
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Parameter | Action/Description

Timeout Enter the duration in seconds that Policy Manager waits before attempting to fail over from primary
to backup servers (in the order in which they are configured).

ODBC Select the ODBC driver (Postgres, Oracle11g, or MSSQL) to connect to the database.

Driver MySQL is supported in versions 6.0 and later. Aruba does not ship MySQL drivers by default. If you
require MySQL, contact Aruba support to get the required patch. This patch does not persist across
upgrades. If you are using MySQL, you should contact support before upgrading.

If you connect to a Microsoft SQL server using Integrated Authentication, the login username in the
authentication source, formatted as either domain/username or UPN (User Principal Name), the
backslash (\) and at-sign (@) characters in addition to the hyphen and underscore characters are
supported.

Password Specify how the user password is stored in the database:

Type e Cleartext: Stored as clear, unencrypted text.

e NT Hash: Stored with an NT hash using MD4.

e LM Hash: Stored with a LAN Manager Hash using DES.
e SHA: Stored with a Secure Hash Algorighm (SHA) hash.
e SHA256: Stored with an SHA-256 hash function.

Attributes Tab
The Attributes tab defines the SQL DB query filters and the attributes to be fetched by using those filters. The

following figure displays the Generic SQL DB > Attributes tab:
Figure 169: Generic SQL DB > Attributes Tab

General Primary m Summary

Specify filters used to query for authentication and authorization attributes
Filter Name Attribute Name Alias Name Enabled As i

1./Authentication department department Attribute [ @

Add More Filters
4. Back to Authentication Sources

The following table describes the Generic SQL DB > Attributes (Filter List) parameters:
Table 93: Generic SQL DB > Attributes Tab (Filter List) Parameters

Parameter Action/Description

Filter Name Specifies the name of the filter.

Attribute Specifies the name of the SQL DB attributes defined for this filter.
Name

Alias Name Specifies an alias name for each attribute name selected for the filter.
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Parameter

Action/Description

Enabled As Indicates whether the filter is enabled as a role or attribute type. This can also be blank.
Add More Click this button to open the Configure Filter page.
Filters Use this page to define a filter query and the related attributes to be fetched from the SQL DB

store. Figure 170 displays the Generic SQL DB > Configure Filter page.

The following figure displays the Generic SQL DB > Configure Filter page:

Figure 170: Generic SQL DB > Configure Filter Page

Configure Filter o

Configuration

Filter Name:

Filter Query:

Name

—

.[SpOnsor_nam

8]

Click to add..

Authentication

SELECT user_ credential (password) RS User Password, -
CASE WHEN enabled = FALSE THEN 225
WHEN {(start_time > now()) OR ((expire_time is not null) AND &
(expire time <= now()})})) THEN 22&

Alias Name Data type Enabled As i

=) Owner String - g

Save Close

The following table describes the Generic SQL DB > Configure Filter parameters:

Table 94: Generic SQL DB > Configure Filter Page Parameters

Parameter | Action/Description

Filter Name Enter the name of the filter.

Filter Query | Specify an SQL query to fetch the attributes from the user or device record in DB.

Name Specify the name of the attribute.

Alias Name Specify the name for the attribute. By default, this is the same as the attribute name.

Data Type Specify the data type for this attribute such as String, Integer, or Boolean.

Enabled As Specify whether this value to be used directly as a role or attribute in an enforcement policy. This
bypasses the step of having to assign a role in Policy Manager through a role-mapping policy.

Summary Tab

Use the Summary tab to view the parameters configured in the General, Primary, and Attributes tabs. The

following figure displays the Generic SQL DB > Summary tab:
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Figure 171: Generic SQL DB > Summary Tab

Configuration » Authentication » Sources » Add

Authentication Sources

General Primary Attributes

General:

Name: Test Repository
Description: Authenticate users against Policy Manager local user database.
Type: Sql
Use for Authorization: Enabled
Authorization Sources: [Local User Repository] [Locall
Primary:
Server Name: 10.17.4.200
Port (Optional): 1333
Database Name: Test DB
Login Username: admin
Login Password: ~ ~ ~ wEEEssss
Timeout: 10
ODBC Driver: PostgreSQL
Password Type: Cleartext
Attributes:
Filters :
HTTP

The HTTP authentication source relies on the GET method to retrieve information. The client submits a request,
and then the server returns a response. All request parameters are included in the URL. For example, URL:
https//hostname/webservice/.../%{Auth:Username}?param1=%({...}&param2=value2. HTTP relies on
the assumption that the connection between the client and server is secure and can be trusted.

Configure primary and backup servers, session details, filter query, and role mapping attributes to fetch HTTP
authentication sources using the following tabs:

General Tab on page 211
Primary Tab on page 212
Attributes Tab on page 213
Summary Tab on page 215
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General Tab

The General tab labels the authentication source and defines session details, authorization sources, and
backup server details. The following figure displays the HTTP - General tab:

Figure 172: HTTP - General Tab

Configuration » Authentication » Sources » Add

Authentication Sources

Primary Attributes Summary

Name:
Description:
Type: HTTP [=]
Use for Authorization: Enable to use this authentication source to also fetch role mapping attributes
Authorization Sources: -
Remove
View Details
‘- Select-- i
Backup Servers Priority: - Move Up
Move Down

Add Backup Remove

4. Back to Authentication Sources

The following table describes the HTTP - General tab parameters:

Table 95: HTTP - General Tab Parameters

Parameter | Description

Name Specify the name of the authentication source.
Description Provide the additional information that helps to identify the authentication source.
Type Select the type of source. In this context, select HTTP.
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Table 95: HTTP - General Tab Parameters (Continued)

Parameter | Description

Use for Enable this option to request Policy Manager to fetch role mapping attributes (or authorization
Authorization | attributes) from this authentication source. If a user or device successfully authenticates against
this authentication source, then Policy Manager also fetches role mapping attributes from the
same source if the Use for Authorization field is enabled. This check box is enabled by default.

Authorization | Specify additional sources from which to fetch role mapping attributes. Select a previously
Sources configured authentication source from the drop-down list and click Add to add it to the list of
authorization sources. Click Remove to remove the selected additional resource from the list.

If Policy Manager authenticates the user or device from this authentication source, then also
fetches role mapping attributes from these additional authorization sources.

NOTE: You can specify additional authorization sources at the service level. Policy Manager
fetches role mapping attributes irrespective of which authentication source the user or device was
authenticated against.

Backup To add a backup server, click Add Backup. From the Backup 1 tab, you can specify connection
Servers details for a backup server (same fields applicable for primary server specified below).

To remove a backup server, select the server name and click Remove. Select Move Up or Move
Down to change the server priority of the backup servers. This is the order in which Policy
Manager attempts to connect to the backup servers.

Primary Tab

The Primary tab defines the settings for the primary server. The following figure displays the HTTP - Primary
tab:

Figure 173: HTTP - Primary Tab

Configuration » Authentication » Sources » Add
Authentication Sources

General f Attributes Summary

Connection Details

Base URL:

Login Username:

Login Password:

« Back to Authentication Sources m
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The following table describes the HTTP - Primary tab parameters:

Table 96: HTTP - Primary Tab Parameters

Parameter | Description

Base URL Enter the base URL (host name) or IP address of the HTTP server.
For example, http://<hostname> or <fully-qualified domain name>:xxxx, where xxxx is the port to
access the HTTP Server.

Login Enter the name of the user used to log into the database. This account must have read access to all
Username the attributes that need to be retrieved by the specified filters.
Password Enter the password for the user account entered in the Login Username field.

Attributes Tab
The Attributes tab defines the HTTP query filters and the attributes to be fetched by using those filters.

Figure 174: HTTP - Attributes Tab

General Primary m Summary

Specify filters used to query for authentication and authorization attributes
Filter Name Attribute Name Alias Name Enabled As i

1.[Authentication department department Attribute [ m

Add More Filters
4. Back to Authentication Sources

The following table describes the HTTP - Attributes tab parameters:

Table 97: HTTP - Attributes tab (Filter List) Parameters

Parameter Description

Filter Name Displays the name of the filter.

Attribute Name Specifies the name of the SQL DB attributes defined for this filter.

Alias Name Specifies the name of an alias name for each attribute name selected for the filter.

Enabled As Indicates whether an attribute is enabled as a role.

Add More Filters Opens the Configure Filter page. For more information, see Add More Filters on page 214.
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Add More Filters

The Configure Filter page defines afilter query and the related attributes to be fetched from the SQL DB
store. The following figure displays the HTTP Filter Configure page:

Figure 175: HTTP Filter Configure Page

Configure Filter -

Filter Name: employee-details
Filter Query: fpayroll/employees/% (Authentication:Username) -

Name Alias Name Data type Enabled As in
1.|department Departent String Attribute i
2.|title Title String Attribute T
3.| name Name * | [String *| [ Role [ Attribute [ &
4.|Click to add...

The following table describes the HTTP Configure - Filter parameters:

Table 98: HTTP Configure Filter Page Parameters

Parameter | Description

Filter Name Displays the name of the selected filter.

Filter Query | Specifies the HTTP path (without the server name) to fetch the attributes from the HTTP server. For
example, if the full path name to the filter is http server URL = http://<hostname or
fgdn>:xxxx/abc/def/xyz, you enter /abc/def/xyz.

Name Specifies the name of the attribute.

Alias Name Specifies the alias name for the attribute. By default, this is the same as the attribute name.

Data Type Specifies the data type for this attribute such as String, Integer, and Boolean.

Enabled As Specify whether the value to be used directly as a role or attribute in an enforcement policy. This
bypasses the step of assigning a role in Policy Manager through a role mapping policy.
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Summary Tab

You can use the Summary tab to view configured parameters. The following figure is an example of the HTTP
- Summary tab:

Figure 176: HTTP - Summary Tab

Configuration » Authentication » Sources » Add

Authentication Sources

General Primary Attributes

General:

Name: Test Auth Source

Description: Authenticating against the Local DB
Type: HTTP
Use for Authorization: Enabled
Authorization Sources: [Local User Repository] [Locall
Primary:
Base URL:
Login Username: admin
Login Password: ~  eEsseskss
Attributes:
Filters :
Kerberos

Policy Manager can perform standard PAP/GTC or tunneled PAP/GTC (for example, EAP-PEAP[EAP-GTC(])
authentication against any Kerberos 5 compliant server such as Microsoft Active Directory server. It is
mandatory to pair this source type with an authorization source (identity store) containing user records.

You can configure Kerberos authentication sources using the following tabs:

e General Tabon page 216
e Primary Tab on page 217
e Summary Tab on page 218
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General Tab

The General tab labels the authentication source and defines session details, authorization sources, and
backup server details. The following figure displays the Kerberos - General tab:

Figure 177: Kerberos - General Tab

Authentication Sources

Name:

Description:

Type: Kerberos [~]
Use for Authorization: Enable to use this authentication source to also fetch role mapping attributes
Authorization Sources: -
Remove
View Details
- Select- |Z|
Backup Servers Priority: - Move Up
Move Down

Add Backup Remove

< Back to Authentication Sources

The following table describes the Kerberos - General parameters:

Table 99: Kerberos - General Tab Parameters

Parameter Description

Name Specify the name of the authentication source.
Description Provide the additional information that helps to identify the authentication source.
Type Select the type of source. In this context, select Kerberos.
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Table 99: Kerberos - General Tab Parameters (Continued)

Parameter Description

Use for Authorization

Disable in this context.

Authorization Sources

Specify one or more authorization sources from which role mapping attributes to be
fetched. Select a previously configured authentication source from the drop-down list
and click Add to add it to the list of authorization sources. Click Remove to remove the
selected authentication source from the list.

NOTE: You can specify additional authorization sources at the service level. Policy
Manager fetches role mapping attributes irrespective of which authentication source the
user or device was authenticated against.

Backup Servers

To add a backup kerberos server, click Add Backup. From the Backup 1 tab, you can
specify connection details for a backup server (same fields applicable for primary server
specified below).

To remove a backup server, select the server name and click Remove. Select Move Up
or Move Down to change the server priority of the backup servers. This is the order in
which Policy Manager attempts to connect to the backup servers.

Primary Tab

The Primary tab defines the settings for the primary server. The following figure displays the Kerberos -

Primary tab:

Figure 178: Kerberos - Primary Tab

General

Hostname:
Port:

Realm:

Service Principal:

Configuration » Authentication » Sources » Add

Authentication Sources

Connection Details

Service Principal Password:

4. Back to Authentication Sources

Summary

88
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The following table describes the Kerberos - Primary parameters:

Table 100: Kerberos - Primary Tab Parameters

Parameter Description

Hostname Specify the name of the host or the IP address of the kerberos server.

Port Specify the port at which the token server listens for kerberos connections. The default
port is 88.

Realm Specify the domain of authentication. In the case, specify Kerberos domain.

Service Principal Name Enter the identity of the service principal as configured in the Kerberos server.

Service Principal Enter the password for the service principal.
Password

Summary Tab

You can use the Summary tab to view configured parameters. The following figure displays the Kerberos -
Summary tab:

Figure 179: Kerberos - Summary Tab

Configuration » Authentication » Sources » Add

Authentication Sources

General Primary m

General:

Name: Test Auth Source

Description: testing auth source against local DB.
Type: Kerberos

Use for Authorization: Disabled

Authorization Sources: [Local User Repository] [Local]
Primary:

Hostname: 10.17.4.200

Port: 88

Realm:

Service Principal: admin

Service Principal Password: **®®sss

Okta

You can use Okta as an authentication source only for servers of the type Aruba Application Authentication.
Configure Okta authentication sources on the following tabs:

e General Tabon page 219
e Primary Tab on page 220
e Attributes Tab on page 221
e Summary Tab on page 223
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General Tab

The General tab labels the authentication source and defines session details, authorization sources, and
backup server details. The following figure is an example of the Okta - General tab:
Figure 180: Okta - General Tab

Configuration » Authentication » Sources » Add

Authentication Sources

Primary Attributes Summary

Name:

Description: -

TYpE: Okta -

Use for Authorization: Enable to use this authentication source to also fetch role mapping attributes

Authorization Sources:

— Select - v
Server Timeout: 10 seconds
Cache Timeout: 36000 | seconds

Backup Servers Priority:

Add Backup
« Back to Authentication Sources —
Save Cancel

The following table describes the Okta - General parameters:

Table 101: Okta - General Tab Parameters

Parameter Description

Name Specify the name of the authentication source.

Description Provide the additional information that helps to identify the authentication source.

Type Select the type of source. In this context, select Okta.

Use for Enable this check box to request Policy Manager to fetch role mapping attributes (or

Authorization authorization attributes) from this authentication source. If a user or device successfully
authenticates against this authentication source, then Policy Manager also fetches role
mapping attributes from the same source if the Use for Authorization field is enabled. This
check box is enabled by default.
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Table 101: Okta - General Tab Parameters (Continued)

Parameter Description

Server Timeout Specify the duration in number of seconds that Policy Manager waits before considering this
server unreachable. If multiple backup servers are available, then this value indicates the
duration in number of seconds that Policy Manager waits before attempting to fail over from
the primary to the backup servers in the order in which they are configured.

Cache Timeout Policy Manager caches attributes fetched for an authenticating entity. This parameter controls
the duration in number of seconds for which the attributes are cached.

Backup Servers Click Add Backup to add a backup server. From the Backup 1 tab, you can specify connection
Priority details for a backup server (same fields as for primary server that are specified below).

To remove a backup server, select the server name and click Remove. Select Move Up or
Move Down to change the server priority of the backup servers. This is the order in which
Policy Manager attempts to connect to the backup servers.

Primary Tab

The Primary tab defines the settings for the primary server. The following figure displays the Okta - Primary
tab:
Figure 181: Okta - Primary Tab

Configuration » Authentication » Sources » Add
Authentication Sources

General Attributes Summary

Connection Details

URL:

Authorization Token:

4 Back to Authentication Sources

The following table describes the Okta - Primary parameters:

Table 102: Okta - Primary Tab Parameters

Parameter Description

Connection Details

URL Enter the address of the Okta server.

Authorization Token Enter the authorization token provided by Okta support.
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Attributes Tab

The Attributes tab defines the Okta query filters and the attributes to be fetched by using those filters. The
following figure displays the Okta - Attributes tab:

Figure 182: Okta - Attributes Tab

Configuration » Authentication » Sources » Add
Authentication Sources

General Primary Attributes Summary

Specify filter queries used to fetch authentication and authorization attributes
Filter Name Attribute Name Alias Name Enabled As i

Add More Filters

1.|Group name Groups - w0

« Back to Authentication Sources

The following table describes the Okta - Attributes parameters:
Table 103: Okta - Attributes Tab Parameters

Parameter Description

Filter Name Displays the name of the filter.
You can configure only Group for Okta.

Attribute Name Specifies the name of the LDAP/AD attributes defined for this filter.

Alias Name Specifies the alias name for each attribute name selected for the filter.

Enable As Specifies whether value to be used directly as a role or attribute in an enforcement policy. This
bypasses the step of assigning a role in Policy Manager through a role mapping policy.

Add More Filters Click this button to open the Configure Filter page. Refer to Add More Filters on page 222.
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Add More Filters

The Configure Filter page defines afilter query and the related attributes to be fetched from the SQL DB
store. The following figure displays the Okta - Configure Filter page:

Figure 183: Okta - Configure Filter Page

Configure Filter o
Configuration

Filter Name: Group
Filter Query: Japi/wl/users/3{Authentication:OktalserId}/groups
Name Alias Name Data type Enabled As i
1.|name Groups String = i)

2. click to add...

The following table describes the Okta Configure Filter parameters:
Table 104: Okta Configure Filter Page

Parameter | Description

Filter Name Enter the name of the filter.

Filter Query | Specifies an SQL query to fetch attributes from the user or device record in DB.

Name Displays the name of the attribute.

Alias Name Specifies an alias name for the attribute. By default, this is the same as the attribute name.

Data Type Specifies the data type for this attribute such as String, Integer, and Boolean.

Enabled As Specify whether this value is to be used directly as a role or attribute in an enforcement policy. This
bypasses the step of having to assign a role in Policy Manager through a role mapping policy.
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Summary Tab

You can use the Summary tab to view configured parameters. The following figure displays the Okta -
Summary tab:

Figure 184: Okta - Summary Tab

Configuration » Authentication » Sources » Add

Authentication Sources

General Primary Attributes

General:

Name: Test Auth Source

Description: Authenticating against the Local DB.

Type: Okta

Use for Authorization: Enabled

Authorization Sources: [Local User Repository] [Locall
Primary:

URL:

Authorization Token: ~— wsmwsss
Attributes:

Filters : 1. /api/v1/users/%{Authentication: OktaUserld}/groups

RADIUS Server

You can use the RADIUS Server as an authentication source to allow ClearPass to query a third-party
RADIUS Server for authentication. Configure RADIUS Server authentication sources on the following tabs:

e General Tab on page 223
e Primary Tab on page 224
e Attributes Tab on page 225
e Summary Tab on page 226

General Tab

The General tab labels the authentication source and defines session details, authorization sources, and
backup server details. The following figure displays the RADIUS Server - General tab:

Figure 185: RADIUS Server - General Tab

Configuration » Authentication » Sources » Add

Authentication Sources

m Primary Attributes Summary

Name:

Description:

Type: |RADIUS Server [~

Use for Authorization: Enable to use this Authentication Source to also fetch role mapping attributes

Authorization Sources:

|—— Select - ||

Server Timeout: 10 seconds

Backup Servers Priority:

Add Backup

« Back to Authentication Sources m
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The following table describes the Radius Server - General parameters:

Table 105: Radius Server - General Tab Parameters

Parameter Description

Authorization

Name Specify the name of the authentication source.

Description Provide the additional information that helps to identify the authentication source.
Type Select the type of source. In this context, select RADIUS Server.

Use for Enable this check box to request Policy Manager to fetch role mapping attributes (or

authorization attributes) from this authentication source. If a user or device successfully
authenticates against this authentication source, then Policy Manager also fetches role
mapping attributes from the same source if the Use for Authorization field is enabled. This
check box is enabled by default.

Server Timeout

Specify the duration in number of seconds that Policy Manager waits before considering this
server unreachable. If multiple backup servers are available, then this value indicates the
duration in number of seconds that Policy Manager waits before attempting to fail over from
the primary to the backup servers in the order in which they are configured.

Backup Servers

Click Add Backup to add a backup server. From the Backup 1 tab, you can specify connection

Priority details for a backup server (same fields as for primary server that are specified below).
To remove a backup server, select the server name and click Remove. Select Move Up or
Move Down to change the server priority of the backup servers. This is the order in which
Policy Manager attempts to connect to the backup servers.
Primary Tab

The Primary tab defines the settings for the primary server. The following figure displays the RADIUS Server -

Primary tab:

Figure 186: RAD/US Server - Primary Tab

Configuration » Authentication » Sources » Add
Authentication Sources

General .m Attributes Summary

Connection Details

Server Name:

Port:

Secret:

1812

4 Back to Authentication Sources m
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The following table describes the Radius Server - Primary parameters:

Table 106: RADIUS Server - Primary Tab Parameters

Parameter Description

Connection Details

Server Names Enter the name of the RADIUS Server.

Port The default port number is 1812. You may enter a different port number if required.
Secret Enter the secret key for authentication.

Attributes Tab

The Attributes tab defines the Okta query filters and the attributes to be fetched by using those filters. The
following figure displays the RADIUS Server - Attributes tab:

Figure 187: RADIUS Server - Attributes Tab

Configuration » Authentication » Sources » Add
Authentication Sources

General Primary Attributes Summary

RADIUS Pre Proxy Attributes:

Type Name Value
1.|click to add...
RADIUS Post Proxy Attributes:
Type Name Enabled as Role
1.|Click to add...
4 Back to Authentication Sources m

The following table describes the RADIUS Server - Attributes parameters:
Table 107: RADIUS Server - Attributes Tab Parameters

Parameter Description

RADIUS Pre- The following attributes that can be set prior to the proxy authentication:
Proxy attributes e Type - Select a type from the drop-down.

e Name - Select a name from the drop-down.

e Value - Enter a value in the text box.

Save the changes by clicking the Save icon that appears at the end of the row.

RADIUS Post- The attributes for the post-proxy authentication are identical except that these can be set after
Proxy attributes the proxy authentication.

e Type - Select a type from the drop-down.

e Name - Select a name from the drop-down.

e Value - Enter a value in the text box.

Save the changes by clicking the Save icon that appears at the end of the row.
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Summary Tab

You can use the Summary tab to view configured parameters. The following figure displays the RADIUS
Server - Summary tab:

Figure 188: RADIUS Server - Summary Tab

Configuration » Authentication » Sources » Add

Authentication Sources

General Primary Attributes

General:

Name: Test Auth Source

Description: Testing against the Loca DB.
Type: RadiusServer

Use for Authorization: Enabled

Authorization Sources: [Local User Repository] [Local]
Primary:

Server Name: 10.17.4.197

Port: 1812

L e ——
Attributes:

RADIUS Pre Proxy Attributes:

Type Name Value
1“Rad\us:IETF ARAP-Password = 67
RADIUS Post Proxy Attributes:

Type Name Enabled as Role
1“Rad\us:M\crusuft MS-ARAP-PW-Change-Reason = true

This section provides the following information:

About Static Host Lists
Adding a Static Host List as an Authentication Source

About Static Host Lists

You can configure primary and backup servers, session details, and the list of static hosts for Static Host List
authentication sources.

A static host list often functions, in the context of the service, as a white list or a black list. Therefore, static host
lists are configured independently at the global level.

A static host list comprises a named list of MAC addresses or |P addresses, which can be invoked in the
following ways:
In service and role-mapping rules as a component.

For non-responsive services on the network (for example, printers or scanners), as an authentication
source.

Only static host lists of type MAC Address are available as authentication sources.

HOTE

For more information about static host lists, see Managing Static Host Lists on page 252.
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Adding a Static Host List as an Authentication Source
To add a static host list as an authentication source:

1. Navigate to Configuration > Authentication > Sources.
The Authentication Sources page appears.

Figure 189: Authentication Sources Page

Configuration » Authentication » Sources
Authentication Sources ¥ Add
& Import
& Export All
Filter:| Name [=] contains ~ = Clear Filter show [10 ] records
# [ Name A Type Description
1|0 [Admin User Repository] Local SQL DB Authenticate users against Policy Manager admin user database
2.|[]  avenda3i3 Active Directory
3|0 [Blacklist User Repository] Local SQL DB :Elll:i‘i:hst database with users who have exceeded bandwidth or session related
4|00 [Endpoints Repository] Local SQL DB Authenticate endpoints against Policy Manager local database
s.|[C]  [Guest Device Repository] Local SQL DB Authenticate guest devices against Policy Manager local database
6.[[C]  [Guest User Repository] Local SQL DB Authenticate guest users against Policy Manager local database
7.|[C]  [insight Repository] Local SQL DB Insight database with session information for users and devices
s.|[] [Local User Repository] Local SQL DB Authenticate users against Policy Manager local user database
o.|O [Onboard Devices Repository] Local SQL DB Authenticate Onboard devices against Policy Manager local database
10. [Social Login Repository] Local SQL DB Authenticate users against Policy Manager social login database

2. Click the Add link.

The Add Authentication Sources dialog opens.

Figure 190: Specifying a Static Host List as Authentication Source

Configuration » Authentication » Sources » Add

Authentication Sources

Use for Authorization:

Authorization Sources:

Back to Authentication Sources

Static Host Lists Summary
Name:
Description:
Type: Static Host List -

Enable to use this authentication source to also fetch role mapping attributes

-

View Details

Remove

3. Enter the name and description of the static host list.

In the Type field, select Static Host List.

In this context, the Use for Authorization and Authorization Sources fields are not configurable.

5. Click Next.

The Static Hosts Lists dialog appears.

6. From the Static Host Lists tab, select a static host list from the drop-down list.
The selected static host list is added to the MAC Address Host Lists (see Figure 191).
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Figure 191: Existing Static Host List Added

General B Summary
MAC Address Host Lists: Handhelds - Add new Static Host List
View Details
i Modify
~Select- hd Add
< Back to Authentication Sources

NOTE

Only static host lists of type MAC Address Host Lists or MAC Address Regular Expression can be configured as
authentication sources.

a. Toremove the selected static host list, click Remove.
b. To view the contents of the selected static host list, click View Details.
c. To modify the selected static host list, click Modify.

7. Click Save.

Token Server

Policy Manager can perform GTC authentication against any token server than can authenticate users by acting
as a RADIUS server (for example, RSA SecurlD Token Server) and can authenticate users against a token server
and fetch role mapping attributes from any other configured authorization source.

Pair this source type with an authorization source (identity store) containing user records. When using a token
server as an authentication source, use the administrative interface to optionally configure a separate
authorization server. Policy Manager can also use the RADIUS attributes returned from a token server to create
role mapping policies. For more information, see Namespaces on page 875.

You configure primary and backup servers, session details, and the filter query and role mapping attributes to
fetch for token server authentication sources on the following tabs:

e General Tab on page 229

e Primary Tab on page 230

e Attributes Tab on page 230

e Summary Tab on page 231
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General Tab

The General tab labels the authentication source and defines session details, authorization sources, and
backup server details. The following figure displays the Token Server - General tab:

Figure 192: Token Server - General Tab

Configuration » Authentication » Sources » Add

Authentication Sources

m Primary Attributes Summary

Name:
Description:
Type: Token Server [=]
Use for Authorization: Enable to use this authentication source to also fetch role mapping attributes
Authorization Sources: A
Remaove
View Details
— Select— El
Server Timeout: 10 seconds
Backup Servers Priority: E Move Up
Move Down

Add Backup Remove

4. Back to Authentication Sources

The following table describes the Token Server - General parameters:

Table 108: Token Server - General Tab Parameters

Parameter Description

Name Specify the label of the authentication source.

Description Provide the additional information that helps to identify the authentication source.

Type Select the type of authentication. In this context, select Token Server.

Use for Enable this check box to instruct Policy Manager to fetch role mapping attributes (or authorization

Authorization | attributes) from this authentication source. If a user or device successfully authenticates against
this authentication source, then Policy Manager also fetches role mapping attributes from the
same source if the Use for Authorization field is enabled. This check box is enabled by default

Authorization | Specify additional sources from which to fetch role mapping attributes. Select a previously
Sources configured authentication source from the drop-down list, and click Add to add it to the list of
authorization sources. Click Remove to remove it from the list.

If Policy Manager authenticates the user or device from this authentication source, then it also
fetches role mapping attributes from these additional authorization sources.
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Table 108: Token Server - General Tab Parameters (Continued)

Parameter Description

NOTE: You can specify additional authorization sources at the service level. Policy Manager
fetches role mapping attributes irrespective of which authentication source the user or device
was authenticated against.

Server Specify the duration in seconds that Policy Manager waits before attempting to fail over from
Timeout primary to backup servers (in the order in which they are configured).

Backup To add a backup server, click Add Backup. From the Backup 1 tab, you can specify connection
Servers details for a backup server (same fields as for primary server that are specified below).

Priority To remove a backup server, select the server name and click Remove. Select Move Up or Move

Down to change the server priority of the backup servers. This is the order in which Policy
Manager attempts to connect to the backup servers.

Primary Tab

The Primary tab defines the settings for the primary server. The following figure displays the Token Server -
Primary tab:

Figure 193: Token Server - Primary Tab

General lm Attributes Summary

Server Name: rsatoken.acme.com
Port: 1812
Secret: sessseee

4. Back to Authentication Sources

The following table describes the Token Server - Primary parameters:

Table 109: Token Server - Primary Tab Parameters

Parameter | Description

Server Displays the host name or the IP address of the token server,

Name

Port Specifies the UDP port at which the token server listens for RADIUS connections. The default port is
1812.

Secret Specify the RADIUS shared secret to connect to the token server.

Attributes Tab

The Attributes tab defines the RADIUS attributes to be fetched from the token server. These attributes can be
used in role mapping policies. Policy Manager loads all RADIUS vendor dictionaries in the Type drop-down list
with attributes.
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The following

figure is an example of the Token Server - Attributes tab:

Figure 194: Token Server - Attributes Tab

General Primary Summary

Type Name Enabled as Role i
1.|Radius:IETF Class = false i
2.|Radius:IETF Callback-Number = false i
3.l 7] ® @
4 | RadiuslETF

Radius:Cisco
Radius:Microseft
Radius:Aruba

4 Back to Authentication Sources

See Configuring a Role and Role-Mapping Policy on page 255 for more information. The following table

describes the Token Server - Attribute parameters:

Table 110: Token Server - Attribute Tab Parameters

Parameter | Description

Type Select the type of authentication source from the drop-down list.

Name Specifies the name of the token server attributes.

Enabled as Specifies whether value is to be used directly as a role or attribute in an enforcement policy. This
Role bypasses the step of assigning a role in Policy Manager through a role mapping policy.

Summary Tab

The Summary tab provides the summarized view of the parameters configured in the General, Primary, and

Attributes tab. The following figure displays the Summary tab:

Figure 195: Token Servers - Summary Tab

Configuration » Authentication » Sources » Add

Authentication Sources

General Primary Attributes

General:

Name: Test Auth source

Description: Authenticating against the Local DB
Type: TokenServer

Use for Authorization: Enabled

Authorization Sources: [Local User Repository] [Locall
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Chapter 5
Configuring Identity Settings

This chapter provides information on the following topics:
e Configuring Single Sign-On

e Managing Local Users

e Adding and Modifying Endpoints

e Managing Static Host Lists

e Configuring a Role and Role-Mapping Policy

This chapter provides details on the settings required to configure ClearPass Policy Manager Identify settings.

The Policy Manager database supports storage of user records when a particular class of users is not present in
a central user repository (for example, when there is neither an Active Directory nor any other database).

HOTE

To authenticate local users from a particular service, include Local User Repository among the authentication
sources.

This section provides the following information:

e SAML Service Provider (SP) Configuration
e SAML Identity Provider (IdP) Configuration

The Single Sign-On (SSO) settings on the Single Sign-On page allows ClearPass users that have signed in to
ClearPass Policy Manager to access the Onboard, Guest, and Insight applications and Policy Manager
administration settings without reauthenticating. ClearPass provides single sign-on support using the Security
Assertion Markup Language (SAML).

This feature also provides differentiated single sign-on access for Guest web login and Guest Operator login
(see Table 111 for details).

SAML Service Provider (SP) Configuration
To configure single sign-on service provider settings:

1. Navigate to Configuration > Identity > Single Sign-On.
The Single Sign-On > SAML SP Configuration dialog opens.
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Figure 196: Configuring Single Sign-On > SAML Service Provider Parameters

| SAML SP Configuration SAML IdP Configuration

Identity Provider (IdP) URL:

Enable SS0 for
Insight
PolicyManager
Onboard
Guest

GuestOperators

Select Certificate:

SP Metadata:

SP Metadata URI:

‘ =]
O
| O
| O
| O
Identity Provider (IdP) Certificate

: IdP certificate must be enabled in Certificate Trust List first, if not listed above.

CPPM Service Provider (SP) Metadata

http://VM-5-109/networkservices/saml2/sp/metadata/cppm-metadata.xml

Enable access to Insight application

Enabled access to Policy Manager administration

Enable access to Onboard device provisioning portals

Enable Guest Web Login access for Guest and Onboard applications

Enable Guest Operator Login access for Guest and Onboard applications

[=]

[Rese [ sove ] corce |

2. Select the application(s) you want users to access with single sign-on.

To complete this task, specify the SAML SP Configuration tab parameters as described in Table 111.

3. Create trusted relationships between a Service Provider and Identity Provider by providing the Identity
Provider (IdP) URL and IdP certificate.

To complete this task, specify the SAML IdP Configuration tab parameters as described in Table 112.

Table 111: Single Sign-On Service Provider Configuration Settings

Parameter Action/Description

Identity Provider
(IdP) URL

1.

Enter the URL of the identity provider.

Enable SSO For

Select the applications to be enabled for single sign-on:

Insight

Policy Manager

Onboard device provisioning portals

Guest and Onboard Web Login

Guest and Onboard Guest Operator Login

If you select only the Guest Operator Login, SSO will be enabled for Operator logins
only, and Web logins will use standard non-SSO authentication.

If you select only the Guest Web Login option, SSO will be enabled for Web logins only,
and Operator logins will use standard non-SSO authentication.

If you select both the Guest Operator Login and the Guest Web Login options,
Operator logins and Web logins will both use SSO authentication.

Select Certificate

Select the Identity Provider (IdP) certificate to use for single sign-on. When you select a
certificate, the page displays the following information about the certificate:

= Subject DN

= [ssuer DN

= [ssue Date/Time

= Expiry Date/Time
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Table 111: Single Sign-On Service Provider Configuration Settings (Continued)

Parameter Action/Description

Validity Status

Signature Algorithm

Public Key Format

Serial Number

Enabled

This field only displays certificates that are enabled in the certificate trust list. See also
Certificate Trust List on page 659.

Provider (SP) 4.
Metadata

5.

CPPM Service SP Metadata:

To download and view an XML file containing metadata for the Service Provider Uniform
Resource Identifier (URI), click Download.

Metadata URI :

View the Uniform Resource Identifier (URI) for the Service Provider metadata resource.

SAML Identity Provider (IdP) Configuration

To configure single sign-on identity provider settings:

1. Navigate to Configuration > Identity > Single Sign-On.
2. Select the SAML IdP Configuration tab.

Figure 197: Configuring Single Sign-On > Identity Provider Parameters

IdP Portal Name:

Service Provider (SP) Metadata

SAML SP Configuration SAML IdP Configuration

Identity Provider (IdP) Metadata

ClearPass supports configuration of multiple IdP Portals.
To download metadata for a specific IdP, enter the IdP Portal name.

1dP Metadata URI: http://VM-5-109/networkservices/saml2/idp/cppm-metadata.xml?page=

Mo SAML Service Providers configured ¥ Add SP metadata

3. Specify the SAML IdP Configuration parameters as described in the following table;

Table 112: Single Sign-On

Identity Provider Configuration Settings

Parameter Action/Description

IdP Portal Name

1. Enter the name of the identity provider portal.
2. Todownload and view an XML file containing metadata for the Identity Provider
Uniform Resource Identifier (URI), click Download.

IdP Metadata URI

3. View the Uniform Resource Identifier (URI) for the |dP metadata resource.

Service Provider (SP)
Metadata

4. If you upload metadata for an SAML Service Providers, ClearPass can upload the SP
metadata for validation during the single-sign on process.

a. Click Add SP Metadata.
b. Enter the name of the service provider.

c. Upload the service provider metadata file.
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Table 112: Single Sign-On Identity Provider Configuration Settings (Continued)

Parameter Action/Description

CPPM Service Provider | SP Metadata section:

(SP) Metadata 5. Todownload and view an XML file containing metadata for the Service Provider
Uniform Resource Identifier (URI), click Download.

The Metadata URI:

6. View the location of this metadata file.

This section provides the following information:

e Adding aLocal User

e Modifying a Local User Account

e Importing and Exporting Local Users

e Setting Password Policy for Local Users

e Disabling Local User Accounts

ClearPass Policy Manager lists all local users in the Local Users page.

You can also add, import, export, set password policies, and configure the conditions for disabling accounts for
the local users using the links provided at the top-right corner of the Local Users page.

Adding a Local User

To add a local user in the Local Users table:

1. Navigate to Configuration > Identity > Local Users.
The Local Users page opens.

Figure 198: Local Users Page

Configuration » Identity » Local Users
Local Users 7 Add
& Import
o, Export All
[ Account Settings
Filter: User ID El contains ¥ £ Show |10 El records
# [l userma Name Role Status
1. ‘ D m1l ml [Employee] Enabled
Showing 1-1 of 1 Export | Delete

2. Click the Add link at the top-right corner the page.
The Add Local User page opens (see Figure 199).
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Figure 199: Adding a Local User

Add Local User <]

User ID:
Name: admin
Password: ssessene

Verify Password:

Enable User: (Check to enable user)

Change Password: [ (Check to force change password on next TACACS+ login)
Role: -- Select - E
Attributes

Attribute Value i
1.|Click to add...

m Cancel

3. Specify the Add Local User parameters as described in the following table, then click Add:

Table 113: Adding a Local User Parameters

Parameter Action/Description

User ID 1. Specify the local user's user ID.

Name 2. Enter the local user's name.

Password/ Verify Password 3. Specify a password for the local user, then verify the password.

Enable User 4. You must enable this check box to enable the local user account. Otherwise, the
local user account is disabled.

Change Password 5. Enable this check box to allow the user to change the password at the next
TACACS+ login (after authenticating with the old password).

Once the password is changed successfully, this option is automatically disabled.

NOTE: The option to change the password on the next login is applicable for

network device administration logins using TACACS+ only.
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Table 113: Adding a Local User Parameters (Continued)

Parameter Action/Description

Role

6. Select a static role to be assigned to the user from the Role drop-down list.

Attributes

7. To add attributes for the local users, click Click to add...
A new row is created with a drop-down list in the Attribute column. This field is
optional. The list of local user attributes are:

Department

Designation

Email

Phone

Sponsor

Title

To add a custom attribute in the Attribute column, select an attribute
from the drop-down list or enter any string.
NOTE: If you add a new custom attribute, it is available for selection in the Attribute
drop-down list for all local users.

b. Inthe Value column, enter a value for the attribute specified in the
corresponding row.

NOTE: All attributes entered for a local user are available in the role-mapping rules
editor under the LocalUser namespace.

When you click Add, you return to the Local User page where the following
message is displayed:

User <username> added successfully

o

Modifying a Local User

To modify a local user account:

Account

1. Navigate to the Configuration > Identity > Local Users page.
2. Click the User ID row that you want to edit.

The Edit Local User window opens.
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Figure 200: Modifying a Local User

Edit Local User o

User ID: mil
Name: mil
Password: FEEIBNINIIINNS
Verify Password: seessssERRRRRRS
Enable User: {Check to enable user)
Change Password: (] (Check to force change password on next TACACS+ login)
Role: [Employee] EI
Attributes
Attribute Value i
1.‘Title = Director of Sales i
2. Click to add...

3. Modify any values as necessary in the Edit Local User dialog.
4. Click Save.

Importing and Exporting Local Users

You can import or export the admin user accounts by using the Import and Export All links at the top-right
corner of the Local Users page.

For more information, see Importing and Exporting Information on page 31.

After selecting one or more user accounts from the list, you can also export specific user accounts by clicking
the Export button.

G The passwords of the local user accounts are not stored in clear text when exported to an XML file.
HOTE

Setting Password Policy for Local Users
To set password policies for the local users:

1. Navigate to the Configuration > Identity > Local Users page.
2. Click the Account Settings link.
The Account Settings page opens.
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Figure 201: Account Settings > Password Policy Settings Dialog

Account Settings o

Password Policy Disable Accounts

Minimum Length:
Complexity:
Disallowed Characters:

Disallowed Words (CSV):

Additional checks:

Expiry Days: 0
History: Must be different from previous passwords (1-99)
Reminder: Display reminder message after days (1-365)
Message to be displayed
® Password characters validation will take effect for users created or modified after changes are -

»

1

No password complexity requirement hd

1

] May not contain User ID or its characters in reversed order
May not contain repeated character four or more times consecutively

Save Cancel

3. Specify the Password Policy parameters as described in Table 114, then click Save.

Table 114: Password Policy Parameters

Parameter

Action/Description

Minimum Length

1. Specify the minimum length required for the password.

Complexity

2. Select the complexity setting from the Complexity drop-down list. The
complexity settings can be one of the following:

No password complexity requirement

At least one uppercase and one lowercase letter

At least one digit

At lease one letter and one digit

At least one of each: uppercase letter, lowercase letter, digit

At least one symbol

At least one of each: uppercase letter, lowercase letter, digit, and

symbol

Disallowed Characters

3. Specify the characters not to be allowed in the password.
NOTE: Password characters validation takes effect for users created or
modified after changes are saved.

Disallowed Words (CSV)

4. Specify the words not to be allowed in the password. Separate the
disallowed words with commas.

Additional Checks

5. Select any additional checks, if required. The options are:
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Table 114: Password Policy Parameters (Continued)

Parameter Action/Description

= May not contain User ID or its characters in reversed order.
= May not contain a repeated character four or more times
consecutively.

Expiry Days 6. Setthe password expiration time for local users.

The allowed range is 0 to 500 days. The default value is 0.
NOTE: If the value is set to 0, the password never expires. For any other
value, local users are forced to reset the expired password when they log in.
ClearPass alerts users five days before the password expires.

History 7. Specify the number of previous passwords for this user to be compared
against.

This option prevents users from setting a password that was used
recently. Valid options are from 1 to 99.

Reminder 8. Configure the reminder message.
Setting this option displays a reminder after n days to change the
password. The valid options are from 1 to 365. When set, this option only
displays a reminder; it does not prompt for a new password.
The message to be displayed can be set accordingly.
NOTE: The Reminder parameter is applicable for TACACS+ authentication
only. The other settings are applied to all users.

Disabling Local User Accounts
Disabling a local user account can happen in two ways:

e When alocal user tries to log in with an invalid password for a configured number of times defined by the
Failed attempts count parameter, the local user account is locked.

If the mechanism for logging in to ClearPass Policy Manager is Certificate + Password, the local user is allowed to
enter the password even if the certificate is invalid.

HOTE
e When the local user tries to log in with an invalid user certificate for a configured number of times defined
by the Failed attempts count parameter, the local user account is disabled.
A local user’s failed login attempts are counted only when the Password_Mismatch, Password_Not_Available, and
NoT e User_Authentication_Failed error messages occur.

o Toreset the Failed attempts count and enable a disabled local user account, click the Reset button (see
Table 115).

e ForLocal users whose accounts are locked due to account settings validations, and whose accounts are
enabled again after being locked out, entries are logged in both the Audit Viewer (see Audit Viewer on page
148) and the Event Viewer (see Event Viewer on page 150).

The Disable Account check occurs every day at midnight, except for the Failed attempts count. Other local
user configuration settings are applied to all local users.

To specify the conditions for disabling local user accounts:

1. Navigate to Configuration > Identity > Local Users.
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2. Click the Account Settings link.
The Account Settings page opens.

3. Select the Disable Accounts tab.
The Disable Accounts dialog opens.

Figure 202: Disable Accounts Dialog

Account Settings o
Password Policy Disable Accounts

Days Exceed: days (1-1000)

Date Exceeds:
Password not changed for: days (1-365)
Failed attempts count: times (1-100)

Reset failed attempts count: 1g reget failed attempts count and enable those users, click: M

* Disable Account check happens at midnight everyday except for Failed attempts count.

4. Specify the Disable Accounts parameters as described in Table 115, then click Save.

Table 115: Disable Accounts Parameters

Parameter Action/Description

Days Exceed 1. Specify the number of days before the account is disabled.
The range is from 1 to 100 days.

Date Exceeds 2. Specify the date when local users are disabled when the current date exceeds
the configured date.

The configured date can either be the current system date or a future date.
Entering a date prior to the current date is not supported.

Password not changed for 3. Specify the number of days allowed before the password must be changed
The range is from 1 to 365 days.

Failed attempts count 4. Specify the number of failed log-in attempts are allowed before the account is
disabled.
The range is from 1 to 100 attempts.

Reset failed attempts count 5. Toreset the failed attempts count to zero and reenable those local users who
were disabled after exceeding the failed attempts count, click Reset.

This section provides the following information:

e Viewing the List of Authentication Endpoints
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e Viewing Endpoint Authentication Details
e Performing Bulk Updates of Endpoint Attributes
e Triggering Actions to Be Performed on Endpoints

e Updating Device Fingerprints From a Hosted Portal
e Manually Adding an Endpoint

e Modifying an Endpoint

For related information, see:

e Configuring Endpoint Context Server Actions on page 590
e Adding Vendor-Specific Endpoint Context Servers on page 595

Viewing the List of Authentication Endpoints

ClearPass Policy Manager automatically lists all the endpoints that are authenticated in the Configuration >
Identity > Endpoints page.

Figure 203: Endpoints Page

Configuration » Identity » Endpoints
Endpoints # Add
3 Import
& Export All
@ select ALL matches () Select ANY match
Filter:| Device Category equals ¥ Router
Filter:| Device OS Family El equals ¥ Cisco =
Filter: | Device Name [=] equals ~ Cisco Router = Clear Filter show [10 [] records
# D MAC Address A Hostname Device Category Device OS Family Status Profiled
1.| 34934cb913b0 BO2-Router Router Cisco Unknown Yes
Showing 1-1 of 1 Authentication Records §§ Bulk Update J| Trigger Server Action § Update Fingerprint Delete

Table 116: Endpoint Page Parameters

Parameter Action/Description

Filters You can choose to select ALL matches or ANY matches.
Then you can specify from one to three device filters to refine the endpoint information you
wish to view.

MAC Address Displays the MAC address of the endpoint.

Hostname Specifies the host name of the endpoint.

Device Category

Indicates the category of the profiled device. For example, Access Points, Computer,
SmartDevice, VoIP phone, and so on.

Device OS Family

Specifies the operating system that the device runs on. For example, when the category is
Computer, ClearPass shows a Device OS Family of Windows, Linux, or Mac OS X.

Status Displays the status of the endpoint:
e Unknown
e Known client
e Unknown client
e Disabled client
Profiled Indicates whether the device has been added to the ClearPass Profile.
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Viewing Endpoint Authentication Details
To view the authentication details of an endpoint:

1. Fromthe Configuration > Identity > Endpoints page, select an endpoint by the clicking the
corresponding check box.
The Authentication Records button is now enabled.

2. Click the Authentication Records button.
The Endpoint Authentication Details page opens.

Figure 204: Endpoint Authentication Details

Endpoint Authentication Details L

MAC Address 001644b19320
Username Device Authentication Start Time s::i:f Manages Session ID =
1 10.2.50.29 ACCEPT ?gl;gOf;ZS 10.2.50.177 RO0OD00175-01-4f984115
2 10.2.50.29 ACCEPT iglgz;’[];—;’ZS 10.2.50.177 RODD0OD174-01-4f984107
3 10.2.50.29 ACCEPT 5215;0:;25 10.2.50.177 RO0OD00173-01-4f983fc9 :
4 10.2.50.29 ACCEPT ?Slf;o;—;@s 10.2.50.177 ROOD0D172-01-4f983fba
5 10.2.50.29 ACCEPT ?gllziog‘;zs 10.2.50.177 RO0OD00171-01-4f983e6e
6 10.2.50.29 ACCEPT ?glgéo;;ZS 10.2.50.177 RO0OD00170-01-4f983d2f
7 L 10.2.50.29 ACCEPT i[;lozé[];é’QS 10.2.50.177 ROOD0D16f-01-4f983d22
Andninainr S

Performing Bulk Updates of Endpoint Attributes

You can perform bulk updates of endpoint attributes, either for a single endpoint or for multiple endpoints
simultaneously.

To perform bulk updates of endpoint attributes:

1. Fromthe Configuration > Identity > Endpoints page, select one or more endpoints by the clicking the
corresponding check boxes.
The Bulk Update button is now enabled.

2. Click the Bulk Update button.
The Bulk Update Attributes dialog opens.
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Figure 205: Bulk Update Attributes

Bulk Update Attributes o

Selected MAC Addresses: 000000000001, 000000000002

Attributes

Attribute Value i
1.‘Context Server = true i
2.| 7] = @ @
3| Blacklisted App

Carrier

Compremised
Context Server

D rt t
Device Type

Device Vendor
Disabled By
Disabled Reason

Display Mame

3. Toselect an attribute you want to update, select Click to add, select the attribute from the Attribute list,
and then specify its Value.

4. Repeat the selection process for all the attributes you want to update, then click Update.

Triggering Actions to Be Performed on Endpoints
You can trigger endpoint actions for a single endpoint or for multiple endpoints simultaneously.
To trigger actions that are to be performed on selected endpoints:

1. From the Configuration > Identity > Endpoints page, select one or more endpoints from the Endpoints
page by clicking the corresponding check boxes.
The Trigger Server Action button is now enabled.

2. Clickthe Trigger Server Action button.
The Trigger Server Action page opens:

Figure 206: Endpoints > Trigger Server Action Page

Trigger Server Action o

1 endpoint(s) are selected for server action

Server Action: Check Point Login - AD User EI
Context Server: localhost El
Server Type: Generic HTTP

Action Description: Inform Check Point that user logged in.

3. Specify the Trigger Server Action page parameters as described in the following table, then click Start
Action:
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Table 117: Trigger Server Action Page Parameters

Parameter Action/Description

Server Action Select the server action from the drop-down list. The available server actions are as follows:
Check Point Login - AD User

Check Point Logout - Guest User

Fortinet Login

Fortinet Logout

Handle AirGroup Time Sharing

Infoblox Login

Nmap Scan

SNMP Scan

Context Server Enter a valid context server name. You can enter an IP address or domain name.

Server Type Indicates the server type specified when the server was configured.
Action Describes the action that will take place on the endpoint; for example, "Inform Check Point that
Description user logged in."

Updating Device Fingerprints From a Hosted Portal
You can update device fingerprints for a single endpoint or for multiple endpoints simultaneously.
To update device fingerprints from a hosted portal:

1. Fromthe Configuration > Identity > Endpoints page, select one or more endpoints by clicking the
corresponding check boxes.

The Update Fingerprint button is now enabled.

2. Click the Update Fingerprint button.
The Update Device Fingerprint page opens. By default, the Update Type is set to Override fingerprint
(see Figure 207).

Figure 207: Update Device Fingerprint Page: Override Fingerprint

Specify the device fingerprint for endpoint "00505 -
Update Type: @ override fingerprint © add fingerprint rule
Override profile details for the selected Endpoints

Specify device profile details

Device Category: -
Device OS Family: hd
Device Name: -
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Figure 208 shows the Update Device Fingerprint page when you set the Update Type to Add fingerprint

rule.

Figure 208: Update Device Fingerprint Page: Add Fingerprint Rule

Update Device Fingerprint o

Specify the device fingerprint for endpoint "0050569462d4" -

Update Type: ‘! Override fingerprint Q) add fingerprint rule

Update Profile with new fingerprint rule
Specify device profile details
Device Category: Server hl

Device OS Family: ClearPass s

Device Name: |CIearPass Appliance hd |

Device fingerprint selected from "0050569462d4"

Device profile will be updated with the fingerprint rule as follow

SNMP System Description: ClearPass CP-VA

3. Specify the Update Device Fingerprint page parameters as described in the following table, then click

Save:

Table 118: Update Device Fingerprint Parameters

Parameter | Action/Description

Update Type | Select one of the following update types:

device name) for the selected endpoint.

e Override fingerprint: Update the device profile details (device category, device OS family, and

e Add fingerprint rule: Update the device profile with a new fingerprint rule. This information is
displayed at the bottom of the Update Device Fingerprint page, as shown in Figure 208.

Specify Device Profile Details

Device Select the category the profiled device belongs to.

Category

Device OS Select the operating system configured on the device.

Family

Device Enter the name of the device. You can select the name of the device from the list.
Name

Manually Adding an Endpoint
To manually add an endpoint:

1. Fromthe Configuration > Identity > Endpoints page, click Add.
The Add Endpoint page opens.

ClearPass Policy Manager | User Guide

Configuring Identity Settings | 247



Figure 209: Add Endpoint Page

Add Endpoint o

MAC Address

Description:

Status

Attribute
1.|Click to add...

Attributes

@) known client '_) Unknown client '_ Disabled client

Value i

[ | cocel

2. Specify the Add Endpoint page parameters as described in the following table, then click Save:

Table 119: Add Endpoint Page Parameters

Parameter | Action/Description

MAC Specify the MAC address of the endpoint.
Address
Description Enter a description that provides additional information about the endpoin (recommended).
Status Specify the client status as:
e Known client
e Unknown client
e Disabled client
= You can use the Known client and Unknown client status in role-mapping rules by
specifying the Authentication:MacAuth attribute.
= You can use the Disabled client status to block access to a specific endpoint. This status is
automatically set when an endpoint is blocked from the Endpoint Profiler.
Attributes Add custom attributes for this endpoint.
Select the Click to add... row to add custom attributes.
You can enter any name in the attribute field. All attributes are of String datatype.
The Value field can also be populated with any string.
Each time you enter a new custom attribute, it is available for selection in the Attribute drop-down
list for all endpoints. All attributes entered for an endpoint are available in the role-mapping Rules
Editor.

Modifying an Endpoint

To modify an endpoint:

1. From the Configuration > Identity > Endpoints page, click the endpoint of interest from the list of

endpoints.

The Edit Endpoint page opens.
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Modifying an Endpoint
Figure 210: Edit Endpoint Page

Attributes Fingerprints
MAC Address 000000000002 IP Address 192. :
Description Static IP FALSE
Hostname Zorro
- Device Category |Computer | "|
status - Known clien.t Device OS Family [windows =]
@ Unknown client
@ Disabled client Device Name [windows =]
MAC Vendaor XEROX CORPORATION Added At Oct 20, 2016 19:556:59 PDT =
Added by Policy Manager Updated At Oct 26, 2016 12:06:48 PDT
Online Status @ offline
Connection Type Wireless
Access Point 0023eb268010
Network SSID Cisco-TEST-SSID-81

Profile Conflict Details —

Other Category: SmartDevice

Other Family: Android

-

Save Cancel

2. Specify the Edit Endpoint page parameters as described in the following table, then click Save:

Table 120: Edit Endpoint Page Parameters

Parameter Action/Description

MAC Address

Displays the MAC address of the endpoint.

Description

Enter a description that provides additional information about the endpoint
(recommended).

Status

Indicate the status of the selected endpoint as:
e Known client
e Unknown client
e Disabled client
= You can use the Known client and Unknown client status in role-mapping rules by
applying the Authentication:MacAuth attribute.
= You can use the Disabled client status to block access to a specific endpoint. This
status is automatically set when an endpoint is blocked from the Endpoint Profiler.

MAC Vendor

Displays the MAC OUI (Organizationally Unique Identifier) information for all endpoints
even when no other profiling information is available for an endpoint.

Added by

Displays the name of the ClearPass server that added the endpoint.

Online Status

Displays the online status of the endpoint:
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Table 120: Edit Endpoint Page Parameters (Continued)

Parameter Action/Description

e Green button: Online
e Red button: Offline
Connection Type Indicates the connection type; for example, Wireless.
If the connection type is not known, the connection type is displayed as Unknown.
Access Point Indicates the access point with which the endpoint device is associated.
Network SSID Indicates the SSID of the network in which the endpoint is deployed.
IP Address Displays the IP address that is associated with the endpoint.
Static IP Indicates whether the IP address of the endpoint is a static IP address (True or False).
Hostname Displays the host name or the IP address of the endpoint.
Device Category Select the device category that the endpoint belongs to from the drop-down list.
Device OS Family Specify the operating system that the endpoint runs on.
Device Name Select the name of the device from the drop-down list.
Added At Displays the date and time at which the endpoint was added.
Updated At Displays the date and time at which the endpoint was updated.

Configuring the Attributes for the Selected Endpoint
To configure the endpoint attributes for the selected endpoint:

1. Fromthe Edit Endpoint page, select the Attributes tab.
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Figure 211: Adding Endpoint Attributes

Edit Endpoint >

Attribute Value i
1.||Context Server [=] = [~] O @
2I||Blacklisted App

Carrier

Compremised
Context Server
Device Type
Device Vendor
Disabled By
Disabled Reason
Display MName
Enabled By
Enabled Reason
Encryption Enabled
Guest Rele ID
IMET

Infe URL

Mare choices

2. To add attributes for the selected endpoint, click Click to add...
A new row is created with a drop-down list in the Attribute column.
3. To add an attribute to the endpoint, select one or more attributes from the drop-down list , then click Save.

Viewing the Endpoint Fingerprint Details

The information displayed in the Edit Endpoint > Fingerprints page varies depending on what type of device
is selected and whether an Nmap-based network discovery scan has been run (see Configuring Nmap-Based
Endpoint Port Scans on page 147).

As shown in Figure 212, the Fingerprints details page shows the active and inactive Windows services and
processes for the selected Windows endpoint. Service names are listed alphabetically.

Figure 212: Endpoint Fingerprint Details Page

Edit Endpoint ]
Endpoint Attributes Fingerprints

Endpoint Fingerprint Details

CDP Device Description:

SMNMP Device Name: Cisco-Switch-48.1.cppm.test

SMMP System Description: Cisco 10S Software, C3750E Software (C3750E-UNIVERSALKS-M), Version 15.0(1)SE3,
RELEASE SOFTWARE (fc1) Technical Support: http://www.cisco.com/techsupport
Copyright {c) 1986-2012 by Cisco Systems, Inc. Compiled Wed 30-May-12 13:41 by
prod_rel_team

SMMP Device Type: Switch
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NOTE

Additional Endpoint Tasks
Delete an endpoint: Select the desired endpoint, then click Delete.
Export an endpoint: Select the desired endpoint, then click Export.
Export all endpoints: Click the Export All link in the upper-right corner of the page.
Import endpoints: Click the Import link in the upper-right corner of the page.

This section provides the following information:
About Static Host Lists
Adding a Static Host List
Static Hosts Lists Configuration Summary
Editing a Static Host List
Importing and Exporting Static Host Lists

About Static Host Lists

You can configure primary and backup servers, session details, and the list of static hosts for Static Host List
authentication sources.

A static host list often functions, in the context of the service, as a white list or a black list. Therefore, static host
lists are configured independently at the global level.

A static host list comprises a named list of MAC addresses or |P addresses, which can be invoked in the
following ways:
In service and role-mapping rules as a component.

For non-responsive services on the network (for example, printers or scanners), as an authentication
source. For more information, see Adding a Static Host List as an Authentication Source on page 226.

Only static host lists of type MAC address are available as authentication sources.

Internal Relational Database

An internal relational database stores the ClearPass Policy Manager configuration data as well as locally
configured user and device accounts.

The following predefined authentication sources represent the databases used to store local users, guest users,
and registered devices respectively:

[Local User Repository]
[Guest User Repository]
[Guest Device Repository]

While regular users reside in an authentication source such as Active Directory (or in other LDAP-compliant
stores), you can configure the temporary users, including guest users, in the Policy Manager local repositories.
Role Statically Assigned

For a user account created in a local database, the role is statically assigned to that account. This means you do
not need to specify a role-mapping policy for user accounts in the local database.

However, if new custom attributes are assigned to a user account (local or guest) in the local database, these
can be used in role-mapping policies.
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Preconfigured Filter

The local user database is pre-configured with a filter to retrieve the password and the expiry time for the
account. Policy Manager can perform MSCHAPv2 and PAP/GTC authentication against the local database.

Adding a Static Host List

To add a static host list to ClearPass:

1. Navigate to the Configuration > Identity > Static Host Lists page.

The Static Hosts Lists page opens.

Figure 213: Static Host Lists Page

Configuration » Identity » Static Host Lists

Static Host Lists

Filter:| Name EI contains ¥ +
# [ | namea Format Type Description
1. | D CPATS SHL MAC List List MACAddress MAC List
2. | [l cpaTs sHL mac Regex Regex MACAddress MAC Regex

Showing 1-2 of 2

2. Click Add.

The Add Static Host List dialog opens.

Figure 214: Adding a Static Host List

Configuration » Authentication » Sources » Add

Authentication Sources

=" Add
& Import
&, Export Al

Show 10 Elrecords
|

Export | Delete

m Static Host Lists Summary
Name:
Description:
P
YES: Static Host List v

Use for Authorization:

Authorization Sources:

Enable to use this Authentication Source to also fetch role mapping attributes

Remove
View Details

— Select - v

3. Specify the parameters to add a static host list as described in Table 121, then click Save.

Table 121: Add Static Host List Parameters

Parameter Action/Description

Name

1.

Enter the name of the static host list.

Description

Enter the description that provides additional information about the static host

list.

Host Format

e o o W

Select a format for expression of the address:
Subnet

Regular Expression

List
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Table 121: Add Static Host List Parameters (Continued)

Parameter Action/Description

Host Type 4. Selecta host type:
e |IP Address
MAC Address

Subnet 5. Enter the subnet address.

The new static host list is now available to be added as an authentication source. For details, see Adding a
Static Host List as an Authentication Source on page 227.

Static Hosts Lists Configuration Summary
You can use the Summary tab to view the static host list's configuration information.

Figure 215: Static Hosts Lists Configuration Summary

Configuration » Authentication » Sources » Add - CPATS Static Host List
Authentication Sources - CPATS Static Host List

General Static Host Lists

General:

Name: CPATS Static Host List

Description: CPATS Static Host List Auth Source
Type: SHL

Use for Authorization: =

Authorization Sources: =

Static Host Lists:

MAC Address Host Lists: 1. CPATS SHL MAC List
2. CPATS SHL MAC Regex

Editing a Static Host List

To edit a static host list:

1. Navigate to the Configuration > Identity > Static Host Lists page.
The Static Hosts Lists page opens.

2. Click on the name of the static hosts list you want to edit.
The Edit Static Host List dialog opens.
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Figure 216: Edit Static Host List Dialog

Edit Static Host List o

Name:

Description:

Host Format:

Host Type

List:

[CPATS SHL MAC List |

MAC List

Subnet
'/ Regular Expression
@ st

IP Address
@) MAC Address

78-da-6e-00-00-09 -
78-19-f7-00-00-03

Save Cancel

3. Make any required changes, then click Save.

Importing and Exporting Static Host Lists

You can import static host lists into ClearPass or export them to afile.

1.

Navigate to the Configuration > Identity > Static Host Lists page .

The Static Hosts Lists page opens.

2. Click on the name of the static hosts list you want to import or export.

To import a static host list into ClearPass, click the Import link.
4. To export a static host list to afile, click the Export All link.

For further details, see Importing and Exporting Information on page 31.

This section includes the following information:

Preconfigured Roles

Adding and Modifying Roles on page 257

Adding and Modifying Role-Mapping Policies on page 258

After authenticating a request, a Policy Manager service invokes its role-mapping policy, resulting in assignment
of a role(s) to the client. This role becomes the identity component of enforcement policy decisions.

HOTE

A service can be configured without a role-mapping policy, but only one role-mapping policy can be configured for
each service.

Preconfigured Roles

Policy Manager provides the following preconfigured roles:

[AirGroup v1]: Role for an AirGroup protocol version 1 request.
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[AirGroup v2]: Role for an AirGroup protocol version 2 request.

[Aruba TACACS read-only Admin]: Default role for read-only\ access to Aruba device.

[Aruba TACACS root Admin]: Default role for root access to Aruba device.

[BYOD Operator]: Operators with this profile can view and manage their own provisioned devices.
[Contractor]: Default role for a contractor

[Device Registration]: Operators with this profile can self-provision their devices for MAC authentication and
AirGroup sharing.

[Employee]: Default role for an employee.

[Guest]: Default role for guest access.

[MAC Caching]: Default role applied during MAC caching.

[Onboard Android]: Role for an Android device being provisioned.

[Onboard Chromebook]: Role for a Chromebook device being provisioned.

[Onboard iOS]: Role for an iOS device being provisioned.

[Onboard Linux]: Role for a Linux device being provisioned.

[Onboard Mac OS X]: Role for a Mac OS X device being provisioned.

[Onboard Windows]: Role for a Windows device being provisioned.

[Other]: Default role for another user or device

[TACACS API Admin]: APl administrator role for Policy Manager admin

[TACACS Help Desk]: Policy Manager Admin role, limited to views of the Monitoring screens

[TACACS Network Admin]: Policy Manager Admin role, limited to Configuration and Monitoring screens
[TACACS Read-only Admin]: Read-only administrator role for Policy Manager Admin

[TACACS Receptionist]: Policy Manager Guest provisioning role

[TACACS Super Admin]: Policy Manager Admin role with unlimited access to all user interface screens

Roles can range in complexity from a simple user group (for example, Finance, Engineering, or Human
Resources) to a combination of a user group with some dynamic constraints (for example, “Night Shift Worker,”
an employee in the Engineering department who logs in through the network device between 8:00 p.m. and
5:00 a.m on weekdays). It can also apply to a list of users.

A Role-Mapping Policy reduces client (user or device) identity or attributes associated with the request to Role
(s) for Enforcement Policy evaluation. The roles ultimately determine differentiated access.

For more information, see Configuring a Role and Role-Mapping Policy on page 255.

Figure 217 illustrates the role-mapping process and workflow.
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Figure 217: Role-Mapping Process

RGIE Mappi“g For Selact Firsf Match rules, Polay Manager feshs the

requist againg a ist of roip-mapping roles, in order of
prioriy, wnfdl fhe client malches a role or faid's on the last
g,

For Select All Matches ez, Policy Mansger tests the
ruesl ageing! aif mig-magning nies

Fole match{es)?

Mo maichias)

. Faolicy Manager
Policy Mdﬂﬂ:_lgﬂf appends mapped
de?&plf.ff:m'ﬁ tcj:h roles (roles derived by
m:st = mapping) to the
req request
Arole can be:

e Authenticated through predefined single sign-on rules.

e Associated directly with a user in the Policy Manager local user database.

e Authenticated based on predefined allowed endpoints.

o Associated directly with a static host list, again through role mapping.

o Discovered by Policy Manager through role mapping.
Roles are typically discovered by Policy Manager by retrieving attributes from the authentication source.
Filter rules associated with the authentication source tell Policy Manager where to retrieve these attributes.

o Assigned automatically when retrieving attributes from the authentication source. Any attribute in the
authentication source can be mapped directly to arole.

Adding and Modifying Roles

Roles exist independently of an individual service and can be accessed globally through the role-mapping policy
of any service,

Policy Manager lists all available roles in the Roles page.
To add arole:

1. Navigate to Configuration > Identity > Roles.
The Roles page opens.
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Figure 218: Roles Page

Configuration » Identity » Roles

Roles T Add
& Import
&, Export All
Filter:| Name [=] contains - show (10 [+] records
# ! Name & Description
1.|E [AirGroup Administrator] Operators with this role can manage multiple devices that are shared with all users
2.|0 [AirGroup Operator] Operators with this role can self-provision devices within their personal WLAN
z. |3 [AirGroup v1] Role for an AirGroup protocal version 1 request
4.|[ [AirGroup v2] Role for an AirGroup protocol version 2 request
5.0 Aruba-AP
6.0 [Aruba TACACS read-only Admin] Default role for read-only access to Aruba device
7.3 [Aruba TACACS root Admin] Default role for root access to Aruba device
8./ [BYOD Operator] Operators with this profile can view and manage their own provisioned devices
9.|d Computer
10.|@ [Contractor] Default role for a contractor
Showing 1-10 of 99 B> ¥ Export | Delete

You can also configure a role from within a role-mapping policy (Add New Role).

2. Click Add.
The Add New Role page opens.

Figure 219: Add New Role Page

Add New Role

Name: [ |

Description:

3. Definethe Add New Role parameters as described in the following table, then click Save.

Table 122: Add New Role Page Parameters

Parameter | Action/Description

Name Enter the name of the role.

Description Optionally, enter the description that provides additional information about the new role
(recommended).

Adding and Modifying Role-Mapping Policies
This section includes the following information:

e Adding a Role-Mapping Policy

e Mapping Rules

e Modifying a Role-Mapping Policy
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Adding a Role-Mapping Policy
To add a role-mapping policy:

1. Navigate to the Configuration > Identity > Role Mappings page.
The Role Mappings page opens:

Figure 220: Role Mappings Page

Configuration » Identity » Role Mappings

Role Mappings  Add
&, Import
& Export All
P
Filter:| Name [=] contains ~ + “ Clear Filter Show |10 [x] records
# ! Name 4 Description Default Role
1B [AirGroup Version Match] rseszsn:daﬂned mapping to identify the protocol version of an AirGroup [AirGroup v1]
2.|E@ Automation_Rolemapping eTIPS_Guest
3.0 Auto_Rolemapping_4_UnknownClient eTIPS_Guest
4./ AUTO_SHL_MAPPING eTIPS_Guest
5.|[C] Device-Type-Role-Mapping Computer
6.0 [Guest Roles] The roles used by Guest. [Employee]
2. @ Onboard Authorization I;/Iyappes RADIUS authorization attributes to a role for the Onboard device fGuest]
a.|d rajesh-role Aruba-AP
9.|[@ [SMU]JAD-Account-Exist Aruba- AP
10.|@ [SMU] Switch Management TACACS role mapping [Other]
Showing 1-10 of 16 B> B Copy | Export | Delete
2. Click Add.

The Add Role-Mappings page opens to the Policy tab.

The Policy tab labels the method and defines the default role. The default role is the role to which Policy
Manager defaults if the role-mapping policy does not produce a match for a given request.

Figure 221: Role Mappings > Policy Tab

Configuration » Identity » Role Mappings » Add

Role Mappings

Mapping Rules Summary

Policy Name:

Description:

Default Role:

[Contractor] pdl View Details Modify Add new Role

3. Specify the Role Mappings > Policy parameters as described in the following table:

Table 123: Role Mappings > Policy Parameters

Parameter | Action/Description

Policy Name | Enter the name of the role-mapping policy.

Description Enter the description that provides additional information about the role mapping policy.

Default Role | Selectthe role to which Policy Manager will default when the role-mapping policy does not produce
a match.
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Table 123: Role Mappings > Policy Parameters (Continued)

Parameter | Action/Description

View Details | To view the details of the default role, click View Details.

Modify To modify the default role, click Modify.
Add New To add a new role, click Add New Role.
Role

Mapping Rules

The Mapping Rules tab selects the evaluation algorithm to add, edit, remove, and reorder rules (see Figure

222).

Figure 222: Role Mapping > Mapping Rules Page

Policy Mapping Rules Summary

Rules Evaluation Algorithm: @ select first match © Select all matches

Role Mapping Rules:

Conditions Role Name
(Authorization: [Admin User Repository]:Role_Name EQUALS ADMIN) [Contractor]
"|OR (Authorization:[Admin User Repository]:Role_Name EQUALS SYSADMIN)
(Authentication:Status EQUALS Machine) [Contractor]
"|OR {Authorization: [Admin User Repository]:Role_Name EQUALS ADMIN)
Add Rule Move Up [ aitkue ]

To add a mapping rule:
1. Click Add Rule.
The Rules Editor page opens.

Figure 223: Rules Editor Page

Rules Editor o

Matches @ ANY or © ALL of the following conditions:

Type Name Operator Value i
1.|Authentication Status EQUALS Machine T
2_||Authorization:Avenda AL |'| |member0ﬂ |'| |EQUALS |'| CorporateAssets [ g
department Monday, Tuesday,

3.|Date title ELONGS_TO Wednesday, Thursday, iy
countryCode Friday

4.|Click to add... msMPAllowDialin

< memberOf

distinguishedMName

name

Role Name: Conferencelaptop h

2. Specify the Role Mappings Page > Rules Editor page parameters as described in the following table.
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Table 124: Rules Editor Page Parameters

Parameter Action/Description

Type The Rules Editor appears throughout the Policy Manager interface. It exposes different
namespace dictionaries, depending on context. (Refer to Namespaces on page 875.)

In the role mapping context, Policy Manager allows attributes from following namespaces:
Application

Application:ClearPass

Application:SSO

Authentication

Authorization

Authorization:<authorization_source_instance>: Policy Manager shows each instance of the
authorization source for which attributes have been configured to be fetched (see Adding
and Configuring Authentication Sources on page 190). Only those attributes that have been
configured to be fetched are shown in the attributes drop-down list.

Certificate

Connection

Date

Device

Endpoint

GuestUser

Host

LocalUser

Onboard

TACACS

RADIUS: All enabled RADIUS vendor dictionaries.

Name Displays the drop-down list of attributes present in the selected namespace.

Operator Displays the drop-down list of context-appropriate (with respect to the attribute data type)
operators. For more information about operators, seeOperators on page 886.

Value Depending on attribute data type, this may be a free-form (one or many line) edit box, a drop-
down list, or a time/date widget.

The operator values that display for each type and name are based on the data type specified for the authentication
E source (from the Configuration > Authentication > Sources page). If, for example, you modify the UserDN Data

type on the authentication sources page to be an integer rather than a string, then the list of operator values here
will populate with values that are specific to integers.

Modifying a Role-Mapping Policy

After you save your role-mapping configuration, it is displayed in the Mapping Rules list.
To modify a role-mapping policy:

1. Select the rule you wish to modify.

2. Thenyou can move the rule up or down in the list, edit the rule, or remove the rule.
3. Click Save.
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Chapter 6
Posture

This chapter provides the following information:

e Posture Architecture and Flow

e Creating a New Posture Policy

e Configuring Posture Policy Agents and Hosts
e Configuring Posture Policy Plug-ins

e Configuring Posture Policy Rules

e Configuring Posture for Services

e Configuring Audit Servers

e Unified Agent System Tray Status Icons

This section provides the following information:
e Posture Policy

e Audit Servers

e Assessing Client Consistency

e Application Token

e System Token

Policy Manager supports two types of posture checking: posture policies and audit servers.

Posture Policy

Policy Manager supports four pre-configured posture plug-ins for Windows, one plug-in for Linux®, and one
plug-in for Mac OS® X, against which administrators can configure rules that test for specific attributes of client
health and correlate the results to return application posture tokens for processing by enforcement policies.

G A service can also be configured without any posture policy.

Audit Servers

Audit servers provide posture checking for unmanageable devices, such as devices lacking adequate posture
agents or supplicants. In the case of such clients, the audit server's post-audit rules map clients to roles.

Policy Manager supports two types of audit servers:

o NMAP audit server: Primarily used to derive roles from post-audit rules.
o NESSUS audit server: Primarily used for vulnerability scans (and, optionally, post-audit rules).
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Figure 224: Posture Evaluation Process
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Posture Tokens: Healthy, Checkup, Transition, Quarantine, Infected, Unknown

Assessing Client Consistency

ClearPass Policy Manager uses posture evaluation to assess client consistency with enterprise endpoint health

policies, specifically with respect to:

e Operating system version/type

o Registry keys/services present (or absent)

e Antivirus/antispyware/firewall configuration

e Patch level of software components

o Peer-to-Peer (P2P) application checks

e Services to be running or not running

o Processes to be running or not running

Application Token

Each configured health check returns an application token representing health:

o Healthy. Client is compliant: there are no restrictions on network access.

e Checkup. Client is compliant; however, there is an update available. This can be used to proactively

remediate to healthy state.

e Transient. Client evaluation is in progress; typically associated with auditing a client. The network access

granted is interim.

¢ Quarantine. Client is out of compliance; restrict network access so the client only has access to the

remediation servers.
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¢ Infected. Client is infected and is a threat to other systems in the network; network access should be
denied or severely restricted.

e Unknown. The posture token of the client is unknown.

System Token

Upon completion of all configured posture checks, Policy Manager evaluates all application tokens and
calculates a system token, equivalent to the most restrictive rating for all returned application tokens. The
system token provides the health posture component for input to the enforcement policy.

This section provides the following information:

e About the Unified Agent
e Unified Agent System Tray Icons
e OnGuard-Only System Tray Icons

About the Unified Agent

ClearPass Onguard agent is integrated with Aruba VIA (Virtual Internet Adapter) to support both VIA
functionality and Onguard agent system health status collection. Thus, the integrated product is the called the
Unified Agent.

NAP (Network Access Protection) is a framework to collect system health status on Microsoft clients.
ClearPass supports health status collection for both NAP and OnGuard.
The Unified Agent System Tray icons display the following states of the Unified Agent status:

e OnGuard health status

e Trusted or untrusted network status
e VPN connectivity status

e Error conditions

Unified Agent System Tray Icons
Table 125 describes that icons that indicate the possible states for the Unified Agent.

Table 125: Unified Agent System Tray Icons

OnGuard Status Network Type VPN Status Icon
Healthy Trusted Connected n
Healthy Trusted Disconnected ®

Unhealthy Trusted Connected .
Unhealthy Trusted Disconnected
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Table 125: Unified Agent System Tray Icons (Continued)

OnGuard Status Network Type VPN Status Icon
Healthy Untrusted Connected -
Healthy Untrusted Disconnected ®
Unhealthy Untrusted Connected

Unhealthy Untrusted Disconnected

Healthy N/A Error

Unhealthy N/A Error

Logged Out: No Health N/A Error

Status

Error Trusted Connected .
Error Trusted Disconnected
Error Untrusted Connected ®
Error Untrusted Disconnected
Error No Profile N/A m
Error N/A Error n
Healthy No Profile N/A ®
Unhealthy No Profile N/A n
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Table 125: Unified Agent System Tray Icons (Continued)

OnGuard Status Network Type VPN Status Icon
Logged Out: No Health No Profile N/A
Status
Logged Out: No Health Trusted Connected n
Status
Logged Out: No Health Untrusted Disconnected 'I
Status

OnGuard-Only System Tray Icons

Table 126 describes that icons that indicate the possible states for OnGuard-only.

Table 126: OnGuard-Only System Tray Icons

OnGuard Status Network Type VPN Status Icon
Healthy N/A N/A ®
Unhealthy N/A N/A

Logged Out: No Health N/A N/A @
Status

Error N/A N/A n

This chapter provides the following information:

e About ClearPass Posture Policies

e Creating a New Posture Policy

About ClearPass Posture Policies

ClearPass Policy Manager evaluates the health of the clients that request access using posture policies and an
audit server.

All these methods return posture tokens (for example, Healthy and Quarantine) for used by Policy Manager as
input into an enforcement policy. You can associate one or more posture methods with a single service.

ClearPass Policy Manager forwards all or part of the posture data received from the client to a posture server.
Nmap (Network Mapper) or Nessus audit servers provide posture checking for unmanageable devices, such as
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devices lacking adequate posture agents or supplicants. For more information on audit servers, see
Configuring Audit Servers on page 338.

Creating a New Posture Policy
From the Posture Policies page, you can create a new policy or edit an existing policy.
To create a new posture policy:

1. Navigate to Configuration > Posture > Posture Policies.
The Posture Policies page displays a list of all existing posture policies.

Figure 225: Posture Policies Page

Configuration » Posture » Posture Policies

Posture Policies * Add
%Import
&, Export Al
Filter:| Name El contains ¥ Show | 10 ElFECOFCIS
# [ | namea Description

1. | [[] cpaTs Linux Posture - Unhealthy Client
2. | [ cpaTs maC Posture - Unhealthy Client
38 | |:| CPATS Windows Posture - Unhealthy Client

Showing 1-3 of 3 Copy | Export | Delete |

2. Click the Add link.
The Add Posture Policies configuration dialog opens.

Figure 226: Add Posture Policies Configuration Dialog

Configuration » Posture » Posture Policies » Add

Posture Policies

Posture Plugins Rules Summary

Policy Name:

Description:

Posture Agent: ) NAP Agent '@ OnGuard Agent (Persistent or Dissolvable)
Host Operating System: '@ windows ' Linux '_) Mac 0S X

Restrict by Roles: -

Remove

Select or type role names

- T

3. Configure the information in the Add Posture Policies page as described in Configuring Posture Policy
Agents and Hosts on page 269.

= Forinformation on configuring the posture policy plug-ins, see Configuring Posture Policy Plug-ins on
page 272.

= Forinformation on configuring posture policy rules, see Configuring Posture Policy Rules on page 335.
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This section provides the following information:

e Introduction
e NAP Agent Posture Plug-ins
e OnGuard Agent Posture Plug-ins

Introduction
To configure posture policy agents and hosts:

1. Navigate to Configuration > Posture > Posture Policies.
The Posture Policies page displays a list of all existing posture policies.

Figure 227: Posture Policies Page

Configuration » Posture » Posture Policies

Posture Policies 7 Add
%Import
&, Export All

Filter:| Name [*] contains ~ Show |10 [¥] records

# [ | Namea Description
1. | [C] cpaTs Linux Posture - Unhealthy Client
28 | [[] cpaTs maC Posture - Unhealthy Client
Z | [[] cpaTs windows Posture - Unhealthy Client

Showing 1-3 of 3 Copy | Export | Delete |

2. Click the Add link.
The Add Posture Policies page opens.

Figure 228: Add Posture Policies Page

Configuration » Posture » Posture Policies » Add

Posture Policies

Posture Plugins Rules Summary

Policy Name:

Description:

Posture Agent: ) NAP Agent '@ OnGuard Agent (Persistent or Dissolvable)
Host Operating System: '@ windows ' Linux '_) Mac 0S X

Restrict by Roles: -

Remove

Select or type role names

- T

3. Usethe Posture Policies > Policy dialog to configure the policy name and description, select a posture
agent and host operating system, and specify role restrictions.

Specify the Add Posture Policy parameters as described in the following table:
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Table 127: Add Posture Policy Parameters

Parameter Action/Description

Policy Name 1. Enter the name assigned to the policy by the ClearPass Policy Manager administrator.
Description 2. Specify the description that provides additional information about the posture policy.
Posture Agent 3. Select the posture agent type.

For detailed information on these agents, see NAP Agent Posture Plug-ins on page 270 and
OnGuard Agent Posture Plug-ins on page 270.

Host Operating 4.,
System

Specify whether the host is using a Windows, Linux, or MAC OS X operating system.

Restrict by Roles 5. Apply the posture policy to the selected roles.

NAP Agent Posture Plug-ins

When you select NAP Agent as the Posture agent, you can configure the posture plug-ins as described in
Table 128:

Table 128: NAP Agent: Windows OS Posture Plug-ins Support

Plug-in Description Windows Support
Windows System The Windows System Health Validator e Windows 10: Yes
Health Validator permits or denies client computers to e Windows 8: Yes
connect to your network. The Windows e Windows 7: Yes
System Health Validator also restricts e Windows Vista: Yes
client access to computers thathavea | o \windows XP Svc Pack 3: Yes
service pack less than service pack x. o Windows Server 2008, 2008R2: Yes
e Windows Server 2012, 2012R2: Yes
Windows Security The Windows Security Health Validator | e Windows 10: Yes
Health Validator permits or denies client computers e Windows 8: Yes
access to your network, subject to e Windows 7: Yes
checks of the client's system for e Windows Vista: Yes
Firewall, Virus Protection, Spyware o Windows XP Svc Pack 3: Yes
Protection, Automatic Updates, and o Windows Server 2008, 2008R2: No
Security Updates. o Windows Server 2012, 2012R2: No
NOTE: If you configure the Windows
Security Health Validator posture plug-
in for Windows XP, spyware protection
is disabled.

OnGuard Agent Posture Plug-ins

Select OnGuard Agent (Persistent or Dissolvable) as the Posture Agent for use in the following

scenarios:

e An environment that does not support 802.1X-based authentication. For example, some legacy Microsoft

Windows operating systems or legacy network devices.

e An environment configured with an operating system that provides support for 802.1X natively, but does

not have a built-in health agent. Macintosh OS X is an example of this type of environment.
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When you select the Posture Agent: OnGuard Agent (Persistent or Dissolvable), you can configure the

posture plug-ins for:

o Windows (see Table 129)
e Macintosh OS X (see Table 130)

o Linux (see Table 131)

Table 129: OnGuard Agent Validator Posture Plug-in Windows OS Support

Plug-in

ClearPassWindows
Universal System
Health Validator

Description

The configurable parameter
categories for this validator are:
Services, Processes, Registry Keys,
AntiVirus, AntiSpyware, Firewall, Peer
To Peer, Patch Management,
Windows HotFixes, USB Devices,
Virtual Machines, Network
Connections, Disk Encryption,
Installed Applications, and File Check.

Windows Support

Windows 10: Yes

Windows 8: Yes

Windows 7: Yes

Windows Vista: Yes

Windows 2003: Yes

Windows XP Svc Pack 3: Yes

Windows Server 2008, 2008R2: Yes

NOTE: Configuration for Windows Server 2008
applies also to Windows Server 2008R2.

e Windows Server 2012, 2012R2: Yes

NOTE: Configuration for Windows Server 2012
applies also to Windows Server 2012R2.

Updates.

NOTE: If you configure the posture
plug-in for Windows XP, spyware
protection is disabled.

Windows System The Windows System Health Validator | e Windows 10: Yes
Health Validator allows you to configure client e Windows 8: Yes
computers that can connect to your e Windows 7: Yes
network, and clients that are e Windows Vista: Yes
restricted from your network. Access | o \Windows 2003: Yes
is determined by a check of the o Windows XP Svc Pack 3: Yes
service pack level. You can determine | _ Windows Server 2008, 2008R2: Yes
the service pack level. « Windows Server 2012, 2012R2: Yes
Windows Security The configurable parameter e Windows 10: Yes
Health Validator categories for this validator allowyou | e Windows 8:Yes
to configure parameters that permit o Windows 7: Yes
or deny client computers access to e Windows Vista: Yes
your network, subject to checks of the | , windows 2003: No
client's system for Firewall, Virus o Windows XP Svc Pack 3: Yes
Protection, Spyware Protection, » Windows Server 2008, 2008R2: No
Automatic Updates, and Security +  Windows Server 2012, 2012R2: No
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Table 130: OnGuard Agent (Persistent or Dissolvable) Posture Plug-ins for Mac OS X

Plug-in Description

ClearPass Macintosh OS X Universal The configurable parameter categories for this validator are:
System Health Validator Services

Processes

AntiVirus
AntiSpyware

Firewall

Patch Management
Peer-to-Peer

USB Devices

Virtual Machines
Network Connections
Disk Encryption
Installed Applications
File Check

Table 131: OnGuard Agent (Persistent or Dissolvable) Posture Plug-ins for Linux

Name of the Plug-in Description
ClearPass Linux Universal System The configurable parameter categories for this validator are:
Health Validator = Services

= AntiVirus

The Posture Plugins dialog of the Posture Policies page allows you to configure plug-ins for the posture
policy. The plug-ins available on this tab vary, depending upon whether the policy is using a Network Access
Protection (NAP) agent or the OnGuard Agent (Persistent or Dissolvable) plug-in.

To configure posture policy plug-ins:
1. Navigate to Configuration > Posture > Posture Policies.

The Posture Policies page appears.

Figure 229: Posture Policies Page

Configuration » Posture » Posture Policies

Posture Policies ¥ Add
& Import
&, Export All
Filter:| Name El contains ¥ + Show | 10 Elrecords
# [ | Namea Description

1. | |:| CPATS Linux Posture - Unhealthy Client
- | [l cpaTs MAC Posture - Unhealthy Client
3. | [l cpaTs windows Posture - Unhealthy Client

Showing 1-3 of 3 Copy | Export | Delete |

2. Click Add.
The Add Posture Policies page appears.
3. Inthe Policy tab, specify the following:
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= Policy Name
= Description
= Posture Agent
= Host Operating System
4. Select the Posture Plugins tab.
The Add Posture Plugins page appears.

Figure 230: Add Posture Plugins Page

Configuration » Posture » Posture Policies » Add

Posture Policies

Policy Posture Plugins Rules Summary

Select one/more plugins:

Plugin Name Plugin Configuration Status
‘ ClearPass Windows Universal System Health Validator View Not Configured
I ‘ Windows System Health Validator Configure View -
[l ‘ Windows Security Health Validator Configure View

You can configure the following posture plug-ins in the Posture Policies page:
m ClearPass Windows Universal System Health Validator > OnGuard Agent on page 273
= Windows System Health Validator: NAP Agent on page 332
m  Windows System Health Validator: OnGuard Agent on page 311
m  Windows Security Health Validator: NAP Agent on page 333
5. Select the check box of the plug-in you wish to configure.
6. To view the configuration page for the selected plug-in, click Configure.

Configuring OnGuard Agent Plugins

If you select the OnGuard Agent option in the Policy tab of the Posture Policies page, the Posture Plugins
tab allows you to configure different plugin types for hosts running Windows, Linux, and Mac OS X operating
systems. Refer to the following topics for details on each plugin type:
e ForWindows:

m ClearPass Windows Universal System Health Validator > OnGuard Agent on page 273

= Windows System Health Validator: OnGuard Agent on page 311

m  Windows Security Health Validator: OnGuard Agent on page 312
e ForLinux: ClearPass Linux Universal System Health Validator Plugin on page 313
e ForMac OS X: ClearPass Macintosh OS X Universal System Health Validator: OnGuard Agent on page 316

The following figure displays the Posture Policies - Posture Plugins tab:

Figure 231: OnGuard Agent Plugin Options for Mac OS X

Configuration » Posture » Posture Policies » Add

Posture Policies

Policy Posture Plugins Rules Summary

Select one/more plugins:

Plugin Name Plugin Configuration Status
D‘ ClearPass Mac OS X Universal System Health Validator Configure | View | -

ClearPass Windows Universal System Health Validator > OnGuard Agent
To configure the ClearPass Windows Universal Health System Health Validator (OnGuard Agent):

1. Navigate to Configuration > Posture > Posture Policies, then click Add.

ClearPass Policy Manager | User Guide Posture | 273



The Add Posture Policies dialog opens.

Figure 232: Adding a Posture Policy

Configuration » Posture » Posture Policies » Add
Posture Policies

Posture Plugins Rules

Summary

Policy Name:

Description:

Posture Agent: ) NAP Agent '@ OnGuard Agent (Persistent or Dissolvable)

Host Operating System: @ windows O Linux ©) Mac 05 X

Restrict by Roles: -

Remaove

Select or type role names

- T

Enter the name and a description of the posture policy.

Posture Agent: Choose OnGuard Agent (Persistent or Dissolvable).
Host Operating System: Windows is selected by default.

Click Next.

The Posture Plugins dialog opens.

o N T o

Figure 233: Selecting the Windows Posture Plugin

Configuration » Posture » Posture Policies » Add
Posture Policies

Policy Posture Plugins Rules

Summary

Select one/more plugins:

Plugin Name Plugin Configuration

v
D‘ Windows System Health Validator Configure | View |
D‘ Windows Security Health Validator Configure | View |

‘ ClearPass Windows Universal System Health Validator

Not Configured

Status

2. Inthe Posture Plugins page, click the check box for ClearPass Windows Universal System Health

Validator.
3. Click Configure.

The ClearPass Windows Universal System Health Validator page opens.
4. Select the desired version of Windows.

5. To enable checks for the selected version, click the Enable checks for Windows Server check box.
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Figure 234: ClearPass Windows Universal System Health Validator Page

‘Windows Server 2003
[¥lEnable checks for Windows Server 2012

‘Windows XP

Remediation checks [¥lauto Remediation [¥luser notification

Service Groups for Services to Run Pass All El m
Service Group Name Evaluation Rule Services List i}

‘Windows Vista
Windows 7

‘Windows Server 2008

Windows 8

‘Windows 10

Windows Server 2012

£ Services o
£} Processes
Registry Keys

gA liv_ry v Service Groups for Services to Stop Pass All El m
ntivirus 3

£ Antis " | Service Group Name Evaluation Rule Services List juj
ntiSpyware

{3 Firewall

{2 Peer To Peer TR
{2 Patch Management
{2 Windows Hotfixes
{2 USB Devices

4\:‘”" T "| »

Quarantine Message

Reset Save | Cancel

The following list of configuration pages for the selected version of Windows appears (see Figure 234):
e Serviceson page 275
e Processes on page 280
e Registry Keys on page 283
e AntiVirus on page 286
e AntiSpyware on page 287
e Firewall on page 289
e PeerTo Peeron page 290
e Patch Management on page 291
e Windows Hotfixes on page 295
e USB Devices on page 300
e Virtual Machines on page 300
e Network Connections on page 301
e Disk Encryption on page 303
e Installed Applications on page 304
e File Check on page 307
6. When finished, click Save.

Services

The Service feature allows network admins to determine how the overall health status of the Services health
class is determined—whether by using an AND condition (for example, Group 1 AND Group?2) or an OR condition
(for example, Group1 OR Group?2).

Regarding services, for example, admins can run checks such as Service 1 AND Service2 OR Service3 AND Service4.
You can also use the Services page to verify the group of services to be present or absent and specify the
service groups and services to run on a client.
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To define Windows Service Groups, specify the evaluation rules, and add or remove specific Windows services

on the endpoint:

vk W=

Navigate to Configuration > Posture > Posture Policies, then click Add.

From the Add Posture Policies page, select the Posture Plugins tab.

Select the ClearPass Windows Universal System Health Validator, then click Configure.
Select the Windows operating system, then check the Enable checks for Windows_OS.
Select Services.

The Services health class configuration page opens:

Figure 235 displays an example of the ClearPass Widows Universal System Health Validator >
Services configuration page and highlights examples of the evaluation rule for groups and the evaluation
rule for services:

Figure 235: Specifying Service Groups to Run

Posture Policies

Windows Server 2003

Windows XP

Windows Vista

Windows 7

oyservices|

4J Processes

i Registry Keys

4 AntiVirus

{J AntiSpyware

£ Firewall

i) Peer To Peer

4J Patch Management
1 Windows Hotfixes
41 USB Devices

£ Virtual Machines

< | 1
Windows Server 2008

Windows 8

Windows 10

Quarantine Message

Configuration » Posture » Posture Policies » Add

ClearPass Windows Universal System Health Validator

Remediation checks ¥lauto Remediation [“luser no
M Service Groups for Services to Run Fass Any One =] Add
~ Service Group Name Evaluation Rule Services List o
S
| Pass_all_svc_Group Pass All Application Management g
Pass_Anyone_Svc_Group Pass Any One Application Layer Gateway Service i

! Service Groups for Services to Stop

# Network Connection ©

Evaluation Rule

b [lEnable checks for Windows 7 for Groups

Evaluation Rule
for Services

Evaluation Rule for
Groups

5
b

Service Group Name Evaluation Rule Services List

6. Specify the ClearPass Widows Universal System Health Validator > Services configuration
parameters as described in the following table:

Table 132: Services Configuration Parameters

Parameter Action/Description

Auto Remediation

Enable to allow auto-remediation for service checks. Enabling this option automatically
stops or starts services based on the entries in Service to Run and Services to Stop
configuration.

Auto-remediation for the Services health class is enabled by default.

User Notification

When enabled, a remediation message that includes the groups of services to be
present or absent is displayed to the end user.
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Defining the Service Group to Be Present

You can configure the name of the service group and specify the evaluation rule for the service group.

1. To configure the Service Groups for Services to Run, click Add.

The Add Service Group to Be Present dialog opens.

Figure 236: Specifying the Service Group Evaluation Rule

Windows Server 2003

Enable checks for Windows 10

Windows XP

Windows Vista Service Group to be Present -
Add

Windows 7

Windows Server 2008 Enter the Service Group Name

Windows 8 Service Group Evaluation Rule Pass All ILI

Windows 10 ) |Services to be Present Pass Any One

4} Processes

£ Registry Keys

4J AntiVirus

{J AntiSpyware E
£ Firewall

i) Peer To Peer

4J Patch Management

i Windows Hotfixes I
47 USB Devices

£ Virtual Machines

#1 Network Connectior

< | 11l | »

Quarantine Message

Reset

{3 Services » | Service Names

ClearPass Windows Universal System Health Validator o

Add

2. Specify the Add Service Group to Be Present parameters as described in the following table:

Table 133: Add Service Group to Be Present Parameters

Parameter Action/Description

Enter the Service Group
Name

1.

Enter the name of the Service Group.

Service Group Evaluation
Rule

2. Select the appropriate Service Group Evaluation Rule:
Pass All: Select this evaluation rule if you want the Services health class to be
deemed as healthy only if all the configured service groups are present.

Pass All is the equivalent of an AND condition.

Pass Any One: Select this evaluation rule if you want the Services Check health
class to be deemed as healthy even if any one of the configured service groups are

present.
Pass Any One is the equivalent of an OR condition.

Specifying the Services to Be Present

To specify the services to be present:

1. Click the Services to Be Present > Add button.
The Add Services to Run dialog opens.
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Figure 237: Specifying the Services to Run

ClearPass Windows Universal System Health Validator o

Windows Server 2003

Enable checks for Windows 10
Windows XP

Windows Vista Services to Run - Add

Available Services

Windows 7
Insert
Windows Server 2008 R X
Application Layer Gateway Service -
Windows 8 Application Management il Services to run
. Block Level Backup Engine Service -
Windows 10 @ Bluetooth Support Service L -
. Certificate Propagation 5
£y Services : Cryptographic Services <<
i Processes Distributed Link Tracking Client =
£} Registry Keys Extensmlle Authentication Protocol W
IPsec Policy Agent
¥ AntiVirus Internet Connection Sharing (ICS)
L7 AntiSpyware 3 Netlogon b

{x Firewall Delete

£{F Patch Management

1 Windows Hotfixes N
47 USB Devices

1x Virtual Machines

% Network Connectior

<« | 11 | »

Quarantine Message

Reset Save

Select one or more of the desired services from the Available Services list.
3. To move the desired services to the Services to Run box,click >>, then click Save.

You can also add a service to the list of available services. To do so, enter the service name in the Insert text

box, then click Insert.

Defining the Service Group to Be Absent

You can configure the name of the service group and specify the evaluation rule for the service group.

1. To configure the Service Groups for Services to Be Absent, click Add.
The Add Service Group to Be Absent dialog opens.

Figure 238: Add Services to Be Absent Dialog

Enable checks for Windows 10

Service Group to be Absent - Add
Enter the Service Group Mame

Service Group Evaluation Rule Pass All EI

Services to be Absent m

Service Names

2. Specify the Service Groups to Be Absent parameters as described in the following table:
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Table 134: Add Service Group to Be Absent Parameters

Parameter Action/Description

Enter the Service Group
Name

1.

Enter the name of the Service Group.

Service Group Evaluation

Select the appropriate Service Group Evaluation Rule:

Rule Pass All: Select this evaluation rule if you want all service groups to be stopped.
Pass All is the equivalent of an AND condition.
e Pass Any One: Select this evaluation rule if you want any one of the service groups
to be stopped.
Pass Any One is the equivalent of an OR condition.
3. Click Add.

The Add Services to Stop dialog opens.

Figure 239: Specifying the Services to Stop

Available Services

Application Management
Bluetooth Support Service
Certificate Propagation
Cryptographic Services

IPsec Policy Agent

Hetlogon

Delete

Enable checks for Windows 10

Application Layer Gateway Service

Block Level Backup Engine Service

Distributed Link Tracking Client
Extensible Authentication Protocol

Internet Connection Sharing (ICS)

Services to Stop - Add

Insert

r

Services to stop

11

<<

4. Select one or more of the desired services from the Available Services list.

5. To move the desired services to the Services to Stop box, select the desired services, then click >>.

a. Toremove services from the Services to Stop box, select the services to be removed, then click <<.

6. When finished configuring the services to stop, click Save.

Figure 240 shows an example of services configured for Windows Server 2003.
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Figure 240: Example of Services Configured

¥/Enable checks for Windows Server 2003

Remediation checks ¢/ Auto Remediation #User Notification
Service Groups for Services to Run Pass All v m
SerMicsSonp Evaluation Rule Services List i
Name

. DHCP Client,
e Pass All File Replication, i

All-services . .
Indexing Service

Service-GRP-2-Run- Indecxing Sarvice,

Anvone Pass Any One Performance Logs and Alerts, T

Y Smart Card

Service Groups for Services to Stop | Pass Any One v m
Messenger, -

Service-Stop-all-1 Pass All Performance Logs and Alerts, i |

Remote Registry,

Routing and Remote Access,
Smart Card

Indexing Service,

Messenger,
Service-stop- Performance Logs and Alerts, .
Pass Any One \ ]
anyone Remote Registry,
Routing and Remote Access,
Smart Card

Processes

The Processes page provides a set of parameters to specify which processes to be explicitly present or absent
on the system.

To configure Processes:
Navigate to Configuration > Posture > Posture Policies, then click Add.
From the Add Posture Policies page, select the Posture Plugins tab.

Select the ClearPass Windows Universal System Health Validator, then click Configure.
Select the Windows operating system, then check the Enable checks for Windows_OS.

vk N o=

Select Processes.
The Processes health class configuration page opens:

Figure 241: Processes Configuration Page

Remediation checks Auto Remediation User Motification

Processes to be Present “
i)

Process Path Process Name

Processes to be Absent “
it |

Process MD5 Sum Process Name
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6. Specify the Processes configuration parameters as described in the following table:

Table 135: Processes Page Parameters

Parameter Action/Description

Auto Remediation 1. Enable to allow auto-remediation for processes.

User Notification 2. Enable to allow user notifications in the event of process policy violations.

Processes to be Present Parameters

1. Inthe Processes to be Present section, click Add.
The Add Processes to be Present page opens.

Figure 242: Add Processes to be Present Page

Process to be Present - Add

Process Location SystemDOrive |Z|
Enter the Process name

Enter the Display name

2. Specify the Processes to be Present parameters as described in the following table, then click Save:

Table 136: Processes to be Present Page Parameters

Parameter Action/Description

Process Location 1. Choose from the following locations:
System Drive

Systemroot

Program Files

HOMEDRIVE

HOMEPATH

None

Enter the Process name 2. Specify the path name containing the process executable name.

Enter the Display name 3. Enter a user-friendly name for the process. This is displayed in end-user
facing messages.

After you save the Processes parameters, the information appears in the Processes to be Present
section.

Processes to be Absent Parameters

1. Inthe Processes to be Absent section, click Add.
The Add Processes to be Absent page opens.
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Figure 243 shows the configuration parameters for when you select Process Name and when you select
MDS5 Sum.

Figure 243: Process to be Absent Pages: Process Name and MD5 Sum

Process to be Absent - Add

Check Type : B} process Name © MDS5 Sum

Enter the Process name

Enter the Display name

Process to be Absent - Add

Check Type : ©) Process Name MD5 Sum

MDS Sum

Enter the Display name

2. Specify the Processes to be Absent parameters as described in the following table, then click Save:

Table 137: Processes to be Absent Page Parameters

Parameter | Action/Description

Check Type 1. Select the type of process check to perform. The agent can look for the following:

= Process Name: The agent looks for all processes that matches with the given
name.
For example, if notepad.exe is specified, the agent kills all processes whose
name matches, regardless of the location from which these processes were
started.

= MD5 Sum: This specifies one or more (comma-separated) MD5 checksums of
the process executable file.
For example, if there are multiple versions of the process executable, you can
specify the MD5 sums of all versions here.
The agent enumerates all running processes on the system, computes the MD5
sum of the process executable file, and matches this with the specified list. One
or more of the matching processes are then terminated.

Enter the 2. Enter a user-friendly name for the process. This display name is displayed in end-
Display user facing messages.
name

You return to the Processes Configuration page, which now shows the values for the processes that were
configured:
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Figure 244: Processes Configured

Remediation checks Auto Remediation User Notification

Processes to be Present

Process Path Process Name
SystemDrive \system32\notepad.exe

Process MD5 Sum Process Name
= usurf.exe
e1ab298bafc8eccaBc322a29c5fdceBe
3f0ebc940fa292bb5f1d87dd544b5d60

i
i)
Processes to be Absent m
i
i
i

UltraSurf

Registry Keys
The Registry Keys page allows you to specify which registry keys are to be explicitly present or absent.
To define the registry keys:

Navigate to Configuration > Posture > Posture Policies, then click Add.

From the Add Posture Policies page, select the Posture Plugins tab.

Select the ClearPass Windows Universal System Health Validator, then click Configure.
Select the Windows operating system, then check the Enable checks for Windows_OS.

ok W=

Select Registry Keys.
The Registry Keys health class configuration page opens:

Figure 245: Registry Keys Page (Overview)

ClearPass Windows Universal System Health Validator o

Windows Server 2003

et [VlEnable checks for Windows 10

Windows XP

. . Remediation checks Mlaute Remediation User Notification
Windows Vista
. Monitor Mode (| (Check to enable Monitor Mode)
Windows 7
Registry keys to be present Add

Windows Server 2008

Key Name Value Type Remcdintion Regex Pattern T

Windows 8 Message
Windows 10 o)

{x Services -

£ Processes

beJRegistry Keys

L% AntiVirus Registry keys to be absent T

o L Neme  vame  type  LINTI"  megexvatiem -
irewa

6. Specify the Registry Keys page parameters as described in the following table:
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Table 138: Registry Keys Page Parameters

Parameter Action/Description

Auto 1. Enable auto remediation for registry checks.
Remediation Use this page to automatically add or remove registry keys based on the entries in Registry
keys to be present and Registry keys to be absent fields.

User 2. Enable user notifications for registry check policy violations.
Notification

Monitor Mode 3. Enable this to set the health status of the Registry Keys health class healthy.
This allows administrators to collect information related to missing registry keys without
marking the clients as unhealthy even if some registry keys are missing.

Registry keys 4. To specify a registry key to be added to the Registry keys to be present list, click Add.
to be present If the specified registry key is not present, the remediation message that is added in the
Registry Keys Page (Detail) window is displayed on OnGuard Agent.

Registry keys 5. Toadd a registry key to the Registry keys to be absent list, click Add.
to be absent If the specified registry key is not absent, the remediation message that is added in the
Registry Keys Page (Detail) window is displayed on OnGuard Agent.

6. To configure the Registry key to be present, click Add.
The Edit Registry Key to be Present dialog opens.

Figure 246: Edit Registry Keys to be Present Parameters

Enable checks for Windows 10

Registry key to be Present - Add

Select the Registry Hive HKEY_CLASSES_ROOT -
Enter the Registry key SampleKey

(eg: Software, Samplevendor, SampleApp, Samplekey)

Enter the Registry wvalue name Registry3

Select the Registry value data type String -

Enter the Registry value data

Enter Regex pattern for Registry

O+
walue (a.)

Enter Remediation Message |Registry check failed. Install application ABC

{To be displayed to end user if registry check fails)

7. Specify the Registry Key to be Present parameters as described in Table 139, then click Save.
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Table 139: Registry Keys Page (Detail)

Parameter Action/Description

Select the Registry | 1. Specify the registry hive from the following options:
Hive m  HKEY_CLASSES_ROOT

HKEY_CURRENT_USER

HKEY_LOCAL_MACHINE

HKEY_USERS

HKEY_CURRENT_CONFIG

Enter the Registry 2. Specify the registry key using the examples given in the GUI.
key

Enter the Registry 3. Specify the name of the registry value.
value name

Select the Registry | 4. Specify the registry value data types. The data type can be any of the following:

value data type = Multi String
= String
= DWORD
= QWORD
= Expandable String

Enter the Registry 5. Specify the registry value.

value data

Enter Regex 6. Enter the Regular Expression (Regex) pattern for the Registry value.

pattern for A regular expression is a pattern that the regular expression engine attempts to match in
Registry value input text. A pattern consists of one or more character literals, operators, or constructs.

NOTE: Perl regular expressions are supported.

Enter Remediation | 7. Specify the custom remediation message to be displayed to end users if the registry
Message check fails.

As shown in Figure 247, after you save the registry configuration settings, the remediation message and
Regular Expression pattern appears in the Registry page.

Figure 247: Registry Keys Added

Enable checks for Windows 10

Remediation checks [¥lauto Remediation User Notification
Monitor Mode (] (Check to enable Monitor Mode)

Registry keys to be present m

Remediation

Message

Registry check

HKEY_CLASSES_ROOT\SampleKey  Registry3 String failed. Install (a.)+ i)
application ABC

Key Name Value Type Regex PatternT

Registry keys to be absent m

Remediation

K N Val Lk
ey ame alue ype Message

Regex Pattern T
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AntiVirus

In the Antivirus page, you can turn on an Antivirus application. Click An anti-virus application is on to

configure the Antivirus application information.

Figure 248: Antivirus Page (Overview - Before)

[C] an antivirus application is on

When enabled, the Antivirus detail page appears.

Figure 249: Antivirus Page (Detail 1)

An antivirus application is on

Remediation checks Auto Remediation User Notification Display Update URL

Dat

Antivirus update

Prd Version Eng Version Dat Version

Last Scan Rip Check T

Click Add to specify product, and version check information.

Figure 250: Antivirus Page (Detail 2)

Product-specific checks
Select the antivirus product
Product version check
Engine version check

Data file version check

Data file has been updated in

Real-time Protection Status
Check

Last scan has been done before 2

{Uncheck to allow any product)

Symantec AntiVirus

Is Latest

Mo Check

[«]

Mo Check

2 Hour(s) E
Hour(s) E

' No Check @ on © Off

After you save your Antivirus configuration, it appears in the Antivirus page list.

Figure 251: Antivirus Page (Overview - After)

An antivirus application is on
Remediation checks

Antivirus

Symantec AntiVirus

Auto Remediation

User Motification

Dat :
. . . 5

Prd Version Eng Version Dat Version Update Last Scan Rtp Check
isLatest no check no check 2 Hour(s) 2 Hour{s} on i

Display Update URL

286 | Posture

ClearPass Policy Manager | User Guide



Table 140: Antivirus Page

Interface Parameter Description
Antivirus e An Antivirus Application is e Click Antivirus application is on to enable
Page On testing of health data for configured Antivirus
Auto Remediation application(s).
e User Notification e Checkthe Auto Remediation check box to
e Display Update URL enable auto remediation of anti-virus status.
e Check the User Notification check box to
enable user notification of policy violation of
anti-virus status.
e Checkthe Display Update URL check box to
show the origination URL of the update.
Antivirus e Add e To configure Antivirus application attributes
Page (Detail for testing against health data, click Add.
1
Antivirus e Product-specific checks Configure the specific settings for which to test
Page (Detall e Select the antivirus product against health data. All of these checks may not
2) e Product version check be available for some products. Where checks are
o Engine version check not available, they are shown in disabled state on
e Engine version check the UL,
» Datafile version check e Select the antivirus product - Select a vendor
o Data file has been updated from the list.
. e Productversion check - No Check, Is Latest
o Lastscan has been done (requires registration with ClearPass portal),
before At Least, In Last N Updates (requires
o Real-time Protection Status registration with ClearPass Portal).
Check e Engine version check - Same choices as

product version check.

e Data file version check - Same choices as
product version check.

e Data file has been updated in - Specify the
interval in hours, days, weeks, or months.

e Lastscan has been done before - Specify the
interval in hours, days, weeks, or months.

e Real-time Protection Status Check

= No Check - ClearPass Policy Manager
does not use RTP Status value for health
evaluation. This means that the client is
treated as healthy irrespective of the
value of RTP.

= On-Client is marked as healthy only if
the value of RTP status is On.

= Off - Client is marked as healthy only if
the value of RTP status is Off.

AntiSpyware

In the AntiSpyware page, an administrator can specify that an AntiSpyware application must be on and allows
drill-down to specify information about the AntiSpyware application. Click An Antipyware Application is On
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to configure the AntiSpyware application information.

Figure 252: AntiSpyware Page (Overview Before)

[ an antispyware application is on

When enabled, the AntiSpyware detail page appears.
Figure 253: AntiSpyware Page (Detail 1)

An antispyware application is on
Remediation checks Auto Remediation User Notification Display Update URL

Antispyware Prd Version Eng Version Dat Version 3::1ate Last Scan Rtp Check T
Click Add to specify product, and version check information.
Figure 254: AntiSpyware Page (Detail 2)

Product-specific checks {Uncheck to allow any product)

Select the antispyware product  AVG Anti-Malware [AntiSpyware] -
Product version check Is Latest E

Engine version check Is Latest E

Data file version check Mo Check

Data file has been updated in 2 Hour(s) E

Last scan has been done before Hour(s)

Ei,i.léiime Protection Status ® No Check on Off

Figure 255: AntiSpyware Page (Overview After)

An antispyware application is on

Remediation checks Auto Remediation User Notification Display Update URL
Add
. - s . Da .
Antispyware Prd Version Eng Version Dat Version update Last Scan Rtp Check T
AVG Anti-Mal . . )
Sntriaiware isLatest isLatest no check 2 Hour(s) no check nocheck T
[AntiSpyware]

When you save your AntiSpyware configuration, it appears in the AntiSpyware page list.

The configuration elements are the same for antivirus and antispyware products. Refer to the previous
AntiSpyware configuration instructions.
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Firewall

In the Firewall page, you can specify that a Firewall application must be on and specify information about the
Firewall application.

Figure 256: Firewall Page (Overview Before)

[T A firewall application is on

In the Firewall page, click A Firewall Application is On to configure the Firewall application information.

Figure 257: Firewall Page (Detail 1)

A firewall application is on
Remediation checks Auto Remediation User Notification

Product-specific checks {Uncheck to allow any product)

Firewall Product Name Product Version T

When enabled, the Firewall detail page appears.

Figure 258: Firewall Page (Detail 2)

Select the firewall product BitDefender Internet Security 2009 -

Product version is at least 12

When you save your Firewall configuration, it appears in the Firewall page list.

Figure 259: Firewall Page (Overview After)

A firewall application is on

Remediation checks Auto Remediation User Notification
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The following table describes the Firewall parameters:

Table 141: Firewall Page Parameters

Interface | Parameter Description
Firewall e A Firewall e Check the Firewall Application is On check box to enable testing of health
Page Application data for configured firewall application(s).
is On e Check the Auto Remediation check box to enable auto remediation of
e Auto firewall status.
Remediation | e Checkthe User Notification check box to enable user notification of policy
e User violation of firewall status.
Notification e Uncheck the Uncheck to allow any product check box to check whether any
e Uncheckto firewall application (any vendor) is running on the end host.
allow any
product
Firewall e Add e To configure firewall application attributes for testing against health data, click
Page e Trashcan Add.
(Detail 1) icon e To remove configured firewall application attributes from the list, click the
trashcan icon in that row.
Firewall Product/Version | Configure the specific settings for which to test against health data. All of these
Page checks may not be available for some products. Where checks are not available,
(Detail 2) they are shown in disabled state on the UI.
e Select the firewall product - Select a vendor from the list
e Product versionis at least - Enter the version of the product.

Peer To Peer

The Peer To Peer page provides a set of widgets for specifying specific peer to peer applications or networks
to be explicitly stopped. When you select a peer to peer network, all applications that make use of that network

are stopped.

The following figure displays the Peer To Peer health class configuration page:

Figure 260: Peer to Peer Page
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The following table describes the Peer to Peer parameters:

Table 142: Peer to Peer Page

Parameter Description

Auto Enable to allow auto remediation for service checks (Automatically stop peer to peer
Remediation applications based on the entries in Applications to stop configuration).

User Enable to allow user notifications for peer to peer application/network check policy violations.
Notification

By Application/ | Select the appropriate radio button to select individual peer to peer applications or a group of

By Network applications that use specific p2p networks.
Available This scrolling list contains a list of applications or networks that you can select and move to the
Applications Applications to stop panel.

Click the >> or << to add or remove, respectively, the applications or networks from the
Applications to stop box.

Patch Management

The Patch Management page provides a way to specify that a patch management application must be on.
You can also specify information about the patch management application, configure the Product Evaluation
Rule, and configure patch management application checks.

To configure patch-management application(s):

1. Navigate to Configuration > Posture > Posture Policies, then click Add.
The Add Posture Policies dialog opens.
2. Select the Posture Plugins tab.
3. Click the check box for ClearPass Windows Universal System Health Validator.
4. Click Configure.
The ClearPass Windows Universal System Health Validator page opens.
Select the desired version of Windows.
From the selected version of Windows list, select Patch Management.
To enable checks for the selected version, click the Enable checks for Windows Server check box.

© N oW

Click the A patch management application is on check box.
The Patch Management configuration dialog opens.
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Figure 261: ClearPass Windows Universal System Health Validator: Patch Management
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9. Specify the Patch Management parameters as described in the following table.

Table 143: Patch Management Parameters

Parameter Action/Description

A patch management To enable testing of health data for configured Antivirus application(s), check the A
application is on patch management application is on check box.
The Patch Management configuration dialog opens

Remediation Checks

To enable auto-remediation of patch management status, check the Auto
Remediation check box .

Auto Remediation

To enable user notification of policy violation of patch management status, check the
User Notification check box.

User Notification

Product Evaluation Rule

Product Evaluation Rule Select the appropriate Product Evaluation Rule:

Pass All: Select this product evaluation rule if you want the Patch Management
health class to be deemed as healthy only if all the configured patch management
products are present.

Pass All is the equivalent of an AND condition.

Pass Any One: Select this product evaluation rule if you want the Patch
Management health class to be deemed as healthy if any one of the configured
patch management products are present. Pass Any One is the equivalent of an

OR condition. Pass Any One is the default.

10.To configure patch management application checks, click Add.
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The Patch Management Health Checks configuration page opens:

Figure 262: Configuration Page for the Patch Management Application
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11.Specify these parameters as described in the following table:

All checks might not be available for some products. Where checks are not available, they are shown in a disabled

state.
NOTE

Table 144: Patch Management Parameters

Parameter Action/Description

Product-specific checks

To check whether any patch management application (any vendor) is running
on the end host, clear the Uncheck to allow any product check box.

Select Patch Management
Product

Select a patch management product vendor.
This option is enabled only if the Product-specific checks check box is
checked.

Product version is at least

Enter the minimally recommended product version number.
This option is enabled only if the Product-specific checks check box is
checked.

Status Check Type

Specify the Status Check Type to check whether the Patch Agent is enabled.

The ClearPass Policy Manager server compares the Patch Agent Status sent

by OnGuard Agent with the configured value. If the Patch Agent Status value is

different from configured value, the client is treated as unhealthy.

If Auto-remediation is enabled, OnGuard Agent changes the Patch Agent

Status on the client to the configured value. Select any of the following options:

= No Check: ClearPass Policy Manager server ignores the Patch Agent

Status value. This means it will not check the status of the Patch Agent
application on the client.
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Table 144: Patch Management Parameters (Continued)

Parameter Action/Description

Enabled: Patch Agent is turned on and it automatically updates the
client.
Disabled: Patch Agent is disabled and it will not check for missing
patches and update the client.
Notify Before Download: Patch Agent is turned on and it notifies the
user before downloading updates.
Notify Before Install: Patch Agent is turned on and it notifies the user
before installing updates.
NOTE: The values specific to the selected patch management product are
displayed in the Status Check Type field.
For example, all five values are displayed for Microsoft Windows Automatic
Update. For Microsoft System Center Configuration Manager (SCCM), only No
Check, Disabled, and Notify Before Install are displayed.

Install Level Check Type This option is only enabled if the Product-specific checks check box is
checked. For Microsoft SCCM, selecting All, Selected on Server, or Security
will return the full list of all missing patches.
All: Checks for all missing patches and searches for all available
patches.
Selected on Server: Checks only for the patches pre-selected on the
server. Some Patch Management products can push the patches to the
endpoint device. This option provides the ability to check for only the
pre-selected patches.

Security: Checks only for security updates. Some of the patch
management products can install only security-related patches.
NOTE: If you select the Microsoft Windows Update Agent from the Select
Patch Management product list and you select an option from the Install

Level Check Type list, the results are as follows:
All: Returns the full list of missing patches.
Selected on Server: Returns a list of missing patches that are pre-
selected on the server site.
Security: Returns a list of missing patches that Microsoft classifies as
Security Updates.
No Check: Disables the Grace Period and Scan Interval fields.

Grace Period Configure the time period for which OnGuard Agent should ignore missing
patches.

You can specify the grace period in hours, days, weeks, or months.

For example, if the Grace Period is set to 3 days, clients will be treated as
healthy for three days even if some patches are missing. After three days,
OnGuard Agent will treat clients as unhealthy if the patches are still missing.
You can enable Auto-remediation to install the missing patches and to treat
them as healthy.

If you selected No Check from the Install Level Check Type field, Grace
Period is disabled.

Scan Interval Specify the Scan Interval by specifying the number of hours, days, weeks, or
months.

If you selected No Check from the Install Level Check Type field, Scan
Interval is disabled.
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When you save your patch management configuration, the configuration information is displayed on the

Patch Management page:

Figure 263: Patch Management Configuration Summary
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Windows Hotfixes

There are two Hotfixes evaluation rules that can be applied:

The Windows Hotfixes Groups to be Present Evaluation Rule specifies how to evaluate the health

among multiple Hotfixes groups (see Table 145 for details).

For example, if the status of Group1 is [Hotfix1] AND [Hotfix 2], and the status of Group2 is [Hotfix3] OR

[Hotfix4], the overall health status of the two groups is calculated as follows:
= Pass All: ([Hotfix1] AND [Hotfix2]) AND ( [Hotfix3] OR [Hotfix4])
m Pass Any: ([Hotfix1] AND [Hotfix2] ) OR ( [Hotfix3] OR [Hotfix4])

The Windows Hotfixes Group Evaluation Rule specifies how to evaluate the health for a specific

Hotfixes group (see Table 146 for details).

To define Windows Hotfixes Groups, specify the evaluation rules for multiple groups or a single group, and add
or remove specific Windows hotfixes on the endpoint:

ik W=

Navigate to Configuration > Posture > Posture Policies, then click Add.
From the Add Posture Policies page, select the Posture Plugins tab.

Select the ClearPass Windows Universal System Health Validator, then click Configure.

Select the Windows operating system, then check the Enable checks for Windows_OS.
Select Windows Hotfixes.
The Windows Hotfixes health class configuration page opens:
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Figure 264: Windows Hotfixes Page
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6. Specify the Windows Hotfixes parameters as described in the following table:

Table 145: Windows Hotfixes Page Parameters

Parameter Action/Description

Auto Remediation Enable to allow auto-remediation for hotfix checks. Enabling this automatically
triggers updates of the specified hotfixes.
Auto-remediation for the Windows Hotfixes health class is enabled by default.

User Notification Enable to allow user notifications to check for hotfix policy violations.

Monitor Mode Click to enable Monitor Mode.

Windows Hotfixes Groups to be | This evaluation rule specifies whether all groups should be healthy or any one

Present Evaluation Rule group should be healthy.

For example, if there are two Hotfixes Groups:

o Pass All: Select this evaluation rule to calculate the two group's health
status as Group1 AND GroupZ2.

o Pass Any One: Select this evaluation rule to calculate the two group's
health status as Group? OR Group2.

Configuring Windows Hotfixes Groups to Be Present
To configure the Windows Hotfixes Groups to be present:

1. From the Windows Hotfixes health class configuration page (see Figure 264), click Add.
The following Hotfixes dialog opens:
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Figure 265: Defining the Hotfix Group
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2. Specify the Hotfixes Group parameters as described in the following table:

Table 146: Specifying Hotfixes Group to Be Present Parameters

Parameter Action/Description

Enter the Windows Enter the name of the Hotfixes Group.
Hotfixes Group Name

Windows Hotfixes Group This evaluation rule specifies how to evaluate the health of a specific Hotfixes Group.

Evaluation Rule Select the appropriate Hotfix Group Evaluation Rule:

e Pass All: Select this evaluation rule if you want all hotfixes groups to be present.
Pass All is the equivalent of an AND condition.

e Pass Any One: Select this evaluation rule if you want any one of the hotfixes
groups to be present.
Pass Any One is the equivalent of an OR condition.

Hotfixes to be Present To add hotfixes to the Hotfixes Group, click Add.
The dialog shown in Figure 266 opens.
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Figure 266: Specifying the Hotfixes to Be Present
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3. From the first list, specify the criticality of the hotfixes:

e Critical
e Important
e Moderate
o Low
o Unspecified
As shown in Figure 266, the list of hotfixes for the selected criticality are displayed.
4. Select one or more of the desired hotfixes from the Available Hotfixes list.

As shown in Figure 266, when you select a Hotfix from the list of available hotfixes, information about that
hotfix is displayed.

5. To move hotfixes to the Hotfixes to be present box, select the desired hotfixes, then click >>.
The selected hotfixes are moved to the Hotfixes to be present box.
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Figure 267: Windows Hotfixes Added
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6. Toremove a hotfix from the Hotfixes to be present list, select the hotfix to be removed.
The Edit Hotfixes to be Present dialog opens.

Figure 268: Removing Hotfixes from the Hotfixes to Be Present List
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7. From the Hotfixes to be present list, select the hotfix(es) you wish to remove and click <<.
The selected hotfix is removed from the Hotfixes to be present list.
8. When finished, click Save.

You return to the Windows Hotfixes dialog, where the Hotfixes to be Present > Hotfix KBID
(Knowledge Base Article ID) list displays the updated list.

9. Click Save.

The Windows Hotfixes page displays a summary of the Hotfixes Group configuration:
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Figure 269: Summary of Hotfixes Groups Configuration
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USB Devices

The USB Devices page provides configuration to control USB mass storage devices attached to an endpoint.

Figure 270: USB Devices
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Remove USB Mass Storage devices
Disable USB Mass Storage devices

The following table describes the USB Devices parameters:

Table 147: USB Devices

Parameter Description

Auto Remediation Enable to allow auto remediation for USB mass storage devices attached to the
endpoint (Automatically stop or eject the drive).

User Notification Enable to allow user notifications for USB devices policy violations.
Remediation Action for USB e No Action - Take no action; do not eject or disable the attached devices.
Mass Storage Devices e Remove USB Mass Storage Devices - Eject the attached devices.

e Remove USB Mass Storage Devices - Stop the attached devices.

Virtual Machines

The Virtual Machines page provides configuration to Virtual Machines utilized by your network.
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Figure 271: Virtual Machines
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The following table describes the Virtual Machines parameters:

Table 148: Virtual Machines

Parameter Description

Auto Remediation

Enable to allow auto remediation for virtual machines connected to
the endpoint.

User Notification

Enable to allow user notifications for virtual machine policy violations.

Allow access to clients running on Virtual
Machine

Enable to allow clients that running a VM to be accessed and
validated.

Allow access to clients hosting Virtual
Machine

Enable to allow clients that hosting a VM to be accessed and
validated.

Remediation Action for clients hosting
Virtual Machines

e NoAction - Take no action; do not stop or pause virtual machines.
Stop all Virtual Machines running on Host - Stop the VM clients
that are running on Host.

e Pause all Virtual Machines running on Host - Pause the VM clients
that are running on Host.

Network Connections

The Network Connections page provides configuration to control network connections based on connection

type.
To configure Network Connections:

1. From the ClearPass Windows Universal System Health Validator page, enable checks for the selected version

of Windows.
Select Network Connections.

Enable the Network Connection Check is on check box.
The Network Connections configuration page appears.
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Figure 272: Network Connections Configuration Page
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4. Select the Check for Network Connection Types check box.
5. To specify the type of connection that you want to include, click Configure.

The Network Connection Types configuration page appears.

Figure 273: Network Connection Types Configuration Page
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The following table describes the Network Connection Types configuration parameters;
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Table 149: Network Connection Type Configuration Parameters

Parameter Action/Description

Allow Network Connections 1. Select one of the following options:

Type = Allow Only One Network Connection

= Allow One Network Connection with VPN
= Allow Multiple Network Connections

Network Connection Types 2. To add or remove Others, Wired, and Wireless network connection types,
click >> or <<.

Remediation Action for 3. Specify one of the following
EﬁtWOT('jk Connection Types Not = No Action: Take no action. Do not eject or disable the attached devices.
owe

m Disable Network Connections
= Disconnect Network Connections

4. Click Save.

This returns you to the Network Connections configuration page. The following table describes the
remaining fields on this page.:

Table 150: Network Connections Configuration Parameters

Parameter Action/Description

Auto Remediation 1. Enable to allow auto-remediation for network connections.

User Notification 2. Enable to allow user notifications in the event of network connection policy
violations.

Remediation Action for 3. If Allow Bridge Network Connection is disabled, then specify whether to take no

Bridge Network action when a bridge network connection exists or to disable all bridge network

Connection connections.

Remediation Action for 4. If Allow Internet Connection Sharing is disabled, then specify whether to take

Internet Connection no action when Internet connection sharing exists or to disable Internet connection

Sharing sharing.

Remediation Action for 5. If Allow Adhoc/Hosted Wireless Networks is disabled, then specify whether to

Adhoc/Hosted Wireless take no action when an adhoc wireless networks exist or to disable all

Networks adhoc/hosted wireless networks.

Disk Encryption

Disk encryption is a technology which protects information by converting it into unreadable code that cannot
be deciphered easily by unauthorized people. Disk encryption uses disk encryption software or hardware to
encrypt every bit of data that goes on a disk or disk volume. Disk encryption prevents unauthorized access to
data storage.

The following figure displays the Disk Encryption health class configuration page:
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Figure 274: Disk Encryption Configuration Page

Enable checks for Windows Server 2003

Product-specific checks (Uncheck to allow any product)

Select Disk Encryption product | ArchiCrypt Live
Product Version is at least

Locations to Check Mone

| Save J Cancel |

The following table describes the Disk Encryption parameters:

Table 151: Disk Encryption Parameters

Parameter Description

User Enable to allow user notifications for virtual machine policy violations.
Notification
Product- Clear to allow disk encryption on any product. The Select Disk Encryption product

specific checks | and Product Version is at least fields are disabled after you clear the check box.

Select Disk Select a specific disk encryption product.

Encryption

product

Product Search for the production version of the selected product.

Version is at

least

Locations to Select location to check. The options are None, System Root Drive, All Drives, or
Check Specific Locations.

Installed Applications

The Installed Applications category groups classes that represent software-related objects. Access to these
objects is supported by the Windows Installer. Examples of objects in this category are installed products, file

specifications, and registration actions.
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In the Installed Applications Configuration page (see Figure 275), you can turn on the installed applications
check and specify information about which installed applications you want to monitor.

Figure 275: Installed Applications for Windows Configuration Page
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[C] allow only Mandatory and Optional Applications

Applications Not Allowed Add
Application Name i

The following table describes the Installed Applications Configuration page parameters:

Table 152: Installed Applications for Windows Configuration Page Parameters

Parameter Action/Description

Remediation checks

Auto-Remediation for the Installed Applications
health class is not supported.

User Notification

1. Enable sending a remediation message with a
list of applications to install or uninstall to the
user.

Monitor Mode

2. Enable Monitor Mode to treat all the installed
applications as always healthy.
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Table 152: Installed Applications for Windows Configuration Page Parameters (Continued)

Parameter Action/Description

Applications Allowed (Mandatory) 3. Specify installed applications to be monitored on
a mandatory basis.

NOTE: Enter the application name as they are

shown in Add/Remove Programs.

Applications Allowed (Optional) 4. Specify installed applications to be monitored on
an optional basis.

NOTE: Enter the application name as they are

shown in Add/Remove Programs.

Allow only Mandatory and Optional Applications | 5. Specify that only the mandatory and optional
applications are monitored.

NOTE: All applications that are not either

mandatory or optional must be removed or

uninstalled.

Enabling Regular Expressions for a Windows Application
To enable regular expressions for an application:

1. Fromthe ClearPass Windows Universal System Health Validator > Configure page (see \Windows
Universal System Health Validator on page 1), then select the desired version of Windows.

2. Select Installed Applications.
3. Click (enable) the Installed Applications Check is on check box.
The Installed Applications dialog appears (see Figure 275).
4. From the desired Applications Allowed category, click Add.
The Add Mandatory Applications dialog for the selected Applications Allowed category appears.

Figure 276: Enabling Regular Expression
Enable checks for Windows 10

Applications Mandatory - Add
Enter the Application Name | AppABC

Enable Regular Expression {Check to enable use of regex in Application Name)

Remediation Message |Rein5ta|| application |

5. Configure the Add Mandatory Applications parameters as described in Table 153.
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Table 153: Mandatory Applications Parameters

Parameter Action/Description

Enter the 1. Enter the name of the application.
Application Name

Enable Regular 2. Check (enable) this check box to enable the use of regular expressions in the
Expression Application Name.

When this field is enabled, ClearPass treats the Application Name as regular
expression when comparing application names.

Remediation 3. Optionally, enter the remediation message that will be displayed to the user in the event
Message of an error.

NOTE: Remedition messages can include reasons for remediation, links to helpful URLs and
helpdesk contact information.

4. Click Save.

You return to the Installed Applications dialog, where Regular Expression
Enabled is set to true for the specified application (see Figure 277).

Figure 277: Regular Expression Enabled
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File Check

Use the File Check page to verify the group of files to present or absent. In the File Check page, you can turn
on the file check and specify information about which the files you want to check.
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The following figure displays the File Check Health Class configuration page:
Figure 278: Windows File Check Health Class Configuration
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The following table describes the File Check Configuration parameters:

Table 154: File Check Configuration Parameters

Parameter Action/Description

Remediation checks Auto-remediation for the File Check health class is not supported.

User Notification 1. When enabled, a remediation message that includes the groups of files to be
present or absent is displayed to the end user.

Monitor Mode 2. Totreatall the file check health classes as always healthy, enable Monitor Mode.

File Groups to be Present | 3. To add the files to be presentin the File Check health class, click Add.

File Groups to be Absent 4. To add the files to be absent in the File Check health class, click Add.

Defining the File Group to Be Present

1. To openthe File Group to be Present > Add page, click Add:
You can configure the name of the file group and specify the evaluation rule for the file group.
The following figure displays the File Group to Be Present > Add dialog:
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The following table describes the File Group to be Present > Add parameters:

Table 155: File Group to be Present - Add Parameters

Parameter Action/Description

Enter the File Group 1. Enter the name of the file group.
Name

File Group Evaluation Rule | 2. Selectthe appropriate File Group Evaluation Rule:
Pass All: Select this evaluation rule if you want the File Check health class to be
deemed as 'healthy' only if all the configured file groups are present.

e Pass Any One: Select this evaluation rule if you want the File Check health class
to be deemed as 'healthy' even if any one of the configured file groups are present.

3. To configure the name of the file group and the evaluation rule for the file group, from File Groups to be
Present, click Add.

The following figure displays the File to Be Present > Add page:
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Figure 279: File to be Present > Add Dialog

Enable checks for Windows 7

File to be Present - Add
File Location SystemDrive |Z|

Enter the File Path
(eg: SampleVendorSampleApp, SampleFolderconfig)
Enter the File Name

(eg: SamplefApp.exe, SampleFile.dll)

Enter the MD5 Sum

Remediation Message

The following table describes the File to be Present > Add parameters:

Table 156: File to be Present > Add Parameters

Parameter Action/Description

File Location 1. Select any location of the file from the drop-down list:
SystemDrive

Systemroot

ProgramFiles

ProgrampFiles (x86)

HOMEDRIVE

HOMEPATH

None

Enter the File Path 2. Enter the file path as described in the examples from the user interface.

Enter the File Name 3. Enter the name of the file.

Enter the MD5 Sum Optionally, specify one or more (comma separated) MD5 checksums of the process
executable file.

Remediation Message 4. Specify the custom remediation message to be displayed to end users if File check
fails.

5. When finished, click Save.

The parameters configured in the File to be Present > Add dialog are reflected in the File Groups to be
Present page as illustrated in the following figure:
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Figure 280: File Group to be Present Parameters Displayed
Enable checks for Windows 7

File Group to be Present - Edit

Enter the File Group Name Group1

File Group Evaluation Rule Pass All E

Files to be Present m
File Location File Path File Name File MD5 Sum Remediation Message T

ProgramFiles Internet IE is successfully

SULTE L ES B, (x86)/Internet Explorer Explorer ) installed in your system.

Windows System Health Validator: OnGuard Agent

This Windows System Health Validator checks for current Windows Service Packs. The OnGuard Agent also
supports legacy Windows operating systems such as Windows Server 2003 and Windows Server 2012.

Use the check boxes to enable support of specific operating systems and to restrict access based on the Service
Pack level.

To configure the Windows System Health Validator:

1. Navigate to Configuration > Posture > Posture Policies.
2. Click Add.
The Add Posture Policies dialog opens.
3. Specify the following:
a. Policy Name; Enter the name of the posture policy.
b. Posture Agent: Onguard Agent
c. Host Operating System: Windows
4. Click Next.

5. From the Posture Plugins tab, select Windows System Health Validator, then click the Configure
button.

The Windows System Health Validator page appears:
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Figure 281: OnGuard Agent: Windows System Health Validator

Client computers can connect to your network, subject to the following checks -

Windows XP clients are allowed o
[ restrict clients which have Service Pack less than

Windows Server 2008
Windows Server 2008 clients are allowed
Restrict clients which have Service Pack less than
Windows Server 2008 R2
Windows Server 2008 R2 clients are allowed
Restrict clients which have Service Pack less than
Windows Server 2012
Windows Server 2012 clients are allowed
Restrict clients which have Service Pack less than
Windows Server 2012 R2

Windows Server 2012 R2 clients are allowed
[ restrict clients which have Service Pack less than

1

Windows Server 2003

Windows Server 2003 clients are allowed

[[] restrict clients which have Service Pack less than pay

=3

6. To enable support of specific operating systems, click the corresponding check box.
7. Enter the minimum Service Pack level required on the client computer to connect to your network.
8. Click Save.

Windows Security Health Validator: OnGuard Agent

The Windows Security Health Validator checks for the presence of specific types of security applications. You
can use the options to restrict access based on the absence of the selected security application types.

To configure the Windows Security Health Validator:

1. Navigate to Configuration > Posture > Posture Policies.
2. Click Add.
The Add Posture Policies dialog appears. Specify the following:
a. Policy Name: Enter the name of the posture policy.
b. Posture Agent: Onguard Agent
¢. Host Operating System: Windows
3. Click Next.

From the Posture Plugins tab, select Windows Security Health Validator, then click the Configure
button.
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The following screen appears:

Figure 282: Onguard Agent: Windows Security Health Validator Page

Windows Security Health Validator L]
Windows 8 -1 [FlEnable checks for Windows 8
Client computers can connect to your network, subject to the following checks -
Configuration Firewall

Client must have firewall enabled on the client

Virus Protection

Client must have an antivirus application. [[] check if Antivirus is up to date
¥ Spyware Protection

Client must have an antispyware application. [ check if Antispyware is up to date
[¥] Automatic Updates

Check if Automatic Updates is enabled on the client

Security Updates

Client must have all available security updates installed: Important and above E
Client must have checked for new security updates within last: |22 hours

Additional sources required in your deployment: [Cwindow Server Update Services

[ windows Update

Windows 7 c
Windows Vista

Windows XP

m Save | Cancel

5. To enable support of specific operating systems, click the corresponding check box.

6. Enter the minimum Service Pack level required on the client computer to connect to your network.
7. Click Save.

ClearPass Linux Universal System Health Validator Plugin

The ClearPass Linux Universal System Health Validator plugin appears on the Posture Plugins
(Configuration > Posture > Posture Policies > Add) tab. Select the Linux host operating system and

OnGuard Agent posture agent from the Policy tab in the Posture Policy page. Click Configure to configure
antivirus settings and service types.

The OnGuard Dissolvable Agent version of the ClearPass Linux Universal System Health Validator plug-
in supports the following health classes:

e Antivirus on page 314
e Serviceson page315
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Antivirus

Use the Antivirus page to turn on an Antivirus application. Click An antivirus application is on to configure
the Antivirus application information. The following figure displays the Antivirus health class configuration

page:
Figure 283: Antivirus Page

[¥] an antivirus-application is on

Remediation checks [Flauto Remediation [Fluser Notification
AntiVirus Prd Version Eng Version Dat Version o
Any Supported AntiVirus no check no check isLatest T

The following table describes the Antivirus parameters:

Table 157: Antivirus Configuration Parameters

Parameter Description

Remediation checks Auto-remediation for the File Check health class is not supported.

User Notification A remediation message having a list of files to present/absent will be displayed to end
user.

Antivirus Shows the name of the Antivirus configured. Click Add to configure the name of the
Antivirus.

Prd Version Shows the version of the Antivirus.

Eng Version Shows the version of the engine.

Dat Version Shows the version of the data file.

Click Add to configure the Antivirus product specific checks. The values configured in the Antivirus Product
configuration pop-up will be displayed in the Antivirus page. The following figure is an example of the
Antivirus Product configuration pop-up:

Figure 284: Antivirus Product configuration Pop-up

Product-specific checks FliUncheck to allow any product)

Select the Antivirus product avast! Antivirus -
Product version check Mo Check [~]

Engine version check No Check E

Data file version check Mo Check [~]
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The following table describes the Antivirus Product configuration parameters:

Table 158: Antivirus Product configuration Parameters

Parameter Description

Product-specific checks Select this check box if you want to configure a specific antivirus product. If you want to
allow any antivirus product, do not select this field.

Select the Antivirus Select the Antivirus from the drop-down list.

product

Product version check Select to check the product version from the options: No Check, Is Latest, or In Last N
Updates.

Engine version check Select to check the engine version from the options: No Check, Is Latest, or In Last N
Updates.

Data file version check Select to check the data file version from the options: No Check, Is Latest, or In Last N
Updates.

Services

The Services page provides a set of widgets for specifying services to run or stop. The following figure displays
the Services page:

Figure 285: Services Page

Remediation checks [lauto Remediation [VUser Notification
Available Services )
Insert Services to run

ditd avahi-daeman -
audi : cu
autofs == ps
conman Za
crond A L
dovecot 5 -
haldaemon Services to stop
hitpd ntpd -

B rt

nfslc_j{:k - portman
oddjobd
smb 24
spamassasin =

Delete
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The following table describes the Services page parameters:

Table 159: Services Page

Parameter | Description

Auto Enable to allow auto remediation for service checks (Automatically stop or start services based on
Remediation | the entries in Service to run and Services to stop configuration).

User Enable to allow user notifications for service check policy violations.

Notification

Available This scrolling list contains a list of services that you can select and move to the Services to run or
Services Services to stop panels (using their associated widgets). This list varies depending on OS types.

Click the >> or << to add or remove, respectively, the services from the Service to run or Services
to stop boxes.

Insert To add a service to the list of available services, enter its name in the text box adjacent to this
button, then click Insert.

Delete To remove a service from the list of available services, select it and click Delete.

ClearPass Macintosh OS X Universal System Health Validator: OnGuard Agent
To configure the ClearPass Universal System Health Validator for Macintosh OS X:
1. Navigate to Configuration > Posture > Posture Policies, then click Add.
The Add Posture Policies dialog appears.
Figure 286: Adding a Universal System Health Validator for a Mac OS X Posture Policy

Configuration » Posture » Posture Policies » Add

Posture Policies

Posture Plugins Rules Summary

Policy Name: |Mac 05 X Posture Policy

Description:

Posture Agent: ) NaP Agent '@ OnGuard Agent (Persistent or Dissolvable)
Host Operating System: ) windows ') Linux '@ Mac 05 X

Restrict by Roles: -

Remove

Select or type role names

-] T

2. Specify the following:
a. Policy Name/Description: Enter the name and a description of the posture policy.
b. Posture Agent: Select OnGuard Agent.
c. Host Operating System: Select Mac OS X.

3. Click Next.
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The Posture Plugins dialog appears.

Figure 287: Selecting the Mac OS X Universal System Health Validator Posture Plug-in

Policy

Rules

Summary

Select one/more plugins:
Plugin Name

[C]| ClearPass Mac OS X Universal System Health Validator

Plugin Configuration

Configure

Status

View | =

< Back to Posture Policies

Validator.

Click Configure.

In the Posture Plugins page, click the check box for ClearPass Mac OS X Universal System Health

The ClearPass Mac OS X Universal System Health Validator configuration page is displayed.

The following configuration page appears:

. To enable checks for Mac OS X, select the Enable checks for Mac OS X check box.

Figure 288: Configuration Page: Mac OS X Universal System Health Validator

ClearPass Mac 0S5 X Universal System Health Validator o

Mac 05 X

{Z Services
{¥Processes

{2 AntiVirus

{x AntiSpyware

{x Firewall

{ Patch Managemer
4% Peer To Peer

{2 USB Devices

£ Virtual Machines
£z Network Connecti
1% Disk Encryption
£z Installed Applicati

4 | ! | 3

Quarantine Message

Services

Remediation checks

Available Services

com.apple ATSServer

[¥IEnable checks for Mac 05 X

Flauto Remediation

Insert

X

com.apple_ AirPortBaseStationAgent

com.apple.MetworkDiagnostics

com.apple.RemoteDesktop.agent

com.apple ServerScanner
com.apple Spotlight

com apple UserEventAgent-Aqua

com.apple_pboard

Delete

=

Muser Notification

Services to run

Services to stop

m

PE_

Enabling these check boxes display a corresponding set of configuration pages that are described in the
following sections.

m Services on page 318

m  Processeson page 318

= Antiviruson page 319

= AntiSpyware on page 320

m Firewall on page 321

= Patch Management on page 321

m  USB Devices on page 322

m Virtual Machine on page 323

m  Network Connections on page 323
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m Disk Encryption on page 324
m Installed Applications on page 325
m File Check on page 328

Services

From the Services page, you can configure which services to run and which services to stop. See ClearPass
Windows Universal System Health Validator > OnGuard Agent on page 273 for description of the fields on this

page.
The following figure displays the Services health class configuration page:

Figure 289: Services Health Class Configuration Page

[¥lEnable checks for Mac 05 X

Services
Remediation checks Vlauto Remediation [Fluser Notification

Available Services

Services to run
Insert
it

com.apple ATSServer »
com.apple AirPortBaseStationAgent
com.apple MNetwaorkDiagnostics

com.apple RemoteDesktop agent e
com.apple.ServerScanner
com.apple Spotlight

com.apple UserBEventAgent-Agua
com.apple.pboard

Services to stop
== »

Delete

Processes

From the Processes page, you can view and add processes. Clicking Enable checks for Mac OS X provides a
set of components to specify the processes that need to be explicitly present or absent on the system.

Figure 290: Processes Page

[¥Enable checks for Mac 0S X

Remediation checks Mlaute Remediation User Motification

Processes to be Present Add
Process Path Process Name i
Processes to be Absent Add
Process MD5 Sum Process Name hi)

Click Add to open the page with options to configure the name, location, and display name of the processes.
The following figure displays the Process to be Present - Add page:
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Figure 291: Processes to be Present - Add Page

Enable checks for Mac OS5 X

Process to be Present - Add

Process Location Applications |E|

Enter the Process name

Enter the Display name

Antivirus

In the Antivirus page, you can specify information about the antivirus application. Click on An antivirus-
application is on to configure the anti-virus application information.

The following figure displays the Antivirus page:
Figure 292: Antivirus Page (Detail 1)

An antivirus-application is on
Remediation checks Auto Remediation User Notification Display Update URL

e Last Scan RTP Check T

Antivirus Prd Version Eng Version Dat Version update

Click Add to specify product and version check information in the antivirus configuration page.

Figure 293: Antivirus Configuration Page (Detail 2)

Product-specific checks (Uncheck to allow any product)

Select the antivirusproduct avast! Antivirus E|
Product version check Mo Check El

Engine version check Mo Check

Data file version check Mo Check El

Data file has been updated in Hour(s) El

Last scan has been done before Hour(s)

Real-time Protection Status

Check @No Check © 'On " Off

When you save your antivirus configuration, it appears in the Antivirus page list. See ClearPass Windows
Universal System Health Validator > OnGuard Agent on page 273 for antivirus page and field descriptions.

ClearPass Policy Manager | User Guide Posture | 319



AntiSpyware

In the AntiSpyware page, an administrator can specify information about the antispyware application. The
following figures describe the examples of the AntiSpyware page and the AntiSpyware - Add page:

Figure 294: Anti-Spyware Page

[VIEnable checks for Mac 05 X

An antispyware-application is on

Remediation checks Auto Remediation User Motification Display Update URL
Antispyware Prd Version Eng Version Dat Version Eztlate Last Scan RTP Check T

In the Antispyware page, click An Antispyware Application is On to configure different configuration
elements specific to the antispyware product that you select. When you save the antispyware configuration, it
appears in the Antispyware page list.

Figure 295: Anti-Spyware Add Page

Enable checks for Mac 05 X

Product-specific checks {Uncheck to allow any product)

Select the antispywareproduct | Or.Web for Mac |Z|
Product version check Mo Check |E|

Engine version check Mo Check

Data file version check Mo Check

Data file has been updated in Hour(s) |E|

Last scan has been done before Hour(s)

Real-time Protection Status

i@
Check @No Check C0on COff

'Save | Cancel|

The configuration elements are the same for antivirus and antispyware products.

HNOTE
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Firewall

From the Firewall page, click A Firewall Application is On to configure the firewall application information.
The following figure displays the Firewall page:

Figure 296: Firewall Page

Enable checks for Mac 05 ¥

A firewall application is on

Remediation checks Auto Remediation User Notification
Product-specific checks MiUncheck to allow any product)

Add
Firewall Product Name Product Version T

Click Add from the Firewall page to configure different configuration elements specific to the firewall product
that you select. When you save the firewall configuration, it appears in the Firewall page list.

Figure 297: Firewall Add Page

Enable checks for Mac OS5 X

Select the firewallproduct McAfee Endpoint Protection for Mac |E|

Product Version is at least

Save ] Cancel

When enabled, the Firewall detail page appears. See ClearPass Windows Universal System Health Validator >
OnGuard Agent on page 273 for firewall page and field descriptions.

Patch Management

From the Patch Management page, you can view and add the patch management product. Select A patch
management application is on to configure auto remediation and user notification features.

The following figure displays the Patch Management page:
Figure 298: Patch Management Page
Enable checks for Mac 0S X

A patch management application is on
Remediation checks Auto Remediation User Notification

Product-specific checks IOl (Uncheck to allow any product)
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Click Add in the Patch Management page to view the configuration options for the specific patch
management product. The following figure displays the Patch Management - Add page:

Figure 299: Patch Management - Add Page

ClearPass Mac OS X Universal System Health Validator L]

e @ Enable checks for Mac 0S X
¥ Services
{J Processes
{3 Antivirus Select Patch Management product| DELL Kace Agent E
iF AntiSpyware Product Version is at least
£z Firewall
tedPatch Manage Status Check Type Mo Check

{JPeer To Peer

¥ USB Devices m
£ Virtual Machine

£ Network Conne

£ Disk Encryption

1x Installed Applic

m

Peer To Peer

From the Peer To Peer page, you can view and add peer-to-peer applications. Clicking A Peer to Peer
application is on provides configuration options to specify peer to peer applications or networks that need to
be explicitly stopped. When you select a peer to peer network, all applications that make use of that network
are stopped.

The following figure displays the Peer To Peer page:
Figure 300: Peer To Peer Page

[ZIEnable checks for Mac 0S X

A Peer to Peer application is on
Remediation checks Auto Remediation User Notification

@ By Application © By Network

Available Applications Applications to stop
Acglite
Acquisition 2
Bits on Wheels -
BitTorrent
Gotcha!
LimeWire

Miro |8

Majo

Phex

Poisoned

ShakesPeer - =

»
»

m

USB Devices

Use this page to configure the Auto Remediation and User Notification parameters. You can also configure
the options to take remediation action for USB mass storage devices or to remove USB mass storage devices
from the Remediation Action for USB Mass Storage Devices drop-down.
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The following figure displays the USB Devices page:
Figure 301: USB Devices Page

RacOS X @ MEnable checks for Mac 0S X
{x Services )
L% Processes USE Devices
. - Remediation checks Auto Remediation User Notification
L Antivirus
L AntiSpyware
L{x Firewall Remediation Action for USBE Mass Storage Devices
% Patch Mananen Mo Action |T|

Virtual Machine

The Virtual Machines page provides configuration options to virtual machines utilized by the network. Select
the Virtual Machine Detection is on option to enable the Auto Remediation and User Notification
options.

The following figure displays the Virtual Machine page:
Figure 302: Virtual Machine Page
[WEnable checks for Mac 0S X

Wirtual Machine Detection is on
Remediation checks Auto Remediation User Motification

Allow access to clients running on Virtual Machine
Allow access to clients hosting Virtual Machines

Remediation Action for clients hosting Virtual Machines
Mo Action

Network Connections

The Network Connections page provides configuration options to control network connections based on
connection type. Enabling the Network Connection Check is on check box provides the options to specify
the remediation checks or user notification.

The following figure displays the Network connections page:
Figure 303: Network Connections Page

[¥IEnable checks for Mac 0S X

Network Connection Check is on
Remediation checks [#lauto Remediation [Fluser notification

[C] check for Network Connection Types

Remediation Action For Network
Connection Types Not Allowed

Network Connection Types Network Connections Allowed
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Select the Check for Network Connection Types check box from the Network Connections page, and
then click Configure to specify type of network connection. You can select and allow the network connection
types from the Network Connections Configuration page as described in the following figure:

Figure 304: Network Connections Configuration Page

Enable checks for Mac 0OS X

Network Connection Types

Allowed Network Connections Type | Allow Only One Metwork Connection |E|
MNetwork Connection Types Network Connections Allowed
Wired
=<
Wireless -
Remediation Action For Network Connection Types Not Allowed | Mo Action |z|

"Save ] Cancel

Disk Encryption

Disk encryption is a technology that protects information by converting it into unreadable code that cannot be
deciphered easily by unauthorized people. Disk encryption uses disk encryption software or hardware to
encrypt every bit of data that goes on a disk or disk volume. Disk encryption prevents unauthorized access to
data storage.

The following figure displays the Disk Encryption page:
Figure 305: Disk Encryption Page
Enable checks for Mac 0OS X

A disk encryption application is on
Remediation checks Auto Remediation User Motification

Disk Encryption Product Name Product Version Locations to Check i

Click A disk encryption application is on from the Disk Encryption page to configure the remediation
options. Click Add to configure the product specific encryption checks. You can select the Uncheck to allow
any product check box from the Product-specific checks field to not to allow any encryption product to
check disk encryption.
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The following image is an example of the Disk Encryption - Add page:
Figure 306: Disk Encryption Add Page

Enable checks for Mac 05 X
Product-specific checks {Uncheck to allow any product)

Select Disk Encryption product | CREDANT Shield |Z|
Product Version is at least

Locations to Check Mone

Save J Cancel

Installed Applications
The Installed Applications category groups classes that represent software-related objects.

From the Installed Applications page, you can specify information about which installed applications you
want to monitor.

Figure 307: Installed Applications Page for Macinstosh OS X

[¥Enable checks for Mac 0S X

Installed Applications Check is on

Remediation checks Auto Remediation User Notification

Monitor Mode (Check to enable Monitor Mode)

Applications Allowed (Mandatory) m
Application Name i)
Applications Allowed (Optional) m
Application Name i)

[C] allow only Mandatory and Optional Applications

Applications Mot Allowed m
Application Name i)
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The following table describes the Installed Applications for Mac OSX Configuration page parameters:

Table 160: /nstalled Applications for Mac OS X Configuration Page Parameters

Parameter Action/Description

Remediation checks Auto-Remediation for the Installed Applications
health class is not supported.

User Notification 1. Enable sending a remediation message with a
list of applications to install or uninstall to the
user.

Monitor Mode 2. Enable Monitor Mode to treat all the installed

applications as always healthy.

Applications Allowed (Mandatory) 3. Specify installed applications to be monitored on
a mandatory basis.

NOTE: Enter the application names as they are

shown in Add/Remove Programs.

Applications Allowed (Optional) 4. Specify installed applications to be monitored on
an optional basis.

NOTE: Enter the application name as they are

shown in Add/Remove Programs.

Allow only Mandatory and Optional Applications | 5. Specify that only the mandatory and optional
applications are monitored.

NOTE: All applications that are not either

mandatory or optional must be removed or

uninstalled.

Enabling Regular Expressions for a Mac OS X Application
To enable regular expressions for an application:

1. Fromthe ClearPass Windows Universal System Health Validator > Configure page (see ClearPass
Macintosh OS X Universal System Health Validator: OnGuard Agent on page 316), select Installed
Applications.

2. Click (enable) the Installed Applications Check is on check box.
The Installed Applications dialog appears (see above).
3. From the desired Applications Allowed category, click Add.

The Mandatory Applications dialog appears for the selected Applications Allowed category (see Figure
308).
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Figure 308: Enabling Regular Expression

ClearPass Mac OS X Universal System Health Validator

Mac 05 X =)
il Enable checks for Mac 0S5 X i
4F Services e
1} Processes Applications Mandatory - Add
LF Antivirus
£} AntiSpyware Enter the Application Name  |AppABC
£y Firewall Enable Regular Expression (check to enable use of regex in Application Name)
4x Patch Management
{3} Peer To Peer Remediation Message |Please contact the Help Desk ‘

£x Virtual Machines
4z Network Connections
£ Disk Encryption

tedInstalled Applications

4k File Check

m

Quarantine Message

Reset Save :

< | 11 | »

4. Configure the Add Mandatory Applications parameters as described in Table 161.

Table 161: Add Mandatory Applications Parameters

Parameter Action/Description

Enter the 1. Enter the name of the application.
Application Name

Enable Regular 2. Check (enable) this check box to enable the use of regular expressions in the
Expression Application Name.

When this field is enabled, ClearPass treats the Application Name as regular
expression when comparing application names.

Remediation 3. Optionally, enter the remediation message that will be displayed to the user in the event
Message of anerror.

NOTE: Remedition messages can include reasons for remediation, links to helpful URLs and
helpdesk contact information.

4. Click Save.

You return to the Installed Applications dialog, where Regular Expression
Enabled is set to true for the specified application (see Figure 309).
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Figure 309: Regular Expression Enabled

ClearPass Mac OS5 X Universal System Health Validator o
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Application Name Reqular Expression E
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{2 File Check

File Check

m

From the File Check page, you can turn on the file check feature and specify information about which the files

you want to check.

Use the File Check page to verify the group of files to be present or absent.

The following figure is an example of the File Check health class configuration dialog:

Figure 310: Mac OS X File Check Health Class Configuration
[¥Enable checks for Mac 05 X

File Check is On
Remediation checks Auto Remediation

Monitor Mode [C] (Check to enable Monitor Mode)

File Groups to be Present

File Group Name Evaluation Rule Files List
File Groups to be Absent
File Group Name Evaluation Rule Files List

User Notification
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The following table describes the File Check Configuration parameters:

Table 162: File Check Configuration Parameters

Parameter Action/Description

Remediation checks

Auto-remediation for the File Check health class is not supported.

User Notification

1. When enabled, a remediation message that includes the groups of files to be

present or absent is displayed to the end user.

Monitor Mode

2. Totreatall the file check health classes as always healthy, enable Monitor Mode.

File Groups to be Present

To add the files to be present in the File Check health class, click Add.

File Groups to be Absent

4. To add the files to be absent in the File Check health class, clic

k Add.

1. To open the File Group to be Present > Add page, click Add:

You can configure the name of the file group and specify the evaluation rule for the file group.

The following figure displays the File Group to Be Present > Add dialog:

Figure 311: MacOSX File Group to Be Present > Add Dialog

Enable checks for Mac 05 X

Enter the File Group Name
File Group Evaluation Rule

Files to be Present
File Location File Path

File Group to be Present - Add

Pass All [~]

File Name File MD5 Sum Remediation Message

Save Cancel

The following table describes the File Group to Be Present > Add parameters:

Add
i)
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Table 163: File Group to Be Present > Add Parameters

Parameter Action/Description

Enter the File Group
Name

1.

Enter the name of the file group.

File Group Evaluation Rule

Select the appropriate File Group Evaluation Rule:

Pass All: Select this evaluation rule if you want the File Check health class to be
deemed as 'healthy' only if all the configured file groups are present.

Pass Any One: Select this evaluation rule if you want the File Check health class
to be deemed as 'healthy' even if any one of the configured file groups are present.

3. To configure the name of the file group and the evaluation rule for the file group, from File Groups to be

Present, click Add.

The following figure displays the File to Be Present > Add page:

Figure 312: File to be Present > Add Dialog

Enable checks for Mac 0S X

File Location

Enter the File Path

File to be Present - Add

Applications E

(eg: SamplevendorsampleApp, SampleFolderconfig)

Enter the File Name

{eg: SamplefApp.exe, SampleFile.dll)

Enter the MDS Sum

Remediation Message

Save Cancel

The following table describes the File to Be Present > Add parameters:

Table 164: File to Be Present > Add Parameters

Parameter Action/Description

File Location

e 6 o o o —

Select any location of the file from the drop-down list:
Applications

UserBin

UserLocalBin

UserSBin

None

Enter the File Path

Enter the file path as described in the examples from the GUI.

Enter the File Name

Enter the name of the file.
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Table 164: File to Be Present > Add Parameters (Continued)

Parameter Action/Description

Enter the MD5 Sum Optionally, you can specify one or more (comma separated) MD5 checksums of the
process executable file.

Remediation Message 4. Specify the custom remediation message to be displayed to end users if File check
fails.

5. When finished, click Save.

The parameters configured in the File to Be Present > Add dialog are reflected in the File Groups to be
Present dialog as illustrated in the following figure:

Figure 313: File Group to Be Present Parameters Displayed

[¥IEnable checks for Mac 0S X

File Group to be Present - Add

Enter the File Group Name Group1

File Group Evaluation Rule Pass All E

Files to be Present m

File Location File Path File Name File MD5 Sum Remediation Message T
S A Keynote is

Applications Applications/Keynote Keynote =

successfully installed.

Configuring NAP Agent Plugins

If your posture policy is using a NAP agent, the Posture Plugins tab allows you to configure the following
plug-in types:

e Windows System Health Validator: NAP Agent on page 332

e Windows Security Health Validator: NAP Agent on page 333

The following figure displays the NAP Agent - Posture Plugins tab:
Figure 314: NAP Agent - Posture Plugins Options

Configuration » Posture » Posture Policies » Add

Posture Policies

Policy Posture Plugins Rules Summary

Select one/more plugins:

Plugin Name Plugin Configuration Status
O ‘ Windows System Health Validator Configure | View | -
] ‘ Windows Security Health Validator Configure | View | -
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Windows System Health Validator: NAP Agent

The Windows System Health Validator NAP (Network Access Protection) Agent checks for the level of Windows
Service Packs.

To configure the minimum service pack level required, perform the following steps:
1. Navigate to Configuration > Posture > Posture Policies.
The Posture Policies page appears.

2. Click Add.
The Add Posture Policies > Policy dialog opens.

Figure 315: Adding a Windows NAP Agent Posture Policy

Configuration » Posture » Posture Policies » Add

Posture Policies

Posture Plugins Rules Summary

Policy Name: Windows System Health Validator - NAP agent

Description:

Posture Agent: © nap Agent © oncuard Agent (Persistent or Dissolvable)
Host Operating System: @ windows  Linux | Mac 0S X

Restrict by Roles: -

Select or type role names

3. Specify the following:
a. Policy Name/Description: Enter the name and description of the posture policy.
b. Posture Agent: Select NAP Agent.
c. Host Operating System: Select Windows.
4. Click Next.
The Posture Policies > Posture Plugins page opens.

Figure 316: Posture Plugins for Windows Health Validators

Configuration » Posture » Posture Policies » Add

Posture Policies

Policy Posture Plugins Rules Summary

Select one/more plugins:

Plugin Name Plugin Configuration Status
| Windows System Health Validator View Not Configured
D | Windows Security Health Validator Configure | View =

5. Fromthe Posture Plugins tab, select Windows System Health Validator, then click the Configure
button.

The Windows System Health Validator page appears:
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Figure 317: Onguard NAP Agent: Windows System Health Validator

Windows System Health Validator o

Client computers can connect to your network, subject to the following checks -
[¥] windows xp -

Windows XP clients are allowed
Restrict clients which have Service Pack less than

Windows Server 2008

Windows Server 2008 clients are allowed
D Restrict clients which have Service Pack less than

Windows Server 2008 R2

Windows Server 2008 R2 clients are allowed
D Restrict clients which have Service Pack less than

Windows Server 2012

Windows Server 2012 clients are allowed
Restrict clients which have Service Pack less than

m

Windows Server 2012 R2

Windows Server 2012 R2 clients are allowed
Restrict clients which have Service Pack less than

il
m Save { Cancel

6. To enable support of specific Windows operating systems, click the corresponding check boxes.

Enable the Restrict clients... check box and specify the minimum Service Pack level required on the client
computer to connect to your network.

8. Click Save.
You return to the Posture Plugins page where the status of the plug-in is now set to Configured.

Windows Security Health Validator: NAP Agent

The Windows Security Health Validator: NAP (Network Access Protection) Agent checks for the presence of
specific types of security applications. You can use the check boxes to restrict access based on the absence of
the selected security application types.

To configure the minimum service pack level required, perform the following steps:

1. Navigate to Configuration > Posture > Posture Policies.
The Posture Policies page appears.

2. Click Add.
The Add Posture Policies dialog appears.
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Figure 318: Adding Windows Security Health Validator: NAP Agent Posture Policy
Configuration » Posture » Posture Policies » Add

Posture Policies

Posture Plugins Rules Summary

Policy Name: Windows Security Health Validator

Description: Checks for the presence of specific types
of security applications

Posture Agent: © nap Agent © onGuard Agent (Persistent or Dissolvable)
Host Operating System: @ windows Linux Mac 05 X
Restrict by Roles: -

Select or type role names

My Add

3. Specify the following:
a. Policy Name: Enter the name of the posture policy.
b. Posture Agent: Select NAP Agent.
c. Host Operating System: Select Windows.
4. Click Next.
The Posture Policies > Posture Plugins page appears.

Figure 319: Selecting Posture Plugins for Windows Security Health Validator: NAP Agent

Configuration » Posture » Posture Policies » Add

Posture Policies

Policy Posture Plugins Rules Summary

Select one/more plugins:

Plugin Name Plugin Configuration Status

(] ‘ Windows System Health Validator Configure | View | =
‘ Windows Security Health Validator View Not Configured

5. From the Posture Plugins page, select Windows Security Health Validator, then click Configure.
The Windows System Health Validator page appears:.

6. Click the Enable checks for Windows 10 check box.
The Windows Security Health Validator configuration page appears as shown in Figure 320.
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Figure 320: Windows Security Health Validator

‘Windows Security Health Validator o
Windows 10 (O] Enable checks for Windows 10
Client computers can connect to your network, subject to the following checks -
4% Configuration
[ Firewall

Enable to validate firewall status on the client

[[] virus protection

Enable to validate virus protection status on the client

DSpyware Protection

Enable to validate spyware protection status on the client

[Clautomatic Updates

Enable to validate Automatic Updates status on the client

O Security Updates

Enable to validate Security Updates status on the client

Windows 8
Windows 7

Windows Vista

Windows XP

@ Save i Cancel

7. To enable support of specific operating systems, click the corresponding check boxes.
8. Click Save.

You return to the Posture Plugins page where the status of the Windows Security Health Validator plug-in
is now Configured.

Once you have defined the posture hosts, agents, and plugins, you must configure the rules for the posture

policy. To configure posture policy rules, navigate to Configuration > Posture > Posture Policies > Add,
and click the Rules tab on the Posture Policies window.
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Figure 321: Posture Policy Rules Tab and Rules Editor

Configuration » Posture » Posture Policies » Add

Posture Policies

Policy Posture Plugins m Summary

Rules Evaluation Algorithm: First applicable

Conditions Posture Token
Add Rule Move Up | Move Down | Edit Rule | Remove Rule |

Rules Editor ‘—I_’ o

Select Plugin Checks: Passes all SHV checks El

Select Plugins: [C] windows System Health Validator
[C] windows Security Health Validator

Posture Token: HEALTHY (0) (=]

The following table describes the Rules Editor configuration parameters:

Table 165: Posture Policy Rules Editor Parameters

Parameter Description

Select Plugin Checks Click select one of the following plugin check types for System Health Validators (SHVs):
e Passes all SHV checks

e Passes one or more SHV checks

e Fails all SHV checks

e Fails one or more SHV checks

Select Plugins Select the plug-in to which the plug-in checks should apply.

Posture Token Select one of the following posture token types.

Policy Manager can forward all or part of the posture data received from the client to a posture server. The
posture server evaluates the posture data and returns application posture tokens. Policy Manager supports
the Microsoft NPS Server for Microsoft NAP integration. To configure the posture for a service, navigate to the
Add Service (Configuration > Services > Add) page. The Posture tab is not enabled by default. To enable
posture checking for this service, select the Posture Compliance check box from the More Options field on
the Service tab.

You can enable the posture checking for this kind of service, if you deploy any of the following;

e Policy Manager in a Microsoft Network Access Protection (NAP)
e Cisco Network Admission Control (NAC) Framework environment
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e Aruba hosted captive portal that performs posture checks through a dissolvable agent

The following figure displays an example on how to configure a posture at the service level:

E The Posture Compliance check box must be selected on the Service tab in order for posture to be enabled.

Figure 322: Posture Features at the Service Level

Summary Service Authentication Roles m Enforcement

Posture Policies:

Posture Servers:

Posture Policies: Basic Linux Health Check 9 Remove
e Modify
~Selectto Add- []
Default Posture Token: UNKNOWN (100) E
Remediate End-Hosts: [[] Enable auto-remediation of non-compliant end-hosts

Remediation URL: http:/fremediation_internal.us.acme.com

Posture Servers: PS_NPS [RADIUS] [Microsoft NPS -
- Modify
~Selectto Add- [~]

You can configure the following components of a posture:

Table 166: Posture Features at the Service Level

Configurable

How to Configure

Component
Sequence of Select a policy, then select Move Up, Move Down, Remove, or View Details.
Posture Policies e Toadd a previously configured policy, select from the Select drop-down list,

then click Add.

To configure a new policy, click the Add link at the top-right corner of the
Configuration > Posture Policies page. For more information, see
Configuring Posture Policy Agents and Hosts on page 269.

To edit the selected posture policy, click Modify. For more information, see
Configuring Posture Policy Agents and Hosts on page 269.

Default Posture The default posture token is UNKNOWN (100). You can select the default
Token posture token from the drop-down list.

Remediation End- Select this check box to enable auto-remediation action on non-compliant
Hosts endpoints.
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Table 166: Posture Features at the Service Level (Continued)

Configurable

How to Configure

Component

Remediation URL This URL defines where to send additional remediation information to endpoints.
Sequence of Select a posture server, then select Move Up, Move Down, Remove, or View
Posture Servers Details.

e Toadd a previously configured posture server, select from the Select drop-
down list, then click Add.

e To configure a new posture server, click Add link at the top-right corner of
the Configuration > Posture Policies page. For more information, see
Adding and Modifying Posture Servers.

e To edit the selected posture server, click Modify. For more information, see
Adding and Modifying Posture Servers.

Enable auto- Select the Enable auto-remediation of non-compliant end-hosts check box
remediation of to enable the specified remediation server to enable auto-remediation.
non-compliant end- | Remediation server is optional. A popup appears on the client box with the URL
hosts of the remediation server.

The ClearPass Policy Manager server contains default Nessus (v2.X through v6.x) and Nmap (Network
Mapping) servers. For enterprises with existing audit server infrastructure, or with external audit servers, Policy
Manager supports these servers externally.

For more information, see:

e Default Audit Servers on page 339
e Custom Audit Servers on page 342
e Post-Audit Rules on page 351

Audit Service Flow Control

Audit servers evaluate posture, role, or both for unmanaged or unmanageable clients. One example is clients
that lack an adequate posture agent or an 802.1X supplicant. For example, printers, PDAs, or guest users might
not be able to send posture credentials or identify themselves.

A Policy Manager Service can trigger an audit by sending a client ID to a pre-configured audit server, and the
server returns attributes for role mapping and posture evaluation.

Audit servers are configured at a global level. Only one audit server can be associated with a service. The flow-
of-control of the audit process is shown in the figure below.
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Figure 323: Flow of Policy Manager Auditing Control

Audit

Policy Manager friggers a re-
authentication on the switch.

Folicy Manager Service sends client address o P-udit_\\,
Server configured with Service-specific Scan F'r-nﬁle_//'

l

Audit Server assigns “In Progress” posture status and
imvokes the Audit, scanning for health and identity
attributes and applying post-audit rules o infer identity

|

Al S Progress T irfedvals, Policy Manager
e o5t Avai Sereer for redurmed Posfune
Tokens sndior Roles
I

Audit finished?

Yes

Yes

Default Audit Servers

Configured for re-authentication?

(]

f/_Pn.'iny Manager passes Posture Tokens andior Roles o the
L\ Service-speciic Enforcemant Policy to be cached for use

When you configure an audit as part of a Policy Manager service, you can select the default Nessus (Nessus
Server) or the Nmap Audit configuration.

Adding Auditing to a Service

To configure an audit server for a new service:

1. Navigate to Configuration > Services.

The Services page opens.

2. Select the Add link in the top-right corner.

The Add Services dialog opens.

3. Todisplay the Audit tab, select the More Options > Audit End-Hosts check box.
4. Inthe Add Services dialog, select the Audit tab.
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The Add Services > Audit dialog opens.
Figure 324: Add Services > Audit Dialog

Configuration » Services » Add

Services
Service Authentication Roles Enforcement Summary
Audit Server: —-Select- |Z| View Details Modify | Add new Audit Server
Audit Trigger Conditions: © Always
) When posture is not available
© For MAC authentication request
Action after audit: @ No Action

© Do SNMP bounce
) Trigger RADIUS CoA action

5. Complete the fields in the Add Services > Audit tab as described in Table 167, then click Save.
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Table 167: Add Services > Audit Dialog Parameters

Parameter | Action/Description

Audit Select a server profile from the list:
Server Nessus Server: Performs vulnerability scanning and returns a Healthy/Quarantine
result.

Nmap Audit: Performs network port scans. The health evaluation always returns a
Healthy result. The port scan gathers attributes that allow determination of role(s)
through post-audit rules.
You can click the View Details button to view the Policy Manager Entity Details
dialog with the summary of audit server details.
To view the Summary tab with audit server details, click the Modify button.
For Policy Manager to trigger an audit on an end-host, it needs to get the IP address of
the end-host. The IP address of the end-host is not available at the time of initial
authentication for 802.1X and MAC authentication requests. Policy Manager's DHCP
snooping service examines the DHCP request and response packets to derive the IP
address of the end-host.
For this to work, you need to use this service, Policy Manager must be configured as a
DHCP “IP Helper” on your router/switch in addition to your main DHCP server. Refer to
your switch documentation for “IP Helper” configuration.

To audit devices that have a static IP address assigned, it is recommended that you
create a static binding between the MAC address and IP address of the endpoint in your
DHCP server. Refer to your DHCP server documentation for configuring static bindings.
NOTE: Policy Manager does not issue the IP address; it only examines the DHCP traffic
to derive the IP address of the end-host.

Audit Select from the following audit trigger conditions:
Trigger Always: Always perform an audit.
Conditions When posture is not available: Perform audit only when posture credentials are

not available in the request.
For MAC Authentication Request: If you select this option, then Policy Manager
presents the following three additional settings:
For known end-hosts only: Select this option when you want to reject unknown
end-hosts and to audit known clients. Known end-hosts are defined as clients
that are found in the authentication source(s) associated with this service.
For unknown end-hosts only: Select this option when known end-hosts are
assumed to be healthy, but you want to establish the identity of unknown end-
hosts and assign roles. Unknown end-hosts are end-hosts that are not found in
any of the authentication sources associated with this service.
For all end-hosts: For both known and unknown end-hosts.

Action after | Selectan Action after audit.
audit Performing an audit on a client is an asynchronous task, which means the audit can be
performed only after the MAC authentication request is completed and the client has
acquired an IP address through DHCP. Once the audit results are available, there
should be a way for Policy Manager to re-apply policies on the network device. This can
be accomplished in one of the following ways:
No Action: The audit will not apply policies on the network device after this audit.
Do SNMP bounce: This option will bounce the switch port or force an 802.1X
reauthentication (both done using SNMP). Bouncing the port triggers a new
802.1X/MAC authentication request by the client.
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Table 167: Add Services > Audit Dialog Parameters (Continued)

Parameter | Action/Description

If the audit server already has the posture token and attributes associated with this
clientinits cache, it returns the token and the attributes to Policy Manager.

e Trigger RADIUS CoA action: This option sends a RADIUS CoA command to the
network device.

Modifying Default Audit Servers
To reconfigure default Policy Manager audit servers:

1. Navigate to Configuration > Posture > Audit Servers.

Figure 325: Audit Servers Page

Configuration » Posture » Audit Servers

Audit Servers F Add
&, Import
& Export Al
Filter:| Name [+] contains ~ +! Show (10 [+] records
# ! Name 4 Description Type

1. ‘ ] [Nessus Server] Nessus server running in the Policy Manager server NESSUS

2. ‘ o [Nmap Audit] Nmap default configuration NMAP

Showing 1-2 of 2 Copy | Export | Delete

2. Select an audit server from the list of available servers.
The Edit Audit Servers page opens.
3. Modify the profile, plugins, and/or preferences.
o Inthe Audit tab, you can modify the In-Progress Posture Status and Default Posture Status.
o If you selected a Nessus Server, the Primary Server and Backup Server tabs allow you to specify a

scan profile. In addition, when you add a new scan profile, you can select plugins and preferences for the
profile. Refer to Nessus Scan Profiles on page 346 for more information.

The default Policy Manager Nessus audit server ships with approximately 1,000 of the most commonly
used Nessus plugins.

Rules Tab

In the Rules tab, you can create post-audit rules for determining roles based on identity attributes discovered
by the audit. For more information on creating post-audit rules, see Post-Audit Rules on page 351.

Custom Audit Servers
This section provides the following information:

m Adding a Nessus Audit Server on page 342
m Required Configuration Updates for External Nessus Servers
m Adding an Nmap Audit Server on page 349

For enterprises with existing audit server infrastructure or preferring custom audit servers, Policy Manager
supports Nessus (v2.x through v6.x) and Nmap scans using the NMAP plug-in on external Nessus servers.
Adding a Nessus Audit Server

ClearPass uses the Nessus audit server interface primarily to perform vulnerability scanning. It returns a result
of Healthy or Quarantine.
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To add a Nessus audit server:

1. Navigate to Configuration > Posture > Audit Servers, then click Add.
The Add Audit Servers dialog opens to the Audit tab.

Figure 326: Add Nessus Audit Server > Audit Tab

Configuration » Posture » Audit Servers » Add

Audit Servers

Primary Server Backup Server Rules Summary

Name: extern-nessus.acme.com
Description: External Nessus 3.0 server|
Type: ©) NMAP @ NESSUS
In-Progress Posture Status: | TRANSITION (15) -
Default Posture Status: UNKNOWN (100) -

2. Specify the Nessus Audit Server > Audit tab parameters as described in Table 168.

Table 168: Add Nessus Audit Server > Audit Tab Parameters

Parameter Action/Description

Name Specify the name of the audit server.

Description Optionally (and recommended), enter the description that provides additional
information about the audit server.

Type Specify the type of audit server: Nmap (Network Mapper) or Nessus.

In-Progress Specify the posture status during audit.
Posture Status

Status

Default Posture Specify the posture status if evaluation does not return a condition/action match.

The Primary Server and Backup Server tabs specify connection information for the Nessus audit server.
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Figure 327: Add Nessus Audit Server > Primary and Backup Server Tabs

Audit Backup Server Rules Summary
Nessus Server Name: extern-nessus.acme.com
Nessus Server Port: 1241 | (default is 1241)
Username: admin
Password: sssssse Verify: sesssse
Scan Profile: default - Add/Edit Scan Profile
In-Progress Timeout: 30 seconds
Audit Primary Server Rules Summary
Backup: Enable to use backup when primary does not respond
Nessus Server Name: extern-nessus-backup.acme.conm
Nessus Server Port: 1241 | (default is 1241)
Username: admin
Password: sssssse Verify: sesssse
Scan Profile: default - Add/Edit Scan Profile
In-Progress Timeout: 30 seconds

3. Specify the Nessus Audit Server > Primary Server tab and Backup Server tab parameters as described
in Table 169.

Table 169: Nessus Audit Server > Primary and Backup Server Tabs Parameters

Parameter Action/Description

Backup On the Backup Server dialog: For the backup server to be invoked on
primary server failover, check the Enable to use backup when primary
does not respond check box.

Nessus Server Name Enter the name of the Nessus server.

Nessus Server Port Specify the Nessus Server port. The default is 1241.

Username Enter the username for the primary and backup Nessus servers.
Password Enter the password for the primary and backup Nessus servers.

Scan Profile You can accept the default scan profile or select Add/Edit Scan Profile to

create other profiles and add them to the scan profile list. Refer to Nessus
Scan Profiles on page 346.

In-Progress Timeout Specify the duration (in seconds) before polling for Nmap results. The
default is 30 seconds.

4. Configure the audit server Rules.

The Rules tab specifies rules for post-audit evaluation of the request to assign a role. For more information,
refer to Post-Audit Rules on page 351.
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Modifying a Nessus Audit Server

To modify an existing Nessus audit server:

1. Navigate to Configuration > Posture > Audit Server.

The Audit Servers dialog opens.

Figure 328: Selecting a Nessus Audit Server

Audit Servers

Configuration » Posture » Audit Servers

“ Add

& Import
& Export Al
Filter:| Name [+] contains + ] Clear Filter show 10 [¥]records
# I} Name 4 Description Type
1.‘|:| [Nessus Server] Messus server running in the Policy Manager server NESSUS
2 ‘D [Nmap Audit] Nmap default configuration NMAP
Shewing 1-2 of 2 Copy | Export | Delete

2. Select the Nessus audit server you wish to modify.

The Edit Nessus Server dialog opens to the Summary tab, which displays the configuration settings for
the selected Nessus server.

Figure 329: Edit Nessus Server > Summary Page

Configuration » Posture » Audit Servers » Edit - [Nessus Server]

Audit Servers - [Nessus Server]

Audit Primary Server Backup Server Rules

Primary Server:

Default Posture Status:

Nessus Server Port:

Audit:

Name: [Nessus Server]

Description: Nessus server running in the Policy Manager server
Type: MESSUS

In-Progress Posture Status: TRANSITION (15)

UNKNOWN (100)

Nessus Server Name: localhost

1241 (default is 1241)

Username: aruba
Password: A
Scan Profile: default

In-Progress Timeout:

60 seconds

Backup Server:
Backup: Disabled

Nessus Server Name: -

Nessus Server Port: 0 (default is 1241)
Username: -

Password: -

Scan Profile: =

In-Progress Timeout: 0 seconds
Rules:

Rules Evaluation Algorithm: Evaluate all

Conditions Role Name

3. Make any necessary configuration changes, then click Save.

Required Configuration Updates for External Nessus Servers

To properly support Nessus server configuration on ClearPass servers, you must make the following
configuration settings on the external Nessus server:
1. Onthe external Nessus server, set the value for the disable_ntp parameter to no.

For example, on a CENTOS/RHEL server running Nessus, you would enter the following command:

centos# /opt/nessus/sbin/nessuscli fix --set disable_ntp=no
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2. Restart the Nessus service.

For example:

centos# service nessusd restart

3. If the external Nessus server has Transport Layer Security (TLS) enabled, add the Nessus CA Certificate to
the ClearPass Certificate Trust List (see Certificate Trust List on page 659).

You can download the Nessus CA certificate from:

https://<nessus_server name>:8834/getcert

Nessus Scan Profiles

A scan profile contains a set of scripts (plugins) that perform specific audit functions. To Add/Edit Scan Profiles,
select Add/Edit Scan Profile (link) from the Primary Server tab of the Nessus Audit Server configuration.
The Nessus Scan Profile Configuration page displays.

Figure 330: Nessus Scan Profile Configuration Page

Configuration » Posture » Audit Servers » Nessus Scan Profile Configuration - default

Nessus Scan Profile Configuration - default Refresh Plugins List
Selected Plugins Preferences

Select Profile: default -

New Profile Name: default

Available Plugins:

@ Filter plugins by family: i-Select- i

' Filter plugins by ID or name: Go Clear

[ xd Plugin Name

Back to Audit Servers Delete | Copy

You can refresh the plugins list (after uploading plugins into Policy Manager, or after refreshing the plugins on
your external Nessus server) by clicking Refresh Plugins List. The Nessus Scan Profile Configuration page
provides three views for scan profile configuration:

The Profile tab identifies the profile and provides a mechanism for selection of plugins:

From the Filter plugins by family drop-down list, select a family to display all available member plugins
in the list below. You may also enter the name of a plugin in Filter plugins by ID or name text box.

Select one or more plugins by enabling their corresponding check boxes (at left). Policy Manager will
remember selections as you select other plugins from other plugin families.

When finished, click the Selected Plugins tab.

346 | Posture ClearPass Policy Manager | User Guide



Figure 331: Nessus Scan Profile Configuration - Profile Tab

m Selected Plugins Preferences

Select Profile: default

Mew Profile Name: default

Available Plugins:

L3

(I Filter plugins by ID or name:

@ Filter plugins by family: Windows (35)

Clear

m

Id Plugin Name
10006 pcAnywhere

10642 SMB Registry : SQL7 Patches

10761 Detect CIS ports

10794 pcAnywhere TCP
10829 scan for UPNP hosts

11067 Microsoft's SQL Hello Overflow

EROOAETOEOEEOEEDTERE DO

11883 Gator/GAIN Spyware Installed

A

Back to Audit Servers

10144 Microsoft SQL TCPR/IP listener is running

106732 Microsoft's SQL Blank Password
10674 Microsoft's SQL UDP Info Query

10763 Detect the HTTP RPC endpoint mapper

10862 Microsoft's SQL Server Brute Force

11119 SMB Registry : XP Service Pack version
11882 AOL Instant Messenger is Installed

Delete | Copy

e The Selected Plugins tab displays all selected plugins, plus any dependencies.

To display a synopsis of any listed plugin, click on its row.
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Figure 332: Nessus Scan Profile Configuration Profile Tab - Plugin Synopsis

m Selected Plugins Preferences

Select Profile: default h I

New Profile Name: default

Available Plugins:

m

@ Filter plugins by family: Windows (35) -

(D Filter plugins by ID or name: Go Clear

[ 1d Plugin Name

|:|| 10006 pcAnywhere

Microsoft's SQL Server Brute Force (10862) o

The SQL Server has a common password for one or mnore accounts.
Theses account= may be uszed to gain access to the records in
the database or even allow remote command execution.

Solution: Please ==t a difficult to guess passvord for these accounts.

Ri=lk factor : High

1@ @OOOEOE OO

< Back to Audit Servers Delete | Copy

Of special interest is the section of the synopsis entitled Risks. To delete any listed plugin, click on its corresponding
G trashcanicon. To change the vulnerability level of any listed plugin, click on the link to change the level to one of

HOLE, WARN, or INFO. This action tells Policy Manager the vulnerability level that is considered to be assigned
QUARANTINE status.

Figure 333: Nessus Scan Profile Configuration - Selected Plugins Tab

Profile Preferences
The list of selected plugins and their dependencies - Clear all selected plugins
Id Name Family Vulnerability Level T
1.|10132 Kuang2 the Virus Backdoors HOLE i
2.|10330 Services Service detection HOLE i
3.|14259 Nmap (NASL wrapper) Port scanners HOLE i

< Back to Audit Servers Delete | Copy

Figure 334: Nessus Scan Profile Configuration Selected Plugins Tab - Vulnerability Level

The list of selected plugins and their dependencies - Clear all selected plugins
Id Name Family Vulnerability Level i

2
1./10132 Kuang2 the Virus Backdoors m?(F;N i

| NOTE -

For each selected plugin, the Preferences tab contains a list of fields that require entries.

In many cases, these fields will be pre-populated. In other cases, you must provide information required for the
operation of the plugin.
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By way of example of how plugins use this information, consider a plugin that must access a particular service,
in order to determine some aspect of the client's status; in such cases, login information might be among the
preference fields.

Figure 335: Nessus Scan Profile Configuration - Preferences Tab

Profile Selected Plugins

Select Plugin: Services i

Specify preferences for the selected plugin -

Number of connections done in parallel : 6

Network connection timeout : 5

Network read/write timeout : 5

Wrapped service read timeout : 2

SSL certificate :

SSL private key :

PEM password :

ch fle:

Test SSL based services Known SS5L ports -

Back to Audit Servers Delete | Copy

After saving the profile, plugin, and preference information for your new (or modified) plugin, you can go to the
Primary/Backup Servers tabs and select it from the Scan Profile drop-down list.

Adding an Nmap Audit Server
To create an Nmap (Network Mapping) audit server:

1. Navigate to the Configuration > Posture > Audit Servers page, then click Add.
2. From the Audit tab, select the NMAP radio button in the Type field.
Policy Manager uses the Nmap audit server interface exclusively for network port scans.
The Health evaluation always returns a status of Healthy.
The port scan gathers attributes that allow determination of role(s) through post-audit rules.

Audit Tab

You can use the Audit tab to identify the server and define configuration details. Figure 336 shows an example
of the Audit tab:

Figure 336: NMAP Audit Server > Audit Tab

Configuration » Posture » Audit Servers » Add

Audit Servers

NMAP Options Rules Summary

Name: Custom NMAP Profile

Description: Customized NMAP profile for custom port
scans|

Type: @ NmAP O NESSUS

In-Progress Posture Status: | TRANSITION (15) -

Default Posture Status: UNKNOWN (100) -

The following table describes the parameters configured in the Audit tab:
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Table 170: Audit Tab Parameters

Parameter Action/Description

Name Enter the name of the NMAP audit server.

Description Optionally (and recommended), enter the description of the Nmap audit
server.

Type Select NMAP.

In-Progress Posture Specify the posture status during audit.

Status

Default Posture Status Select the posture status if evaluation does not return a condition/action
match.

NMAP Options Tab
You can use the NMAP Options tab to specify the type of scan configuration.
Figure 337: Nmap Server > NMAP Options Tab

Configuration » Posture » Audit Servers » Add

Audit Servers

Audit NMAP Options Rules Summary

TCP Scan:

TCP SYN scan
TCP Connectscan
TCP Null scan
TCP FIN scan
TCP Xmas scan
TCP ACK scan
TCP Window scan
TCP Maimon scan

UDP Scan: [C] Enabled
Service Scan: [C] Enabled

Detect Host Operating System: [C] Enabled

Port Range:
Host Timeout: 30 seconds
In-Progress Timeout: 30 seconds

350 | Posture ClearPass Policy Manager | User Guide



Table 171: NMAP Options Tab

Parameter Action/Description

TCP Scan Specify the type of TCP scan:
TCP SYN scan

TCP Connect scan

TCP Null Scan

TCP FIN scan

TCP Xmas scan

TCP ACKscan

TCP Window scan

TCP Maimon scan

Refer to Nmap documentation for more information on the TCP scan
options.

Nmap option: scanflags.

UDP Scan To enable UDP (User Datagram Protocol) scanning, check the UDP Scan
check box.
Nmap option: sU.

Service Scan To enable Service scanning, check the Service Scan check box.
Nmap option: sV.

Detect Host Operating To enable host OS detection, check the Detect Host Operating System
System check box.
NMAP option: A.

Port Range Specify the range of ports to scan.
NMAP option: p.

Host Timeout Specify the time in seconds for the target host to timeout.
Nmap option: host-timeout

In-Progress Timeout Specify the duration (in seconds) before polling for Nmap results.

Rules Tab

The Rules tab specifies rules for post-audit evaluation of the request to assign a role. For details, refer to Post-
Audit Rules on page 351.

Post-Audit Rules

The Audit Servers > Rules dialog specifies rules for post-audit evaluation of the request to assign a role.
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Figure 338: All Audit Server Configurations > Rules Dialog

Summary Audit Primary Server Backup Server m

Rules Evaluation Algorithm: © Select first match @ Select all matches

Post-Audit Rules:

Conditions Role Name
Add Rule Move Up Move Down Edit Rule | Remove Rule |

( Back to Audit Servers Copy

Table 172: All Audit Server Configurations > Rules Dialog Parameters

Parameter Action/Description

Rules Evaluation Select first matched rule and return the role or Select all matched rules and
Algorithm return a set of roles.

Add Rule When you add a rule, the Rules Editor opens. See below for details.

Move Up/Down Reorder the rules as necessary.

Edit Rule Opens the selected rule in Edit mode.

Remove Rule Removes the selected rule.

Figure 339: All Audit Server Configurations > Rules Editor

Rules Editor <)

Matches @ aNY or © ALL of the following conditions:

Name Operator Value i
1.|OS-Ir'|f0 COMNTAINS Linux i)
2|| B3 [ @
3|y Audit-5tatus

L Device-Type

Metwork-Apps
RO Mac-Vendor CACS Help Desk] (=]

05-Info
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Table 173: All Audit Server Configurations > Rules Editor Parameters

Parameter | Description

Conditions The Conditions list includes five dictionaries:
Audit-Status

Device-Type

Output-Msgs

MAC-Vendor

Network-Apps

Open-Ports

OS-Info

For more information, refer to Namespaces on page 875.

Actions The Actions list includes the names of the roles configured in Policy Manager.

Save To commit a Condition/Action pairing, click Save.
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Chapter 7
Configuring Enforcement

This chapter describes the following topics:

e Configuring Enforcement Policies on page 355
e Configuring Enforcement Profiles on page 357

Policy Manager controls network access by sending a set of access-control attributes to the request-originating
Network Access Device (NAD).

Policy Manager sends these attributes by evaluating an enforcement policy associated with the service.

Each enforcement policy contains a rule or set of rules for matching conditions (role, posture, and time) to
actions (enforcement profiles).

For a general overview of network access enforcement policies, see Enforcement Architecture and Flow on
page 1.

One and only one enforcement policy can be associated with each service. Enforcement policies can be added
in one of two ways:

e From Configuration > Enforcement > Enforcement Policies.
e From the Configuration > Services page as part of the flow of the Add Service wizard.

The following figure displays the Enforcement Policies page:

Figure 340: Enforcement Policies Page

Configuration » Enforcement » Policies

Enforcement Policies ¥ Add
S Import
& Export All
Filter:| Mame E contains ~ | + Show | 10 El records
# [ Name 4 Type Description
1.0 [Admin Network Login Policy] TACACS Enforcement policy controlling access to Policy Manager Admin
2.|0 Agent-enforcement WEBAUTH
3.|@ [AirGroup Enforcement Policy] RADIUS Enforcement policy controlling access for AirGroup devices
4. @ [Aruba Device Access Policy] TACACS Enforcement policy controlling access to Aruba device
5. |@ Automation_Enforcement RADIUS
6.0 Automation_Enf_Unknown RADIUS
7.|@ AUTO_SNMP_ENF WEBAUTH
e.|d Copy_of_WLAN-SMU Enfor CPPM2 RADIUS
9.|@ Guest - MAC Caching - Limit 1 Device RADIUS Limits guests to maximum 1 device for MAC caching purposes
10.| [ Guest - MAC Caching - Limit 2 Devices RADIUS Limits guests to maximum 2 devices for MAC caching purposes
Showing 1-10 of 45 [ ¥ Copy | Export | Delete

1. To add a new enforcement policy, click Add.
The Add Enforcement Policy page opens to the Enforcement tab:
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Figure 341: Add Enforcement Policy > Enforcement Tab

Configuration » Enforcement » Policies » Add

Enforcement Policies

Name: Employee Access Enforcement

Description: Enforcement policy for employee access

Enforcement Type: ©® RADIUS © TACACS+ ©) WEBAUTH (SNMP/Agent/CLI/CoA) © Application

Default Profile: [Allow Access Profile] E| View Details Modify Add new Enforcement Profile

4. Back to Enforcement Policies

2. Specify the Add Enforcement Policy > Enforcement parameters as described in the following table:

Table 174: Add Enforcement Policy > Enforcement Tab Parameters

Parameter Action/Description

Name Enter the name of this enforcement policy.
Description Enter a useful description of this enforcement policy (recommended).
Enforcement Type Select one of the following enforcement types:
e RADIUS
o TACACS+
o WebAuth (SNMP/CLI)/CoA
e Application
o Event
Based on this selection, the Default Profile drop-down lists the associated enforcement
profiles.

NOTE: Web-based Authentication or WebAuth (HTTPS) is the mechanism used by
authentications performed via a browser, and authentications performed via Aruba
OnGuard.

Both SNMP- and CLI- (SSH/Telnet) based enforcement profiles can be sent to the network
device based on the type of device and the use case.

Default Profile An enforcement policy applies conditions (roles, health, and time attributes) against
specific values associated with those attributes to determine the enforcement profile. If
none of the rules matches, Policy Manager applies the default profile.

To add a new profile, click Add New Enforcement Profile.

3. Inthe Rules tab, click New Rule to display the Rules Editor:
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Figure 342: Add Enforcement Policy > Rules Editor

Enforcement m Summary

Enforcement Policy Rules:

< Back to Enforcement Policies

Rules Evaluation Algorithm: © Select first match @ Select all matches

Conditions Actions
1.| (Tips:Role [Employeel) [RADIUS] [Allow Access Profile]
(Tips:Role [Guest])
2.‘ (Tips:Posture HEALTHY (0)) [RADIUS] [Allow Access Profile]
Move Up

4. Specify the Add Enforcement Policy > Rules tab parameters as described in the following table:

Table 175: Add Enforcement Policy: Rules Editor

Field Action/Description

Add Rule Click this button to bring up the Rules Editor.

Move To reorder the rules in the enforcement policy, select an enforcement policy rule, then click Move
Up/Down Up or Move Down.

Remove To delete a rule, select the rule, then click Remove Rule.

Rule

Table 176: Add Enforcement Policy: Rules Editor

Conditions/Enforcement
Profiles

Description

Select conditions for this rule. For each condition, select a matching action
(enforcement profile).

NOTE: A condition in an enforcement policy rule can contain attributes from the
following namespaces: Tips:Role, Tips:Posture, and Date.

NOTE: The value field for the Tips:Role attribute can be a role defined in Policy
Manager, or a role fetched from the authorization source.

You can enter role names fetched from the authorization source freeform in the Value
field. To commit the rule, click Save.

Enforcement Profiles

If the rule conditions match, attributes from the selected enforcement profiles are sent
to the Network Access Device. If a rule matches and there are multiple enforcement
profiles, the enforcement profile disambiguation rules apply. Refer to Configuring
Enforcement Profiles on page 357 for a list of the default profiles.

This section includes the following information:

e Adding an Enforcement Profile

e Modifying an Existing Enforcement Profile
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You can configure Policy Manager enforcement profiles globally, but they must be referenced to an
enforcement policy that is associated with a service.

For information about configuring specific enforcement profiles, see:

e Agent Enforcement Profile on page 360

e Agent Script Enforcement Profile on page 363

e Aruba Downloadable Role Enforcement Profile on page 367
e Aruba RADIUS Enforcement Profile on page 376

e Cisco Downloadable ACL Enforcement Profile on page 379
e Cisco Web Authentication Enforcement Profile on page 381
e ClearPass Entity Update Enforcement Profile on page 383
e CLI-Based Enforcement Profile on page 384

e Filter ID Based Enforcement Profile on page 386

e Generic Application Enforcement Profile on page 388

e HTTP Based Enforcement Profile on page 390

e RADIUS Based Enforcement Profile on page 391

e RADIUS Change of Authorization (CoA) Profile on page 393
e Session Restrictions Enforcement Profile on page 397

e SNMP-Based Enforcement Profile on page 402

e TACACS+ Based Enforcement Profile on page 403

e VLAN Enforcement Profile on page 406

Adding an Enforcement Profile
To add an enforcement profile:

1. Navigate to Configuration > Enforcement > Profiles.
The Enforcement Profiles page opens:

Figure 343: Enforcement Profiles Page

Configuration » Enforcement » Profiles

Enforcement Profiles T Add
£ Import
&, Export All
Filter:| Name E contains - | Show |10 E| records
# ! Name & Type Description
1.|E [Aerohive - Terminate Session] RADIUS_CoA System-defined profile to disconnect user (Aerchive)
2.|0 Agent-Healthy Agent
3.0 Agent-unhealthy Agent
4.|[ [AirGroup Personal Device] RADIUS System-defined profile for an AirGroup personal device request
5. |E [AirGroup Response] RADIUS System-defined profile for any AirGroup request
6.0 [AirGroup Shared Device] RADIUS System-defined profile for an AirGroup shared device request
7.3 [Allow Access Profile] RADIUS System-defined profile to allow network access
8./ [Allow Application Access Profile] Application System-defined profile to allow access to application
9.|d [Aruba TACACS read-only Access] TACACS System-defined profile for read-only access to Aruba device
10.|@ [Aruba TACACS root Access] TACACS System-defined profile for root access to Aruba device
Showing 1-10 of 171 B> [ Copy | Export | Delete

2. Click Add at the top-right corner.
The Add Enforcement Profile dialog opens.
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Figure 344: Add Enforcement Profile Dialog

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Summary

Template: Aruba RADIUS Enforcement
Name:

Description:

Type: RADIUS

Action: @ Accept @) Reject © Drop

Device Group List:

--Select--

w Remove
View Details
i Modify

The following table describes the default set of enforcement profiles included with Policy Manager:

Table 177: Default Enforcement Profiles

Enforcement Profile

Available for These Enforcement Types

[Aerohive - Terminate Session] RADIUS_CoA
[AirGroup Personal Device] RADIUS
[AirGroup Response] RADIUS
[AirGroup Shared Device] RADIUS
[Allow Access Profile] RADIUS
[Allow Application Access Profile] Application
[Aruba TACACS read-only Access] TACACS
[Aruba TACACS root Access] TACACS
[Aruba Terminate Session] RADIUS_CoA
[Cisco - Bounce-Host-Port] RADIUS_CoA
[Cisco - Disable Host-Port] RADIUS_CoA
[Cisco - Reauthenticate-Session] RADIUS_CoA
[Cisco - Terminate-Session] RADIUS_CoA
[Deny Access Profile] RADIUS
[Deny Application Access Profile] Application
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Table 177: Default Enforcement Profiles (Continued)

Enforcement Profile Available for These Enforcement Types
[Drop Access Profile] RADIUS

[Handle AirGroup Time Sharing] HTTP

[HP - Terminate Session] RADIUS_CoA
Juniper Terminate Session] RADIUS_CoA
[Motorola - Terminate Session] RADIUS_CoA
[Operator Login - Admin Users] Application
[Operator Login - Local Users] Application
[TACACS APl Admin] TACACS

[TACACS Deny Profile] TACACS

[TACACS Help Desk] TACACS

[TACACS Network Admin] TACACS

[TACACS Read-only Admin] TACACS

[TACACS Receptionist] TACACS

[TACACS Super Admin] TACACS

[Trapeze - Terminate Session] RADIUS_CoA
[Update Endpoint Known] Post-Authentication

Modifying an Existing Enforcement Profile

To modify an existing enforcement profile:

1. Navigate to the Configuration > Enforcement > Profiles page.

2. Click the name of the profile in the Enforcement Profile list that you wish to modify.

The Edit Enforcement Profile dialog for the selected profile opens. The parameters vary according to
which profile is selected.

3. Make the necessary changes in the Profile and Attributes dialogs, then click Save.

Agent Enforcement Profile
To configure profile and attribute parameters for an Agent Enforcement profile:
1. Navigate to Configuration > Enforcement > Profiles.
The Enforcement Profiles page opens.
2. Click Add.
The Add Enforcement Profiles > Profile tab opens.
3. Fromthe Template drop-down, select Agent Enforcement.

360 | Configuring Enforcement ClearPass Policy Manager | User Guide



The following figure displays the Agent Enforcement > Profile dialog:

Figure 345: Agent Enforcement > Profile Tab

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Attributes Summary

Template: Agent Enforcement
Name:
Description:

4
Type: Agent
Action: @ Accept | Reject ' Drop

Device Group List:

Add new Device Group
Remove

View Details
Modify

4. Specify the Add Agent Enforcement > Profile parameters as described in the following table:

Table 178: Add Agent Enforcement > Profile Parameters

Parameter Action/Description

Template Select the template from the drop-down list. In this context, select Agent Enforcement.
Name Enter the name of the enforcement profile.

Description Optionally, enter a description of the enforcement profile (recommended).

Type This field is populated automatically with type Agent.

Action By default, this field is disabled. It is enabled only when RADIUS type is selected.

Device Group
List

Select a device group from the drop-down list. The list displays all configured device groups.
All configured device groups are listed in the Configuration > Network > Device Groups
page. After you add one or more device groups, you can select a group and take one of the
following actions:

e To delete the selected Device Group List entry, click Remove.

e Tosee the device group parameters, click View Details.

e To change the parameters of the selected device group, click Modify.

Add New
Device Group

To add a new device group, click the Add New Device Group link. For more information, see
Adding and Modifying Device Groups on page 459.

Attributes Configuration

Use the Attributes tab to configure the attribute name and attribute value for each attribute you add.

Figure 346: Agent Enforcement > Attributes Dialog

3.|Click to add...

Configuration » Enforcement » Profiles » Edit Enforcement Profile - agent-enf

Enforcement Profiles - agent-enf

Summary Profile ll!ﬁ!a

Attribute Name Attribute Value b
1.|Bounce Client = false T
2.|Hea|th Check Interval (in hours) = 0 T
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Specify the Agent Enforcement > Attributes parameters as described in the following table:

Table 179: Agent Enforcement > Attributes Tab Parameters

Attribute Action/Description

Attribute Name Select one of the following attribute names:

e Bounce Client: To bounce the network interface, set the value to True.

e Message: Enter the message that needs to be notified on the endpoint.

e Session Timeout (in seconds): Configure the agent session timeout interval to periodically
evaluate the endpoint's health.

OnGuard Agent performs health checks after the specified session timeout interval and
updates the health status of the endpoint in Policy Cache.

You can specify the session timeout interval from 60 to 600 seconds. The default value is 0.
Note that setting the lower value for the session timeout interval results in numerous
authentication requests in the Access Tracker page.

e Health Check Interval (in hours): Specify the health-check interval value in hours for
different Agent Enforcement Profiles for different users. The allowed range is of 0 to 1000
hours.

NOTE: The value of the Policy result cache timeout parameter (Administration > Server

Manager > Server Configuration > Cluster-Wide Parameters > General tab) must be

greater than the highest value of all the Health Check Interval (in hours) values.

Note the following information when you set the Health Check Interval parameter:

= You can set this parameter if OnGuard mode is set to Health only.

= This parameter is valid only for wired and wireless interface types.

= This parameter is not applicable for the OnGuard Dissolvable Agent, VPN, and Other
interface types.

e Enable to hide Retry button: To hide the Retry button in the OnGuard Agent, set the
value to True.

e Enable to hide Logout button: To hide the Logout button in the OnGuard Agent, set the
value to True.

e Enable to hide Quit option: To hide all Quit options in the OnGuard Agent, set the value to
True.

e Bounce Delay (in seconds): When Bounce Delay is configured, the network interface is
bounced after the specified delay.

Attribute Value The value set depends on the selected Attribute Name.

Summary Information

The Summary tab summarizes the parameters configured in the Profile and Attribute tabs.

Figure 347: Agent Enforcement > Summary Tab

Enforcement Policies - Agent-enforcement

Enforcement Rules

Enforcement:

Name: Agent-enforcement

Description:

Enforcement Type: WEBAUTH
Default Profile: Agent-initial
Rules:
Rules Evaluation Algorithm: First applicable
Conditions Actions
1.|(Tips:Posture EQUALS HEALTHY (0)) Agent-healthy
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Agent Script Enforcement Profile

This section provides the following information:
Introduction
Configuring the Agent Script Enforcement Profile
Configuring Agent Script Enforcement Attributes

Viewing the Configuration Summary

Introduction

Agent Script Enforcement profiles allow execution of custom scripts on endpoint devices as part of agent
enforcement. All the details of custom script configuration, such as the path of the custom script, the
command to be executed, execution level, and so on, are configured in the Agent Script Enforcement profile.

You can select multiple Agent Script Enforcement Profiles in a rule in an enforcement profile. OnGuard Agent
executes them one after another.

The Agent Script Enforcement profile is currently supported only with the OnGuard Agent for Windows.

OnGuard Agent applies the Agent Script Enforcement profile (that is, it executes a custom script) after first
applying Agent Enforcement profiles (that is, after Agent Bounce is executed, if configured).

While applying an Agent Script Enforcement profile, OnGuard Agent does not check to see if a script is already
running. It is possible for OnGuard Agent to launch the script multiple times if a previously launched script is
still running. This can occur if OnGuard Agent performs multiple health checks (either manually triggered or
caused by a change in health status). The script should exit after performing its task.
Mandatory Attributes
The following attributes are mandatory when configuring Agent Script Enforcement:

Path of the Script

Command to Execute

Execution Level

Optional Attributes
The following attributes are optional when configuring Agent Script Enforcement:
SHA256 Checksum
Wait Time (Seconds) Before Executing Script
Pass Health Evaluation Results to Script
Success Message
Failure Message
Download URL

Configuring the Agent Script Enforcement Profile
To configure an Agent Script Enforcement profile:

1. Navigate to Configuration > Enforcement > Profiles.
The Enforcement Profiles page opens.
2. Click Add.
The Add Enforcement Profiles dialog opens to the Profile tab.
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Figure 348: Agent Script Enforcement > Profile Dialog

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Attributes Summary

Template: Agent Script Enforcement El
Name: Agent_Script_Enforcement
Description: Execution of custom scripts on endpoint
devices
Type: Agent
Action: @ Accept '/ Reject '/ Drop
Device Group List: - T Add new Device Group

View Details
= Modify

3. Specify the Add Agent Script Enforcement > Profile parameters as described in the following table:

Table 180: Add Agent Script Enforcement > Profile Parameters

Parameter Action/Description

Template Select the Agent Script Enforcement template.

Name Enter the name of the enforcement profile.

Description Optionally, enter a description of the enforcement profile (recommended).

Type This field is populated automatically with type Agent.

Action This parameter is disabled because it is not applicable to the Agent Script Enforcement Profile.
Device Group This parameter is disabled because it is not applicable to the Agent Script Enforcement Profile.
List

Add new Device This parameter is disabled because itis not applicable to the Agent Script Enforcement Profile.
Group
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Configuring Agent Script Enforcement Attributes

Use the Attributes tab to configure the attribute name and attribute value for each attribute you add.

The following figure displays the Agent Enforcement > Attributes dialog:

Figure 349: Agent Script Enforcement > Attributes Dialog

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Attribute Name Attribute Value
1.‘Path of the Script

Enter path here
2.‘Command To Execute = Enter command here
3| lim =
4, ‘, Path of the Script

Command To Execute

SHAZ256 Checksum

Execution Level

‘Wait Time (Secends) Before Executing Script

Pass Health Evaluation Results to Script

Success Message

Failure Message
Downlead URL

g e | E &
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Specify the Agent Script Enforcement > Attributes parameters as described in the following table:

Table 181: Agent Script Enforcement > Attributes Parameters

Attribute Action/Description

Attribute Name Select one of the following attribute names:

Path of the Script: Complete the path of the script/program, including the filename. This
attribute checks for the existence of a file on an endpoint device and also verifies the
SHA256 Checksum.

Command to Execute: Specify the complete command that OnGuard Agent should
execute. You can use the command to launch scripts or pass command line arguments.
For example, to launch VBScript (InstallHotfixes.vbs) and pass All as an argument, you
would enter the following:

cscript /nologo C:\Test\InstallHotfixes.vbs All

If it is not required to pass arguments, set the value of this attribute to the same value
specified for Path of the Script.

SHA256 Checksum: Specify the SHA256 checksum of the script/program. This attribute
accepts comma-separated multiple SHA256 checksums to allow execution of different
versions of same script/program.

Execution Level: The attribute values are: User and System.

To launch the script/program as the current logged-on user, select User.

To launch the script/program as the system user with admin rights, select System.
Wait Time (Seconds) Before Executing Script: Specify the time (in seconds) after which
OnGuard Agent should launch the script/program.

When Wait Time Before Executing Script is configured, the OnGuard Agent does not

process events such as Interface Up/Interface Down and health changes during the wait

time.
Pass Health Evaluation Results to Script: Check the check box (which sets the value to
true) to enable OnGuard Agent to pass health evaluation results to the script/program as an
argument. The default is false.

When the Pass Health Evaluation Results to Script attribute is set to true, OnGuard

Agent passes health evaluation results to the scriptin a URL Encoded JSON format.

URL Encode replaces double quotes, spaces, and Unicode characters with their ASCII

value in %XX format. For example, spaces are replaced by %20 and double quotes are

replaced by %22.

Success Message: Enter the message to be shown to the end user when the script/program
is launched successfully.

Failure Message: Enter the message to be shown to the end user when execution of the
script/program fails.

Download URL: If the script/program configured in the Path of the Script attribute is not
present on the client machine, enter the URL of the remote server from which OnGuard
Agent can download the script/program.

OnGuard Agent supports downloading scripts only from HTTP and HTTPS URLs. For

HTTPS URLs, OnGuard skips server certificate verification.

Also, OnGuard Agent does not support downloading files from URLs that require

credentials.

Attribute Value The Attribute Value set depends on the selected Attribute Name.
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Viewing the Configuration Summary
The Summary page summarizes the parameters configured in the Profile and Attribute tabs.
The following figure displays the Agent Script Enforcement > Summary page:

Figure 350: Agent Script Enforcement > Summary Dialog

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Profile Attributes m

Profile:
Template: Agent Script Enforcement
Name: Agent_Script_Enforcement
Description: Execution of custom scripts on endpoint devices
Type: Agent
Action: Accept
Device Group List:
Attributes:
Attribute Name Attribute Value
1“Path of the Script = Enter path here
2“Ccmmand To Execute = Enter command here

Aruba Downloadable Role Enforcement Profile

This section describes the following Aruba Downloadable Role Enforcement profile features:
e Profile Configuration on page 367

e Role Configuration on page 368

e Adding a Stateless Access Control List on page 374

e Adding a Session Access Control List on page 374

e Adding an Ethernet/MAC Access Control List on page 375

e Summary Information on page 376

Profile Configuration

Use the Profile tab to configure the template, type of the profile, and the device group list.

Figure 351: Aruba Downloadable Role Enforcement > Profile Tab

Enforcement Profiles

erplate: Aruba Downloadable Role Enforcement [~]
Name:
Description:
4
Type: RADIUS
Action: © Accept © Reject © Drop
Device Group List: & Remove Add new Device Group
View Details
il Modify
~Select-

Role Configuration Mode: @ Standard © Advanced
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Specify the Aruba Downloadable Role Enforcement > Profile parameters as described in the following

table:

Table 182: Aruba Downloadable Role Enforcement > Profile Parameters

Parameter

Action/Description

Template Select the Aruba Downloadable Role Enforcement template.

Name Enter the name of the profile. .

Description Enter a description of the profile.

Type This field is automatically populated with: RADIUS.

Action Click Accept, Reject, or Drop to define the action taken on the request. The default action is

Accept.

Device Group
List

Select a device group from the drop-down list. The list displays all configured device groups. All
configured device groups are listed in the Configuration > Network > Device Groups page.
After adding one or more device group(s), you can select a group and perform one of the
following actions:

e Todelete the selected Device Group List entry, click Remove.

e To see the device group parameters, click View Details.

e To change the parameters of the selected device group, click Modify.

Add New
Device Group

To add a new device group, click the Add New Device Group link. For more information, see
Adding and Modifying Device Groups on page 459.

Role Configuration

The fields on the Role Configuration tab require you to select a link to launch a new page where you set role
configuration attributes.

Figure 352: Aruba Downloadable Role Enforcement Role > Configuration Tab

Enforcement Profiles

profile TSI AT Summary

Captive Portal Profile:
Policer Profile:

QoS Profile:

VolIP Profile:

Reauthentication Interval Time (0-4086):
VLAN To Be Assigned (1-4094):
NetService Configuration:

NetDestination Configuration:

Time Range Configuration:

ACL:

User Role Configuration :

¥ @ Add Captive Portal Profile
v Brw Add Policer Profile
¥ @ Add Qos Profile
¥ @ Add VoIP Profile
minutes
Click the link to add, edit and delete NetService definitions Manage NetServices
Click the link to add, edit and delete NetDestination definitions Manage NetDestinations
Click the link to add, edit and delete Time Range definitions Manage Time Ranges
Add Stateless Access Control List
Move Up Add Session Access Control List
Move Down .
Remove Add Ethertype/MAC Access Control List
ACL Type: _ ACL Name:
Ethertype [=] + =y T

Check Summary tab for generated Role Configuration
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The following table describes the Role Configuration > Attributes parameters:

Table 183: Role Configuration > Attributes Parameters

Parameters Action/Configuration

Captive Portal Select the captive portal profile from the drop-down list if already configured.
Profile Click the Add Captive Portal Profile link to add a new captive portal profile. For more
information, see Captive Portal Profile on page 370.

Policer Profile Select the policer profile from the drop-down list if already configured. Click Add Policer
Profile link to add a new policer profile. For more information, see Policer Profile on page
370.

QoS Profile Select the QoS profile from the drop-down list if already configured. Click Add QoS Profile

link to add a new QoS profile. For more information, see QoS Profile on page 371.

VolP Profile Select the VolP profile from the drop-down list if already configured. Click Add VolP Profile
link to add a new VolP profile. For more information, see VolP Profile on page 372.

Reauthentication | Enter the number of minutes between reauthentication intervals. You can select the range

Interval Time (0- between 0 to 4096 minutes.

4096)

VLAN To Be Enter a number between 1 and 4094 that defines when the VLAN is to be assigned.
Assigned (1-

4904)

NetService Select the Manage NetServices link to add, edit, and delete the NetService definitions. For
Configuration more information, see NetService Configuration.

NetDestination Select the Manage NetDestinations link to add, edit, and delete the NetDestinations
Configuration definitions. For more information, see NetDestination Configuration.

Time Range Select the Manage Time Ranges link to add, edit, and delete time range definitions. For more
Configuration information, see Time Range Configuration.

NAT Pool Select the Manage NAT Pool link to add, edit and delete NAT Pool definitions. For morfe
Configuration information, see NAT Pool Configuration.
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Table 183: Role Configuration > Attributes Parameters (Continued)

Parameters Action/Configuration

ACL Type Select from the following ACL types:
e Ethertype

e MAC

e Session

e Stateless

ACL Name Click the name of the ACL type.

e To move the ACL Name to the ACL field, click Add.

e To modify the order of the names in the ACL list, click Move Up, Move Down.
e Todelete an ACL from the list, click Remove.

User Role Check the Summary tab for generated role configuration.
Configuration

Captive Portal Profile

To define the Captive Portal Profile:

1. Click the Add Captive Portal Profile link.
The Add Captive Portal Profile dialog opens:

Figure 353: Add Captive Portal Profile Dialog

Profile Configuration ]

Profile Type: Captive Portal Profile |Z|

Name:

3

Attribute Vvalue ol
Server Group:

| Default Raole:

m

Default Guest Role:
Redirect Pause (0-60 sec):

User Login: Yes |Z|
Guest Login: No |Z|
Logout Popup Window: Yes |Z|
Use HTTP for Authentication: Mo |Z|

Logon Wait Minimum Delay {1-10 sec):
Logon Wait Maximum Delay (1-10 sec): il

2. Enter a name of the profile and configure the required attributes.

Policer Profile
To define a Policer Profile:

1. Click the Add Policer Profile link.
The Add Policer Profile dialog opens:
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Figure 354: Add Policer Profile Dialog

Profile Configuration ]
Profile Type: Puolicer Profile |Z|
Name:

Attribute Value

CBS (Bytes):

CIR (Kbps):

EBS (Bytes):

Exceed Action: permit El

Exceed QoS Profile: ‘ |'|
Violate Action: drop El

Violate QoS Profile: ‘ |'|

2. Enter a name of the profile and configure the required attributes.
QoS Profile
To define a QoS Profile:

1. Click the Add QoS Profile link.
The Add QoS Profile opens:

Figure 355: Add QosProfle Dialog

Profile Configuration <]

Profile Type: QoS Profile [~]
Name:
Attribute Value

Traffic Class (0-7):

Drop Precedence:

low E
DSCP (0-63):
g02.1p (0-7):

i

2. Enter a name of the profile and configure the required attributes.
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VolP Profile
To define a VolP Profile:

1. Click the Add VolP Profile link.
The Add VolIP Profile dialog opens:

Figure 356: Add VolP Profile Dialog

Profile Configuration o

Profile Type: ValP Profile [~]

MName:

Attribute Value
VoIP VLAN (1-4094):

DSCP (0-63):

802.1p (0-7):

2. Enter a name for the profile and configure the required attributes.
NetService Configuration
To define a NetService Configuration profile:

1. Click the Manage NetServices link.
The NetService dialog opens:

Figure 357: NetService Dialog

Select NetService: - Add MetSenice — |Z|
MName:
Description:

|
Protocol: = |Z|
IP Protocol Number(0-255):
Application Level Gateway: |Z|

2. Enter aname for the profile and configure the required attributes.
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NetDestination Configuration
To define a NetDestination Configuration profile:

1. Click the Manage NetDestinations link.
The NetDestinations dialog opens:

Figure 358: NetDestinations Dialog

NetDestination °©
Select NetDestination: — Add NetDestination — E|
MName:
Invert: © Yes @ No
Rules
Rule Type IP Address End IP Address Netmask T
MNo Rules have been configured
Rule Type: host E|
IP Address:

2. Enter aname for the profile and configure the required attributes.
Time Range Configuration
To define a Time Range Configuration profile:

1. Click the Manage Time Ranges link.
The Time Range Configuration dialog opens:

Figure 359: Time Range Configuration Dialog

Time Range Configuration o

Select Time Range:

— Add Time Range — |Z|
Name:
TE ® Absolute © Periodic
Start Date (mm/dd/yyyy):
Start Time (HH:mm):
End Date (mm/dd/yyyy):
End Time (HH:mm):

m Delete

2. Enter aname for the profile and configure the required attributes.

NAT Pool Configuration

To define a NAT (Network Address Translation) Pool Configuration profile:

1. Click the Manage NAT Pool Configuration link.
The NAT Pool Configuration dialog opens:
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Figure 360: NAT Pool Configuration Dialog

NAT Pool Configuration (]

Select NAT Pool: —~ Add NAT Pool - =]
Name:

Start of source NAT range:

End of source NAT range:

Destination NAT IP Address:

2. Enter aname for the profile and configure the required attributes.

Adding a Stateless Access Control List
To add a Stateless Access Control List:

1. Click the Add Stateless Access Control List link.

The Stateless Access Control List Configuration dialog opens:

Figure 361: Stateless Access Control List Configuration Dialog

Source Traffic Match: any

Destination Traffic Match: any
Service Type: any
Action: permit

Blacklist user if ACL gets applied: | No

EHHEMM

Log if ACL is applied: No
Position (1-2000):

Policer Profile:

4

QoS Profile:

4

Time Range:

4

2. Enter aname for the Stateless ACL.
3. Onthe General tab, click the Add Rule link.
The Rule Configuration dialog opens.
4. Enter the required attributes in the Rule Configuration dialog.
5. Click Save Rule.

Adding a Session Access Control List
To add a Session Access Control List:
1. Click the Add Session Access Control List link.
The Session Access Control List Configuration dialog opens.
2. Enter aname for the Session ACL.
3. Onthe General tab, click the Add Rule link.
The Rule Configuration dialog opens.

374 | Configuring Enforcement

ClearPass Policy Manager | User Guide



Figure 362: Session Access Control List Rule Configuration Dialog

Source Traffic Match: any

Destination Traffic Match: any
Service Type: any
Action: permit
Blacklist user if ACL gets applied: | g

802.1p Priority (0-7):
Log if ACL is applied: No

Mirror: No

Position (1-2000):

Queue Priority:

& |EE [E][EE E E

Time Range:

TOS (0-63):

You can view different fields depending on the Action type you choose. For example, if you select the dual-
nat action type, you can view the Dual NAT Pool field additionally to specify the action.

4. Enter the required attributes in the Rule Configuration dialog.
5. Click Save Rule.

Adding an Ethernet/MAC Access Control List

To add an Ethernet/MAC Access Control List:

1. Click the Add Ethernet/MAC Access Control List link.
The Session Access Control List Configuration dialog opens.
The ACL Type is set to Ethertype.

Figure 363: Ethernet/MAC Access Control List Configuration Dialog

Access Control List Configuration o

ACL Type: Ethertype [~]
Name:
Rules

Action Value b

Mo Rules have been configured

Action: Permit E
Ethertype number: Any E
(Reset]

m Cancel

2. Enter a name for the Ethernet/MAC Access Control List.
3. Entertherequired attributes in the Rules section of the page and click Reset, then click Save Rule.
4. When finished, click Save.
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Summary Information
The Summary tab summarizes the parameters configured in the Profile and Role Configuration tabs.

Figure 364: Aruba Downloadable Role Enforcement>Summary Tab

Enforcement Profiles

Profile: =
Template: Aruba Downloadable Role Enforcement

Name: test

Description:

Type: RADIUS

Action: Accept

Device Group List:
Role Configuration:
Captive Portal Profile: Captive_Portal_Profile

m

Policer Profile:

QoS Profile:

VolIP Profile:

Reauthentication Interval Time (0-4096): - minutes
VLAN To Be Assigned (1-4094): - b
ACL:

User Role Configuration : aaa authentication captive-portal Captive_Portal_Profile
server-group Test Group
default-role Admin
default-guest-role Guest
redirect-pause 60
user-logon hd

Aruba RADIUS Enforcement Profile
This section describes the following Aruba RADIUS Enforcement profile features:

e Profile Configuration on page 376
e Attributes Configuration on page 377

e Summary Information on page 378

Profile Configuration

Use the Profile tab to configure the template, type of the profile, and device group list. The following figure
displays the Aruba RADIUS Enforcement > Profile tab:

Figure 365: Aruba RADIUS Enforcement > Profile Tab

Enforcement Profiles

TEHER Aruba RADIUS Enforcement [+]
Name:
Description:
g
Type: RADIUS
Action: ® Accept © Reject © Drop
Device Group List: = oo Add new Device Group
View Details
|Modity
~Select- [+]
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The following table describes the Aruba RADIUS Enforcement > Profile tab parameters:

Table 184: Aruba RADIUS Enforcement > Profile Parameters

Parameter Action/Description

Template Select Aruba RADIUS Enforcement.

Name Enter the name of the profile.
The name is displayed on the Configuration > Enforcement > Profiles page.

Description Enter a description that provides additional information about the profile. This description is
displayed in on the Configuration > Enforcement > Profiles page.

Type This field is populated automatically.

Action Click Accept, Reject, or Drop to define the action taken on the request.

Device Group Select a device group from the drop-down list. The list displays all configured device groups. All

List configured device groups are listed in the Configuration > Network > Device Groups page.
After adding one or more device group(s), you can select a group and take one of the following
actions:

e Todelete the selected Device Group List entry, click Remove.
e To see the device group parameters, click View Details.
e To change the parameters of the selected device group, click Modify.

Add New Click this link to add a new device group, For more information, see Adding and Modifying
Device Group Device Groups on page 459.

Attributes Configuration

Use the Attribute tab to configure the attribute type, name, and value for the enforcement profile. The
following figure displays the Aruba RADIUS Enforcement > Attributes tab:

Figure 366: Aruba RADIUS Enforcement > Attributes Dialog

Enforcement Profiles

Type Name Value !

1.[[Radius:Aruba - [Aruba-User-Role (1) - S - El

2./dlick to add...
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The following table describes the Aruba RADIUS Enforcement > Attributes parameters:

Table 185: Aruba RADIUS Enforcement > Attributes Parameters

Attribute Action/Description

Type

Select one of the following attribute types:

Radius:Aruba

Radius:IETF

Radius:Cisco

Radius: Hewlett-Packared-Enterprise

Radius: Lucent-Alcatel-Enterprise

Radius:Microsoft

Radius:Avenda

For more information, see RADIUS Namespaces on page 884.

Name

Select the appropriate Name attribute.
The options provided for the Name attribute depend on the Type attribute selected.

Value

Specify the appropriate Value attribute.

The options provided for the Value attribute depend on the Type and Name attributes
selected.

Summary Information

The Summary tab summarizes the parameters configured in the Profile and Attributes tab.

Figure 367: Aruba RADIUS Enforcement>Summary Tab

Enforcement Profiles

Profile Attributes m

Profile:
Template:
Name:
Description:
Type:
Action:
Device Group List:
Attributes:
Type
1.|Radius:Aruba

Aruba RADIUS Enforcement

RADIUS Enf

System-defined profile to re-authenticate session (Aruba RADIUS Enf)
RADIUS

Accept

Name Value

Aruba- Admin-Role = %{Authorization:172.31.1.11:Groups}
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Cisco Downloadable ACL Enforcement Profile

Use this page to configure the Cisco Downloadable ACL Enforcement profile.

Profile Configuration
Use the Profile tab to configure the Cisco Downloadable ACL Enforcement profile.

The following figure displays the Cisco Downloadable ACL Enforcement > Profile dialog:

Figure 368: Cisco Downloadable ACL Enforcement > Profile Dialog

Enforcement Profiles

Template: Cisco Downloadable ACL Enforcemen t []

Type: RADIUS
Action: ® Accept O Reject © Drop

Device Group List:

B Remove
View Details
| Wodify

—Select- [+]
Specify the Cisco Downloadable ACL Enforcement > Profile parameters as described in the following table:

Table 186: Cisco Downloadable ACL Enforcement > Profile Parameters

Parameter Action/Description

Template Select the Cisco Downloadable ACL Enforcement template.

Name Enter the name of the profile.
The name is displayed in the Name column on the Configuration > Enforcement > Profiles
page.

Description Enter a description of the profile.

The description is displayed in the Description column on the Configuration > Enforcement >
Profiles page.

Type The field is populated automatically with Type: RADIUS.

Action To define the action to take on the request, click Accept, Reject, or Drop.

Device Group Select a Device Group from the drop-down list. The list displays all configured device groups.
List All configured device groups are listed in the Configuration > Network > Device Groups

page. After adding one or more device group(s), you can select a group and take one of the
following actions:

e Todelete the selected Device Group List entry, click Remove.

e Tosee the device group parameters, click View Details.

e Tochange the parameters of the selected device group, click Modify.

Add New To add a new a device group, click the Add New Device Group link. For more information, see
Device Group Adding and Modifying Device Groups on page 459.
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Attributes Configuration
Use the Attribute tab to configure the attribute type, name, and value for the enforcement profile.

The following figure displays the Cisco Downloadable ACL Enforcement > Attributes dialog:

Figure 369: Cisco Downloadable ACL Enforcement > Attributes Dialog

Enforcement Profiles

Type Name value bt

1.|Radius:cisco Cisco-IP-Downloadable-ACL = permitip any any B @
2./Click to add...

Specify the Cisco Downloadable ACL Enforcement > Attributes parameters as described in the following
table:

Table 187: Cisco Downloadable ACL Enforcement > Attributes Parameters

Parameter Action/Description

Type Select one of the following attribute types:

= Radius:IETF

Radius:Cisco

Radius: Hewlett-Packared-Enterprise

Radius: Alcatel-Lucent-Enterprise

Radius:Microsoft

Radius:Avenda

Radius:Aruba

For more information, see RADIUS Namespaces on page 884,

Name The options displayed for the Name attribute depend on the Type attribute that was selected.

Value The options displayed for the Value attribute depend on the Type and Name attributes that
were selected.

Summary Information

The Summary tab summarizes the parameters configured in the Cisco Downloadable ACL Enforcement
profile.
Figure 370: Cisco Downloadable ACL Enforcement>Summary Tab

Enforcement Profiles

Profile Attributes m

Profile:

Template: Cisco Downloadable ACL Enforcement
Name: Cisco_Enf
Description:
Type: RADIUS
Action: Accept
Device Group List:
Attributes:

Type Name Value
1.|Radius:Cisco Cisco-IP-Downloadable-ACL = permit ip any any
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Cisco Web Authentication Enforcement Profile

Use this page to configure profile and attribute parameters for the Cisco Web Authentication Enforcement
profile.

Profile Configuration

Use the Profile tab to configure the template, type of the profile, and device group list.

Figure 371: Cisco Web Authentication Enforcement > Profile Tab

Enforcement Profiles

Template: Cisco Web Authentication Enforcement [=]

Type: RADIUS
Action: ® Accept © Reject © Drop

Device Group List:

Remove

View Defails

i Modify

~Select— [+]

Specify the Cisco Web Authentication Enforcement > Profile tab parameters as described in the following
table:

Table 188: Cisco Web Authentication Enforcement > Profile Tab Parameters

Parameter Action/Description

Template Select the Cisco Web Authentication Enforcement template.
Name Enter the name of the profile.
Description Enter a description that provides additional information about the profile (recommended).
Type This field is populated automatically.
Action Click Accept, Reject, or Drop to define the action taken on the request.
Device Group Select a device group from the drop-down list. The list displays all configured device groups. All
List configured device groups are listed in the Configuration > Network > Device Groups page.
After adding one or more device group(s), you can select a group and take one of the following
actions:
e Todelete the selected Device Group List entry, click Remove.
e Tosee the device group parameters, click View Details.
e To change the parameters of the selected device group, click Modify.
Add new Device | Click this link to add a new device group, For more information, see Adding and Modifying
Group Device Groups on page 459.
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Attributes Configuration

Use the Attributes tab to configure the attribute name and attribute value. The following figure displays the
Cisco Web Authentication Enforcement > Profile tab:

Figure 372: Cisco Web Authentication Enforcement > Attributes Tab

Enforcement Profiles

Type Name Value i

1 ‘Radlus:[\s(u Cisco-AVPair priv-Ivi=15

[
&

il

2 ‘Radlus:[\s(u Cisco- AVPair
3.|Click to add...

proxyacl# 10=permit ip any any

The following table describes the Cisco Web Authentication Enforcement > Attributes parameters:

Table 189: Cisco Web Authentication Enforcement > Attributes Parameters

Parameter Description

Type Select one of the following attribute types:

e Radius:Aruba

e Radius:IETF

e Radius:Cisco

e Radius: Hewlett-Packared-Enterprise

e Radius: Lucent-Alcatel-Enterprise

e Radius:Microsoft

e Radius:Avenda

For more information, see RADIUS Namespaces on page 884,

Name The options displayed for the Name attribute depend on the Type attribute that was selected.

Value The options displayed for the Value attribute depend on the Type and Name attributes that
were selected.

Summary Information
The Summary tab summarizes the parameters configured in the Profile and Attribute tabs.

Figure 373: Cisco Web Authentication Enforcement>Summary Tab

Enforcement Profiles

Profile Attributes m

Profile:

Template: Cisco Web Authentication Enforcement
Name: Cisco_WebAuth_Enf

Description:

Type: RADIUS
Action: Accept
Device Group List:
Attributes:
Type Name Value
1“Radiu5:Ciscu Cisco-AVPair = priv-lvl=15
2“Rad|u5:Clscn Cisco-AVPair = proxyacl# 10=permit ip any any
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ClearPass Entity Update Enforcement Profile

Use this page to configure profile and attribute parameters for the ClearPass Entity Update Enforcement
profile.

Profile Configuration

Use the Profile tab to configure the template, type of the profile, and device group list.

Figure 374: ClearPass Entity Update Enforcement > Profile Tab

Enforcement Profiles

Template: ClearPass Entity Update Enforcement [=]

Type: Post_Authentication
Action: @ Accept ' Reject ' Drop

Device Group List: , Add new Device Group
Remove
View Details
il Modify

Specify the ClearPass Entity Update Enforcement > Profile parameters as described in the following table:

Table 190: ClearPass Entity Update Enforcement > Profile Parameters

Parameter Acvtion/Description

Template Select the template from the drop-down list. In this context, select ClearPass Entity Update
Enforcement.

Name Enter the name of the profile. The name is displayed in the Name column on the Configuration

> Enforcement > Profiles page.

Description Enter a description that provides additional information about the profile. This description is
displayed in the Description column on the Configuration > Enforcement > Profiles page.

Type This field is populated automatically.

Action Click Accept, Reject, or Drop to define the action taken on the request.

Device Group Select a device group from the drop-down list. The list displays all configured device groups. All

List configured device groups are listed in the Configuration > Network > Device Groups page.
After adding one or more device group(s), you can select a group and take one of the following
actions:

e Todelete the selected Device Group List entry, click Remove.
e Tosee the device group parameters, click View Details.
e To change the parameters of the selected device group, click Modify.

Add new Device | Click this link to add a new device group, For more information, see Adding and Modifying
Group Device Groups on page 459.
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Attributes Configuration

Use the Attribute tab to configure the attribute type, name, and value for the enforcement profile. The
following figure displays the ClearPass Entity Update Enforcement > Attributes tab:

Figure 375: ClearPass Entity Update Enforcement Attributes tab

Enforcement Profiles

Type Name value
1.[Endpoint - Device Type - = - =]
2.|lick to add...

Specify the ClearPass Entity Update Enforcement > Attributes parameters as described in the following
table:

Table 191: ClearPass Entity Update Enforcement > Attributes Parameters

Attribute Description

Type Select one of the following attribute types:
e Endpoint

e Expire-Time-Update

e GuestUser

e Status-Update

Name The options displayed for the Name attribute depend on the Type attribute that was selected.

Value The options displayed for the Value attribute depend on the Type and Name attributes that
were selected.

Summary Information
The Summary tab summarizes the parameters configured in the Profile and Attributes tab.

Figure 376: ClearPass Entity Update Enforcement > Summary Tab

Enforcement Profiles

Profile Attributes m

Profile:

Template: ClearPass Entity Update Enforcement
Name: Ent_update_Enf
Description:
Type: Post_Authentication
Action: Accept
Device Group List:
Attributes:
Type Name Value
1“Eﬂdpu|nt Enabled By Admin

2 ‘Exp\re-‘rime-update GuestUser Userl

3.|GuestUser Location Sunnyvale

CLI-Based Enforcement Profile

Use this page to configure profile and attribute parameters for the CLI-Based Enforcement profile. The CLI-
Based Enforcement profile contains the following tabs:

e Profile Configuration on page 385
e Attributes Configuration on page 385

e Summary Information on page 386
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Profile Configuration

Use the Profile tab to configure the template, type of the profile, and device group list. The following figure
displays the CLI-Based Enforcement > Profile tab:

Figure 377: CLI-Based Enforcement > Profile Tab

Enforcement Profiles

E——

pemplate] CLI Based Enforcement [=]
Name:
Description:
4
Type: cLI
Action: 9 Accept ' Reject ' Drop
Device Group List: =
Remove
View Details
i Modify
~Select—

Specify the CLI-Based Enforcement > Profile tab parameters as described in the following table:

Table 192: CL/ Based Enforcement > Profile Parameters

Parameter Action/Description

Template Select the CLI Based Enforcement template.

Name Enter the name of the profile.

Description Enter a description that provides additional information about the profile.

Type This field is populated automatically.

Action Click Accept, Reject, or Drop to define the action taken on the request.

Device Group Select a device group from the drop-down list. The list displays all configured device groups. All
List configured device groups are listed in the Device Groups ( Configuration > Network >

Device Groups) page.

After adding one or more device group(s), you can select a group and take one of the following
actions:

e Click Remove to delete the selected Device Group List entry.

e Click View Details to see the device group parameters.

e Click Modify to change the parameters of the selected device group.

Add New Click this link to add a new device group, For more information, see Adding and Modifying
Device Group Device Groups on page 459.

Attributes Configuration

Use the Attribute tab to configure the attribute type, name, and value for the enforcement profile.

Figure 378: CL/ Based Enforcement > Attributes Tab

Enforcement Profiles

Attribute Name Attribute Value 0

1 ‘Target Device = 94 Connec tion:NAD-1P- Address}
2 ‘Cummand = Entel
3.|Click to add

e
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Specify the CLI Based Enforcement > Attributes parameters as described in the following table:

Table 193: CL/ Based Enforcement > Attributes Parameters

Attribute Action/Parameter

Attribute Name Select Command or Target Device.

Attribute Value Specify the appropriate Attribute Value.
The options provided for the Attribute Value depend on the selected Attribute Name.

Summary Information

The Summary tab summarizes the parameters configured in the Profile and Attributes tab. The following
figure displays the CLI-Based Enforcement > Summary tab:
Figure 379: CL/-Based Enforcement>Summary Tab

Enforcement Profiles

Profile Attributes m

Profile:

Template: CLI Based Enforcement
Name: CLI_Enf
Description:
Type: CLI
Action: Accept
Device Group List:
Attributes:
Attribute Name Attribute Value

1.|Target Device %{Connection:NAD-IP-Address}

2.|Cnmmamd get

Filter ID Based Enforcement Profile
This section provides the following information:

e Profile Configuration on page 386
e Attributes Configuration on page 387

Use this page to configure profile and attribute parameters for the Filter ID based enforcement profile. The
Filter ID Based Enforcement profile contains the following tabs:
Profile Configuration

The following figure displays the Filter ID Based Enforcement > Profile dialog:

Figure 380: Filter ID Based Enforcement Profile Dialog

Enforcement Profiles

Template: Filter ID Based Enforcement t [+]

Type: RADIUS
Action: @ Accept © Reject © Drop

D Group List: ” Add new Device Group
Remove
View Details
i Modify

—Select-- [+
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Specify the Filter ID Based Enforcement Profile parameters as described in the following table:

Table 194: Filter ID Based Enforcement > Profile Parameters

Parameter Action/Description

Template Select the Filter ID Based Enforcement template.

Name Enter the name of the profile. The name is displayed in the Name column on the Configuration
> Enforcement > Profiles page.

Description Enter a description of the profile. The Description is displayed in the Description column on the
Configuration > Enforcement > Profiles page.

Type RADIUS. The field is populated automatically.

Action Enabled. Click Accept, Reject, or Drop to define the action taken on the request.

Device Group
List

Select a Device Group from the drop-down list. The list displays all configured Device Groups.
All configured device groups are listed in the Device Groups page: Configuration > Network
> Device Groups. After you add one or more device group(s), you can select a group and take
one of the following actions:

e Todelete the selected Device Group List entry, click Remove.

e Tosee the device group parameters, click View Details.

e To change the parameters of the selected device group, click Modify.

Add New
Device Group

To add a new a device group, click the Add New Device Group link and see Adding and
Modifying Device Groups on page 459.

Attributes Configuration

The following figure displays the Filter ID Based Enforcement Profile > Attributes dialog:

Figure 381: Filter ID Based Enforcement Profile > Attributes Dialog

Enforcement Profiles

Type
1 ‘Rad\L\S:lETF
2.|Click to add

Name Value i
Filter-1d = Enter Filter Name B @
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Specify the Filter ID Based Enforcement > Attributes parameters as described in the following table:

Table 195: Filter ID Based Enforcement Profile > Attributes Tab Parameters

Parameter Description

Type Select one of the following attribute types:

Radius:Aruba

Radius:IETF

Radius:Cisco

Radius: Hewlett-Packared-Enterprise

Radius: Lucent-Alcatel-Enterprise

Radius:Microsoft

Radius:Avenda

For more information, see RADIUS Namespaces on page 884,

Name Select the desired Name attribute.
The options displayed for the Name attribute depend on the attribute that was selected.

Value Specify the appropriate Value.
The options displayed for the Value attribute depend on the Type attribute and Name attribute
that were selected.

Generic Application Enforcement Profile

Use this page to configure profile and attribute parameters for the Generic Application Enforcement
profile. The Generic Application Enforcement profile contains the following tabs:

e Profile Configuration on page 388

e Attributes Configuration on page 389

e Summary Information on page 390

Profile Configuration

Use the Profile tab to configure the template, type of the profile, and device group list. The following figure
displays the Generic Application Enforcement > Profile tab:

Figure 382: Generic Application Enforcement > Profile Tab

Enforcement Profiles

e Rp—

Template: Generic Application Enforcement [=]

Type: Application
Action: ® accept © Reject ' Drop

Remove

View Details

il Modify
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Specify the Generic Application Enforcement > Profile parameters as described in the following table:

Table 196: Generic Application Enforcement > Profile Tab Parameters

Parameter Action/Description

Template Select the template from the drop-down list. In this context, select Generic Application
Enforcement.
Name Enter the name of the profile. The name is displayed in the Name column on the Configuration

> Enforcement > Profiles page.

Description Enter a description that provides additional information about the profile. This description is
displayed in the Description column on the Configuration > Enforcement > Profiles page.

Type This field is populated automatically.

Action Click Accept, Reject, or Drop to define the action taken on the request.

Device Group Select a device group from the drop-down list. The list displays all configured device groups. All
List configured device groups are listed in the Device Groups ( Configuration > Network >

Device Groups) page.

After adding one or more device group(s), you can select a group and take one of the following
actions:

e Todelete the selected Device Group List entry, click Remove.

e Tosee the device group parameters, click View Details.

e To change the parameters of the selected device group, click Modify.

Add New Click this link to add a new device group, For more information, see Adding and Modifying
Device Group Device Groups on page 459.

Attributes Configuration

Use the Attribute tab to configure the attribute type, name, and value for the enforcement profile. The
following figure displays the Generic Application Enforcement > Attributes tab:

Figure 383: Generic Application Enforcement > Attributes Tab

Enforcement Profiles

Attribute Name Attribute Value bl
1./click to add...

Specify the Generic Application Enforcement > Attributes parameters as described in the following table;

Table 197: Generic Application Enforcement > Attributes Parameters

Parameter Action/Description

Attribute Name Select an attribute name from the drop-down list. The list has multiple names.

Attribute Value Displays the options for the Attribute Value depend on the selected Attribute Name.
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Summary Information
The Summary tab summarizes the parameters configured in the Profile and Attributes tab.

Figure 384: Generic Application Enforcement > Summary Tab

Enforcement Profiles

Profile Attributes m

Profile:

Template: Generic Application Enforcement

Name: GEN APP Enf
Description: Generic Application Enforcement
Type: Application
Action: Accept
Device Group List:
Attributes:
Attribute Name Attribute value
1“SSOfRuIe = Network Administrator

HTTP Based Enforcement Profile
Use this page to configure the HTTP based Enforcement Profile.

Profile Configuration

The following figure displays the HTTP Based Enforcement > Profile dialog:
Figure 385: HTTP Based Enforcement Profile Dialog

Enforcement Profiles

Template: HTTP Based Enfarcement [=]

Name:

Description:

Type: HTTP
Action: 9 Accept  Reject " Drop

Device Group List: Add new Device Group

0 Remove
View Details
A Modify

—Select— [=]
Specify the HTTP Based Enforcement > Profile parameters as described in the following table:

Table 198: HTTP Based Enforcement Profile Parameters

Parameter Action/Description

Template Select the HTTP Based Enforcement template.

Name Enter the name of the profile.
The name is displayed in the Name column on the Configuration >
Enforcement > Profiles page.

Description Enter a description of the profile.
The description is displayed in the Description column on the
Configuration > Enforcement > Profiles page.

Type This field is populated automatically with HTTP.
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Table 198: HTTP Based Enforcement Profile Parameters (Continued)

Parameter Action/Description

Action Disabled.
Device Group Select a Device Group from the drop-down list.
List The list displays all configured Device Groups. All configured device groups

are listed in the Configuration > Network > Device Groups.page. After
you add one or more device group(s), you can select a group and take one of
the following actions:

e Todelete the selected Device Group List entry, click Remove.

e To see the device group parameters, click View Details.

e To change the parameters of the selected device group, click Modify.

Add New To add a new a device group, click the Add New Device Group link and see
Device Group Adding and Modifying Device Groups on page 459.

Attributes Configuration

Figure 386: HTTP Based Enforcement Attributes Dialog

Enforcement Profiles

Attribute Name Attribute Value i
1. ‘TEV’QE( Server Select server 1]
2.|Action

3./Click to add...

Select action ]

Table 199: HTTP Based Enforcement Attributes Parameters

Parameter Action/Description

Attribute Name Select the attribute name: Target Server or Action.

Attribute Value Specify the appropriate value.
The options displayed for the Attribute Value depend on the Attribute
Name that was selected.

RADIUS Based Enforcement Profile

Use this page to configure profile and attribute parameters for the RADIUS based enforcement profiles.

Profile Configuration
The following figure displays the RADIUS Based Enforcement Profile tab:

Figure 387: RADIUS Based Enforcement > Profile Tab

Enforcement Profiles

Template: RADIUS Based Enforcement [=]
Name:
Description:
4
Type: RADIUS
Action: ©® Accept © Reject © Drop
Device Group List: - Re
emove
[ view petals |
A Modify
—Select— [=]
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Specify the RADIUS Based Enforcement Profile parameters as described in the following table:

Table 200: RADIUS Based Enforcement Profile Parameters

Parameter Action/Description

Template Select the RADIUS Based Enforcement template.

Name Enter the name of the profile.

Description Enter a description of the profile.

Type RADIUS. This field is populated automatically.

Action Enabled. Click Accept, Reject, or Drop.

Device Group Select a Device Group from the drop-down list.

List All configured device groups are listed in the Configuration > Network > Device Groups

page. After you add one or more device group(s), you can select a group and take one of the
following actions:

e Todelete the selected Device Group List entry, click Remove.

e To see the device group parameters, click View Details.

e To change the parameters of the selected device group, click Modify.

Add New To add a new a device group, click the Add New Device Group link and see
Device Group Adding and Modifying Device Groups on page 459

Attributes Tab
The following figure displays the RADIUS Based Enforcement > Attributes dialog:
Figure 388: RAD/US Based Enforcement Attributes Dialog

Enforcement Profiles

Type Name Value T

1| Radius:Aruba - Bruba-Ap-Group (10) [+ - L B oW

2./Click to add...
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Specify the RADIUS Based Enforcement > Attributes parameters as described in the following table:
Table 201: RADIUS Based Enforcement > Attributes Parameters

Parameter Description

Type Select one of the following attribute types:

Radius:Aruba

Radius:IETF

Radius:Cisco

Radius: Hewlett-Packared-Enterprise

Radius: Lucent-Alcatel-Enterprise

Radius:Microsoft

Radius:Avenda

For more information, see RADIUS Namespaces on page 884.

Name The options displayed for the Name attribute depend on the Type attribute that was selected.

Value The options displayed for the Value attribute depend on the Type and Name attributes that
were selected.

RADIUS Change of Authorization (CoA) Profile
Use this page to configure the RADIUS Change of Authorization (CoA) enforcement profile.

Profile Configuration

The following figure displays the RADIUS Change of Authorization (CoA) > Profile tab:
Figure 389: RAD/US Change of Authorization (CoA) > Profile Tab

Enforcement Profiles

Template: RADIUS Change of Autharization (CoA) [~]
Name:
Description:
4
Type: RADIUS_CoA
Action: @ Accept ' Reject ) Drop
Device Group List: " emone Add new Device Group
View Details
i Modity
—Select-- [+

Specify the RADIUS Change of Authorization (CoA) > Profile tab parameters as described in the following
table:

Table 202: RADIUS Change of Authorization (CoA) Profile Parameters

Parameter Action/Description

Template Select the RADIUS Change of Authorization (CoA) template.
Name Enter the name of this enforcement profile.
Type RADIUS_CoA is automatically populated.
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Table 202: RADIUS Change of Authorization (CoA) Profile Parameters (Continued)

Parameter Action/Description

Action Disabled.
Device Group Optionally, select a Device Group from the drop-down list.
List All configured device groups are listed on the Device Groups page: Configuration > Network

> Device Groups. After you add one or more device group(s), you can select a group and take
one of the following actions:

e Todelete the selected Device Group List entry, click Remove.

e Tosee the device group parameters, click View Details.

e To change the parameters of the selected device group, click Modify.

Add New To add a new a device group, click the Add New Device Group link and see Adding and
Device Group Modifying Device Groups on page 459.

Attributes Configuration
The following figure displays the RADIUS Change of Authorization (CoA) > Attributes tab:

Figure 390: RADIUS Change of Authorization (CoA) > Attributes Dialog

Enforcement Profiles

Select RADIUS CoA Template: | Gioco - Disable-HoslPort

Type Name Value i
1.|Radius:1ETF Calling-Station-1d = %{Radius:IETF:Calling-Station-1d}

& &
o &

2.|Ramug:m;m Cisco-AVPair = subscriber:command=disable-host-port

3. click to add
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The following table describes the RADIUS Change of Authorization (CoA) > Attributes parameters:

Table 203: RADIUS Change of Authorization (CoA) Attributes Parameters

Parameter Action/Description

Select RADIUS CoA Select one of the following RADIUS CoA templates:
Template e Aruba - Change-User-Role
e Aruba - Change-VPN-User-Role
e Cisco - Bounce-Host-Port
e Cisco-Disable-Host-Port
e Cisco - Reauthenticate-Session
e Hewlett-Packard-Enterprise - Change-VLAN
o Hewlett-Packard-Enterprise - Generic-CoA
o Hewlett-Packard-Enterprise - Port-Bounce-Host-HP
o |ETF- Generic-CoA-IETF
e |ETF-Terminate-Session-IETF
Type Select one of the following attribute types:
= Radius:IETF
= Radius:Cisco
= Radius: Hewlett-Packared-Enterprise
= Radius: Alcatel-Lucent-Enterprise
= Radius:Microsoft
= Radius:Avenda
= Radius:Aruba
Name The options displayed for the Name attribute depend on the Template and Type
attributes that were selected.
Value The content for the Value attribute depends on the Template, Type, and Name
attributes that were selected.

Session Notification Enforcement Profile

Use this page to configure the Session Notification Enforcement profile.

You can send notification of a change in IP address to any external context server (such as a firewall) by
configuring that server as a generic HTTP server and adding the appropriate generic HTTP context server

actions.

The content of the payload to be posted by Policy Manager to the external server is based on the REST API
defined by the external server.
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Profile Configuration
The following figure displays the Session Notification Enforcement > Profile tab:

Figure 391: Session Notification Enforcement > Profile Configuration Dialog

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Attributes Summary

Template: Session Nofification Enforcement =]

Name: SessionNotification

Description:

Type: Post_Authentication

Action: @ Accept " Reject . Drop

Device Group List: - P Add new Device Group

View Details
Modify

The following table describes the Session Notification Enforcement > Profile parameters:

Table 204: Session Notification Enforcement Profile Tab Parameters

Parameter Action/Description

Template Select Session Notification Enforcement.

Name Enter the name of the profile.

Description Enter a description of the profile (recommended).

Type The field is populated automatically with: Post_Authentication.

Action Disabled.

Device Group Select a device group from the drop-down list.

List All configured device groups are listed in the Device Groups Configuration > Network >
Device Groups page.

Add New To add a new a device group, click the Add New Device Group link. See Adding and Modifying

Device Group Device Groups on page 459for more information.

Attributes Configuration

The following figure displays the Session Notification Enforcement > Attributes dialog:

Figure 392: Session Notification Enforcement > Attributes Configuration Dialog

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Profile m Summary

Type Name Value bif

1“Se55iun-Che:k Username admin

Al
1

2“Sessmannt\ﬁ.’ Logout Action
3. Click t0 add...
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Specify the Session Notification Enforcement > Attributes parameters as described in the following table:

Table 205: Session Notification Enforcement > Attributes Parameters

Parameter Action/Description

Type Select one of the following Type attributes:

e Session-Check

e Session-Notify

Palo Alto integration is extended to Guest MAC Caching use cases. Configure the Session-
Check attributes as follows:

e Session-Check:Username = %{Endpoint:Username}

NOTE: Post authentication sends the Guest username instead of the MAC address in the user
ID updates.

e Session-Notify: The Name options are:
= Login Action
= Logout Action
= Server IP
= Server Type
Server Type options:
=  Generic HTTP
= Palo Alto Networks Panorama
= Palo Alto Networks Firewall
Server IP options: a choice of IP address/hostnames for the corresponding type of server as
Value. The Target Server attribute must be specified before you can use the Server IP
option.
Once the server IP address is selected, you can select Login Action or Logout Action. The
list of actions defined for the selected server will be shown as available choices for Value.
This enforcement type should be used both for Palo Alto devices and any Generic HTTP servers.

Name The options displayed for the Name attribute depend on the Type attribute that was selected.

Value The options displayed for the Value attribute depend on the Type and Name attributes that
were selected.

Summary Information
This Summary tab summarizes the parameters configured for Session Notification Enforcement.

Figure 393: Session Notification Enforcement > Summary Tab

Enforcement Profiles

Profile Attributes m

Profile:

Template: Session Notification Enforcement

Name: SessionNotification

Description:

Type: Post_Authentication

Action: Accept

Device Group List:
Attributes:

Type Name Value

1“Sessmn—Check Username admin

2“Sessmn-Notlfy Logout Action

Session Restrictions Enforcement Profile

ClearPass uses Keep-Alive messages to issue CoA (Change of Authorization) for a Session Restrictions
Enforcement Profile if OnGuard Agent is disconnected (see below, Examples of Session-Check Enforcement
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Profile Configurations). For related information, see OnGuard Global Agent Settings on page 682.

Profile Configuration
To configure Profile and Attribute parameters for a Session Restrictions Enforcement profile:

1. Navigate to Configuration > Enforcement > Profiles.
The Enforcement Profiles page opens.

2. Click Add.
The Add Enforcement Profiles > Profile tab opens.

3. Fromthe Template drop-down, select Session Restrictions Enforcement.
The Add Session Restrictions Enforcement > Profile dialog opens:

Figure 394: Add Session Restrictions Enforcement > Profile Tab

Enforcement Profiles

Template: Session Restrictions Enforcement it [=]

Type: Post_Authentication
Action: Accept | Reject | Drop

Remove

View Details

Wodify

4. Specify the Session Restrictions Enforcement > Profile parameters as described in the following table:

Table 206: Session Restrictions Enforcement Profile Parameters

Parameter Action/Description

Template Select Session Restrictions Enforcement.

Name Enter the name of the enforcement profile.

Description Optionally, enter a description of the enforcement profile (recommended).
Type Post_Authentication.

The Type field is populated automatically when you select the Session Restrictions
Enforcement template.

Action By default, this field is disabled. It is enabled only when RADIUS type is selected.

Device Group Select a device group from the drop-down list. The list displays all configured device groups.

List All configured device groups are listed in the Configuration > Network > Device Groups
page. After you add one or more device groups, select a group and take one of the following
actions:

e To delete the selected device group list entry, click Remove.
e Tosee the device group parameters, click View Details.
e To change the parameters of the selected device group, click Modify.

Add New To add a new a device group, click the Add New Device Group link. For more information, see
Device Group Adding and Modifying Device Groups on page 459.
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Attributes Configuration
The following figure displays the Session Restrictions Enforcement > Attributes tab:

Figure 395: Session Restrictions Enforcement Profile > Attributes Dialog

Enforcement Profiles

rotie [T summory

Type Name Value i
1“Exp\ry—(heck Expiry-Action
2 ‘Rad\us:cwgcu Cisco-AVPair
3.|Glick to add

Account will not expire (0)

& &
o

proxyacl# 10=permit ip any any

1. Specify the Session Restrictions Enforcement > Attributes parameters as described in Table 207:
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Table 207: Session Restrictions Enforcement Attributes Parameters

Parameter Description

Type

Select from the following attribute types:
Bandwidth-Check
Expiry-Check
Post-Auth-Check
Session-Check

Name

The options displayed for the Name attribute depend on the Type attribute that
was selected.

Type: Bandwidth-Check
Allowed-Limit: Defines the total bandwidth limit to be allowed per user or
endpoint.
Check-Type: Defines the period/interval for bandwidth-based checks.
Applicable only with Allowed-Limit.
Limit-Units: Defines the metric for bandwidth-based checks (KB, MB, GB,
TB). Applicable only with Allowed-Limit.
Start-Date: Defines the start date for bandwidth-based checks. Applicable
only with Allowed-Limit.
Start-Time: Defines the start time for bandwidth-based checks. Applicable
only with Allowed-Limit.
Stop-Date: Defines the stop date for bandwidth-based checks. Applicable
only with Allowed-Limit.
Stop-Time: Defines the stop time for bandwidth-based checks. Applicable
only with Allowed-Limit.

For configuration examples, see the next section, Examples of Bandwidth-

Check Enforcement Profile Configurations.

Type: Expiry-Check
Expiry-Action

Type: Post-Auth-Check
Action

Type: Session-Check
Active-Session-Count: Defines the number of active sessions to be allowed
per user or endpoint.
Agent-Connection: Set the value to Down to have ClearPass check to see
if the OnGuard Agent is down.
Allowed-Duration: Defines the total session duration to be allowed per
user or endpoint.
Check-Type: Defines the period or interval for duration-based checks.
Applicable only with Allowed-Duration.
Duration-Units: Defines the metric for duration-based checks. Applicable
only with Allowed-Duration.
Start-Date: Defines the start date for duration-based checks. Applicable
only with Allowed-Duration.
Start-Time: Defines the start time for duration-based checks. Applicable
only with Allowed-Duration.
Stop-Date: Defines the stop date for duration-based checks. Applicable
only with Allowed-Duration.
Stop-Time: Defines the stop time for duration-based checks. Applicable
only with Allowed Duration.
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Table 207: Session Restrictions Enforcement Attributes Parameters (Continued)

Parameter Description

= Username: Defines the username for which session restrictions are
enabled. Used when the client MAC address is to be defined as a
username.

For configuration examples, see the section below, Examples of Session-Check

Enforcement Profile Configurations.

Value The options displayed for the Value attribute depend on the Type and Name
attributes that were selected.

Examples of Bandwidth-Check Enforcement Profile Configurations

The following are typical examples of Session Restriction > Bandwidth-Check enforcement profile
configurations:
1. Allowed-Limit: Users/Endpoints will be disconnected after exceeding the 50 MB daily limit:

= Bandwidth-Check > Allowed-Limit = 50

= Bandwidth-Check > Limit-Units = MB

= Bandwidth-Check > Check-Type = Daily

m Post-Auth-Check > Action = Disconnect

2. Allowed-Limit: Users/Endpoints will be disconnected after exceeding 1 GB total bandwidth consumption.
Also, users are allowed access to the network only during the defined period (between 9:00 a.m. and 6:00

p.m.).

= Bandwidth-Check > Allowed-Limit = 1

= Bandwidth-Check > Limit-Units = GB

= Bandwidth-Check > Check-Type = Total

= Bandwidth-Check > Start-Time = 09:00:00
= Bandwidth-Check > Stop-Time = 18:00:00
m Post-Auth-Check > Action = Disconnect

Examples of Session-Check Enforcement Profile Configurations

The following are typical examples of Session Restriction > Session-Check enforcement profile
configurations:

1. Active Session Count: The Users/Endpoints active session count is set to 5. Users/Endpoints connecting
after the session count reaches 5 are disconnected:
m  Session-Check > Active-Session-Count = 5
m Post-Auth-Check > Action = Disconnect
2. Agent-Connection: You can disconnect a session if OnGuard Agent is down:
m Session-Check > Agent-Connection = Down
m Post-Auth-Check > Action = Disconnect

3. Session Duration: The User/Endpoint is allowed access for 60 minutes daily. Users/Endpoints that exceed
this session duration limit are disconnected:

= Session-Check > Allowed-Duration = 60
= Session-Check > Duration-Units = Minutes
= Session-Check > Check-Type = Daily
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= Post-Auth-Check > Action = Disconnect

4. Session Duration: The User/Endpoint is allowed access to the network daily for three hours in a specified
time period (between 9:00 a.m. and 5:00 p.m.)

m Session-Check > Allowed-Duration = 3

m Session-Check >Duration-Units = Hours
m  Session-Check > Check-Type = Daily

m  Session-Check > Start-Time = 09:00:00
m  Session-Check Stop-Time = 17:00:00

m Post-Auth-Check > Action = Disconnect

SNMP-Based Enforcement Profile
Use this page to configure the SNMP-Based Enforcement profile.

Profile Configuration

The following figure displays the SNMP Based Enforcement > Profile dialog:
Figure 396: SNMP Based Enforcement > Profile Dialog

Enforcement Profiles

Template: SNMP Based Enforcemen it [=]

Name:

Description:

Type: SNMP
Action: @ Accept ' Reject ' Drop

Device Group List:

—Select— [=]

Specify the SNMP Based Enforcement > Profile parameters as described in the following table:

Table 208: SNMP Based Enforcement > Profile Tab Parameters

Parameter Description

Template Select the SNMP Based Enforcement template.

Name Enter the name of the profile.
The name is displayed in the Name column on the Configuration > Enforcement > Profiles
page.

Description Enter a description of the profile (recommended).

The description is displayed in the Description column on the Configuration > Enforcement >
Profiles page.

Type SNMP. The field is populated automatically.
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Table 208: SNMP Based Enforcement > Profile Tab Parameters (Continued)

Parameter Description

Action Disabled.
Device Group Select a Device Group from the drop-down list.
List All configured device groups are listed in the Configuration > Network > Device Groups

page. After you add one or more device group(s), you can select a group and take one of the
following actions:

e Todelete the selected Device Group List entry, click Remove.

e Tosee the device group parameters, click View Details.

e To change the parameters of the selected device group, click Modify.

Add New To add a new a device group, click the Add New Device Group link. See Adding and Modifying
Device Group Device Groups on page 459.

Attributes Configuration
The following figure displays the SNMP Based Enforcement > Attributes dialog:

Figure 397: SNMP Based Enforcement > Attributes Dialog

Enforcement Profiles

Attribute Name Attribute value i g
1.|Click to add

Specify the SNMP Based Enforcement > Attributes parameters as described in the following table:

Table 209: SNMP Based Enforcement Attributes Parameters

Parameter Action/Description

Attribute Name | Selectfrom:
e VLANID

e Session Timeout (in seconds)
e Reset Connection (after the settings are applied)

Attribute Value The options displayed for the Attribute Value depends on the Attribute Name that was
selected.

TACACS+ Based Enforcement Profile
Use this page to configure the TACACS+ Based Enforcement profile.
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Profile Configuration
The following figure displays the TACACS+ Based Enforcement > Profile tab:

Figure 398: TACACS+ Based Enforcement Profile Dialog

Enforcement Profiles

e s—

Template: TACACS+ Based Enforcement [=]

Type: TACACS
Action: 9 Accept ' Reject ' Drop

Device Group List:

i Remove
View Details
L Modity

—Select— [+
Specify the TACACS+ Based Enforcement Profile > Profile parameters as described in the following table:

Table 210: TACACS+ Based Enforcement > Profile Parameters

Parameter Action/Description

Template Select the TACACS+ Based Enforcement template.

Name Enter the name of the profile.
The name is displayed in the Name column on the Configuration > Enforcement > Profiles
page.

Description Enter a description of the profile (recommended).

The description is displayed in the Description column on the Configuration > Enforcement
> Profiles page.

Type TACACS. The field is populated automatically.

Action Disabled.

Device Group Select a Device Group from the drop-down list.

List All configured device groups are listed in the Configuration > Network > Device Groups

page. After you add one or more device group(s), you can select a group and take one of the
following actions:

e Todelete the selected Device Group List entry, click Remove.

e Tosee the device group parameters, click View Details.

e Tochange the parameters of the selected device group, click Modify.

Add New To add a new a device group, click the Add New Device Group link. See Adding and Modifying
Device Group Device Groups on page 459.
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Services Configuration
The following figure displays the TACACS+ Based Enforcement > Services dialog:

Figure 399: TACACS+ Based Enforcement > Services Dialog

Enforcement Profiles

Privilege Level: 0 (Minimum) [+]

Selected Services:

~Select— [=]

Type Name = Value i
1.|dlick to add...

Specify the TACACS+ Based Enforcement Profile > Service parameters as described in the following table:

Table 211: TACACS+ Based Enforcement > Services Parameters

Parameter Action/Description

Privilege Level Select a level between 0 and 15, with 0 being the mininum privilege level and 15
being the highest.

Selected Services Select one or more of the following services:
Shell

PIX Shell

PPP:IP

PPP:IPX

PPP:LCP

ARAP

cpass:HTTP
Wireless-WCS:HTTP
CiscowLC:Common
Aruba:Common
AMP:https
NCS:HHHP

Export All TACACS+ Services Click this link to download the TACACS+ Services dictionary to the local
Dictionaries computer.

Authorize Attribute Status Select one of the following options:
e ADD
e REPLACE

Custom Services To add new TACACS+ services / attributes or upload the modified XML
dictionary, click the Update TACACS+ Services Dictionary link.

Service Attributes
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Table 211: TACACS+ Based Enforcement > Services Parameters (Continued)

Parameter Action/Description

Type Select one of the following Service Attribute types:
e PPP:IP

e Shell

e (Cpass:HTTP

Name The options displayed for the Name attribute depend on the Type attribute that
was selected.

Value The options displayed for the Value attribute depend on the Type and Name
attributes that were selected.

VLAN Enforcement Profile
Use this page to configure the VLAN Enforcement profile.

Profile Configuration
The following figure displays the VLAN Enforcement > Profile configuration dialog:

Figure 400: VLAN Enforcement > Profile Configuration Dialog

Enforcement Profiles

Template: VLAN Enforcement =
Name:
Description:
Type: RADIUS
Action: @ Accept @ Reject © Drop
Device Group List: m
Remove
View Details
il Wodify
~Select— [=]

Specify the VLAN Enforcement > Profile parameters as described in the following table:

Table 212: VLAN Enforcement > Profile Parameters

Parameter Description

Template Select the template from the drop-down list. In this context, select VLAN Enforcement.
Name Enter the name of the profile.

Description Enter a description of the profile.

Type RADIUS. The field is populated automatically.
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Table 212: VLAN Enforcement > Profile Parameters (Continued)

Parameter Description

Action To define the action taken on the request, click Accept, Reject, or Drop.
Device Group Select a Device Group from the drop-down list.
List All configured device groups are listed in the Configuration > Network > Device Groups

page. After you add one or more device group(s), you can select a group and take one of the
following actions:

e Todelete the selected Device Group List entry, click Remove.

e To see the device group parameters, click View Details.

e To change the parameters of the selected device group, click Modify.

Add New To add a new a device group, click the Add New Device Group link and see Adding and
Device Group Modifying Device Groups on page 459.

Attributes Configuration
The following figure displays the VLAN Enforcement > Attributes dialog:
Figure 401: VLAN Enforcement Attributes Dialog

Enforcement Profiles

Type Name value
1. ‘REH\USIIETF Session-Timeout 10800
2. ‘Rad\us:IETF Termination-Action
3“Ramus:IETF Tunnel-Type
4“Ramus:IETF Tunnel-Medium-Type
5 ‘Rad\us:[ETF Tunnel-Private-Group-1d
6. click to add

RADIUS-Request (1)
VLAN (13)

IEEE-802 (6)

Enter VLAN

e
8 & B = |8

Al al-alal

Specify the RADIUS Based Enforcement > Attributes parameters as described in the following table:

Table 213: VLAN Enforcement Attributes Tab Parameters

Parameter Description

Type Select one of the following attribute types:

= Radius:Aruba

Radius:IETF

Radius:Cisco

Radius: Hewlett-Packared-Enterprise

Radius: Alcatel-Lucent-Enterprise

Radius:Microsoft

Radius:Avenda

For more information, see RADIUS Namespaces on page 884

Name The options displayed for the Name attribute depend on the Type attribute that was selected.

Value The options displayed for the Value attribute depend on the Type and Name attributes that
were selected.
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Chapter 8
Configuring Policy Simulation

This chapter describes the following types of simulations:
e Active Directory Authentication Simulation

e Application Authentication Simulation

e Audit Simulation

e Chained Simulation

e Enforcement Policy Simulation

e RADIUS Authentication Simulation

e Role Mapping Simulation

e Service Categorization Simulation

After creating the policies, use the Policy Simulation utility in the Configuration > Policy Simulation page
to evaluate those policies before deployment.

The Policy Simulation utility applies a set of request parameters as input against a given policy component
and displays the outcome.

The following figure displays the Policy Simulation page:

Figure 402: Policy Simulation Page

Configuration » Policy Simulation

Policy Simulation  Add
& Import
& Export Al
Filter:| Name ¥ |contains ¥ || | ﬂ Clear Filter Show |10 ¥ | records
# Name 4 Type Description
1‘| aaa RADIUS Authentication
Showing 1-1 of 1 Copy || Export | | Delete

The following table describes the Policy Simulation page parameters:

Table 214: Policy Simulation Configuration Parameters

Parameter Description

Name Displays the name of the name of the policy simulation.
Type Displays the type of the policy simulation.
Description Displays additional information about the policy simulation.

This section provides the following information:

e Adding an Active Directory Simulation
e Viewing the Simulation Results

This simulation tests authentication against an Active Directory domain or trusted domain to verify that the
ClearPass Policy Manager domain membership is valid.
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HOTE

The Attributes tab is not available for this simulation type.

Adding an Active Directory Simulation
To add the RADIUS authentication server for the authentication test:

1. Navigate to the Configuration > Policy Simulation > Add page.
The Add Policy Simulation dialog appears.
2. Enter the Name of the simulation.

w

From the Type drop-down list, select Active Directory Authentication.
The following figure displays the Active Directory Authentication Simulation dialog.

Figure 403: Active Directory Authentication - Simulation Tab

Configuration  Policy Simulation » Add

Policy Simulation

4
Active Directory Authentication

Simulation Details

Test authentication against an Active Directory domain or trusted domain to verify that CPPM's domain membership is proper

Active Directory Domain:

Password:

The following table describes the Active Directory Authentication - Simulation tab parameters:

Table 215: Active Directory Authentication Simulation Tab Parameters

Parameter Description

Active Directory Domain Select the domain(s) to which the node is joined.
Username Enter the username to login to the domain.
Password Enter the password to login to the domain.

Viewing the Simulation Results

The Results tab for the Active Directory Authentication simulation displays a summary of the
Authentication test and provides a status message.

The following figure displays the Active Directory Authentication - Results tab:
Figure 404: Active Directory Authentication Results Tab

Configuration » Policy Simulation = Add

Policy Simulation

Simulation l:m:!

Summany -

Authenbcation Active Directory Authenticaben successful
Status -

Status Massage(s) INFO - NT_STATUS_QK: Success (0od)
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Table 216: Active Directory Authentication Results Tab Parameters

Parameter Description

Summary Displays the results of the Active Directory Authentication simulation.

Status Displays the status message.

This simulation tests authentication requests generated from ClearPass Guest. The following figure displays
the Application Authentication policy simulation settings available on the Configuration > Policy
Simulation > Add page:

Simulation Tab

Figure 405: Application Authentication - Simulation Tab
m Attributes Results

Name

Description:

Type: Application Authentication [~]

Simulation Details

Test authentication requests generated from applications like ClearPass Guest and Workspace
CPPM 1P Address/FQDN: 127001

Username:

Passwort d:

Table 217: Application Authentication Simulation Tab Parameters

Parameter Description

CPPM IP Address/FQDN Enter the IP Address or FQDN of the domain(s) to which the node is joined.
Username Enter the username.
Password Enter the password.

Attributes Tab

Enter the attributes of the policy component to be tested. The following figure displays the Application
Authentication - Attributes tab:
Figure 406: Application Authentication - Attributes Tab

Type Name value i

1. ‘Apphcat\on Name = Enter App Name By o
2./Click to add...
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Table 218: Application Authentication - Attributes Tab Parameters

Attribute Parameter

Type Select Application or select Application:ClearPass. See Application Namespace on page 876

Name The options displayed for the Name Attribute depend on the Type Attribute that was
selected.

Value The options displayed for the Value Attribute depend on the Type Attribute and Name
Attribute that were selected.

Results tab

The Results tab of the Application Authentication simulation displays the outcome of the Authentication
Result and the Application Authentication Output Attributes. The following figure displays the
Application Authentication Results tab:

Figure 407: Application Authentication Results Tab

Configuration » Policy Simulation » Edit - APP

Policy Simulation - APP

Simulation Attributes m

Summary -
Authentication Result SUCCESS
Application Authentication Output Attributes -

admin_pnvieges Super Adminestrator

Table 219: Application Authentication Results Tab Parameters

Parameter Description

Summary Displays the results of the Active Directory Authentication simulation.

Application Authentication Displays the output attributes, such as Super Administrator.
Output Attributes

This simulation allows you to specify an audit against a Nessus Server or Nmap Server with its IP address.

The Attributes tab is not available for this simulation type.

Audit simulations can take more than 30 minutes. An AuditinProgress status message is displayed until the audit is
completed.
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The following figure displays the Audit Simulation tab:

Figure 408: Audit Simulation - Simulation Tab

Policy Simulation

Name:

Description:

Simulation Details

Test Network Audit against specified Audit Server for a host machine, given its IP address

[Nessus Server] [=]

Audit Server:

Audit Host IP Address:

The following table describes the Audit Simulation - Simulation tab parameters:

Table 220: Audit Simulation Tab Parameters

Parameter Description

Audit Server

Select [Nessus Server] or [Nmap Audit].

Audit Host IP Address

Enter the host IP address of the audit host.

Results Tab

The following figure displays the Audit Simulation - Results tab:

Figure 409: Audit Simulation Results Tab

Configuration = Policy Simulation » Edit - audit

Policy Simulation - audit

Simulation m

Summary -
Audit Status

Temporary Status

Audit Timeout

AuditInProgress
TRANSITION (15)

60 seconds

Audit Output Attributes -
Avenda: Audit: Audit-Status AUDIT_INPROGRESS

The following table describes the Audit Simulation - Results tab parameters:

Table 221: Audit Results Tab Parameters

Parameter Description

Summary

Displays information about the Audit Status, Temporary Status, and Audit Timeout.

Audit Output Attributes

Displays the Audit-Status such as AUDIT_INPROGRESS.
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Given the service name, authentication source, user name, and an optional date and time, the chained
simulation combines the results of role mapping, posture validation and enforcement policy simulations and
displays the corresponding results.

Simulation Tab

The following figure displays the Chained Simulation Simulation tab:

Figure 410: Chained Simulation Tab

Policy Simulation

Attributes Results

Mame:

Description:

Type: Chained Simulation

Simulation Details

Test end-to-end policy evaluation that includes Role-Mapping and Enforcement policies given a Service and input details
Service: [Policy Manager Admin Network Login Servics]
Authentication Source:

Username:

Test Date and Time:

D

The following table describes the Chained Simulation - Results tab parameters:

Table 222: Chained Simulation Tab Parameters

Parameters Description

Service Select from:

o [Policy Manager Admin Network Login Service]
e [AirGroup Authorization Service]

e [Aruba Device Access Service]

o [Guest Operator Logins]

o GuestAccess

e Guest Access With MAC Caching

Authentication Default Value = [Local User Repository] if you select:
Source e [Policy Manager Admin Network Login Service]
e [Aruba Device Access Service]

Default Value = [Guest Device Repository] if you select:
e [AirGroup Authorization Service]

o GuestAccess

e Guest Access With MAC Caching

Values = [Guest Device Repository] or [Local User Repository] if you select [Guest Operator

Logins]
Username Enter the username.
Test Date and Click the calendar icon to select a start date and time for simulation test. For more information,
Time see Date Namespaces on page 882

Attributes Tab

Enter the attributes of the policy component to be tested.
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Figure 411: Chained Simulation Attributes Tab

Policy Simulation

Type

1“C\scu:HlPS v

2./Click to add...

CSAOperationalState v

Value i

The following table describes the Chained Simulation Attributes - Results tab parameters:

Table 223: Chained Simulation Attributes tab Parameters

Attribute Parameter

Type Select the type of attributes from the drop-down list.

Host See Host Namespaces on page 883

Authentication See Authentication Namespaces on page 877

Connection See Connection Namespaces on page 881

Application See Application Namespace on page 876

Certificate see Certificate Namespaces on page 880

e Radius:ETF See RADIUS Namespaces on page 884

e Radius:Cisco

e Radius:Microsoft

e Radius:Avenda

e Radius:Aruba

e Trend:AV

e Cisco: HIPS

o Cisco:HOST

e Cisco:PA

o NALAV

e Symantec:AV

Name The options displayed for the Name attribute depend on the Type
attribute that was selected.

Value The options displayed for the Value attribute depend on the Type and
Name attributes that were selected.
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Results Tab

The following figure displays the Chained Simulation - Results tab:

Figure 412: Chained Simulation Results Tab
Configuration » Policy Simulation » Edit - chain

Policy Simulation - chain

Simulation Attributes l:ﬁ !

Summary -

Status Allow Access

Roles [User Authenticated]
System Posture Status UNKNOWN (1007
Enforcement Profiles [TACACS Deny Profile]

Table 224: Chained Simulation Results Tab Parameters

Parameter Description

Summary Provides the following information about the chained simulation:
e Status

e Roles

e System Posture Status

e Enforcement Profiles

Given the service name (and the associated enforcement policy), a role or a set of roles, the system posture
status, and an optional date and time, the enforcement policy simulation evaluates the rules in the
enforcement policy and displays the resulting enforcement profiles and their contents.

Authentication Source and User Name inputs are used to derive dynamic values in the enforcement profile
that are retrieved from the authorization source. These inputs are optional.

Dynamic roles are attributes that are enabled as a role retrieved from the authorization source. For an example
of enabling attributes as a role, see Generic LDAP and Active Directory on page 191.
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Simulation Tab
The following figure displays the Enforcement Policy Simulation tab:

Figure 413: Enforcement Policy Simulation Tab

Policy Simulation

Name:

Description:
2

Type: Enforcement Policy [=]

Test Enforcement policy rules to determine which Enforcement Profiles will be output given the input details
Service: [Policy Manager Admin Network Login Servics]
Enforcement Policy: [Admin Network Login Policy]

Authentication Source: E
Username:

Roles: [Machine Authenticated] -
[User Authenticated] E|
[Guest]
[TACACS Read-only Admin]
[TACACS API Admin] -

Dynamic Roles:
Add Role

System Posture Status: HEALTHY (0) =

Test Date and Time:

n

The following table describes the Enforcement Policy Simulation tab parameters:

Table 225: Enforcement Policy Simulation tab Parameters

Parameter Description

Service Select from:

e [Policy Manager Admin Network Login Service]
e [AirGroup Authorization Service]

e [Aruba Device Access Service]

e [Guest Operator Logins]

o GuestAccess

e Guest Access With MAC Caching

Enforcement Policy o Autofilled with [Admin Network Login Policy] if you select [Policy Manager Admin
Network Login Service]

e Autofilled with [AirGroup Enforcement Policy] if you select [AirGroup
Authorization Service]

o Autofilled with [Aruba Device Access Policy] if you select [Aruba Device Access
Service]

e Autofilled with [Guest Operator Logins] if you select [Guest Operator Logins]
service
Autofilled with Copy_of_Guest Access Policy if you select Guest Access service

e Autofilled with Guest Access With MAC Caching Policy if you select Guest Access
With MAC Caching

Authentication Source Value = [Local User Repository] if you select:

e [Policy Manager Admin Network Login Service]
e [Aruba Device Access Service]

Value = [Guest Device Repository] if you select:

e [AirGroup Authorization Service]

e GuestAccess

e Guest Access With MAC Caching
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Table 225: Enforcement Policy Simulation tab Parameters (Continued)

Parameter Description

Values = [Local User Repository] or [Guest Device Repository] if you select Guest
Operator Logins

Username Enter username.

Roles Select from:
[Machine Authenticated]
[User Authenticated]
[Guest]

[TACACS Read-only Admin]
[TACACS APl Admin]
[TACACS Help Desk]
[TACACS Receptionist]
[TACACS Network Admin]
[TACACS Super Admin]
[Contractor]

[Other]

[Employee]

[MAC Caching

[Onboard Android]
[Onboard Windows]
[Onboard Mac OS X]
Onboard iOS]

[Aruba TACACS root Admin]
[Aruba TACACS read-only Admin]
[Device Registration]
[BYOD Operator]

[AirGroup V1]

[AirGroup v2]

Dynamic Roles Add Role: Enter the name of a dynamic role in the Add Role field and click the Add Role
button to populate the Dynamic Roles list.
Remove role: Highlight a dynamic role and click Remove Role button.

System Posture Status Select from:
HEALTHY (0)

CHECKUP (10)

TRANSITION (15)

QUARANTINE (20)

INFECTED (30)

UNKNOWN (100)

See Posture Namespaces on page 884

Test Date and Time Click calendar icon to select start date and time for simulation test. See Date
Namespaces on page 882
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Attributes tab

Enter the attributes of the policy component to be tested. The following figure displays the Enforcement
Policy - Attributes tab:

Figure 414: Enforcement Policy Attributes Tab

Policy Simulation

Simulation Results

Type Name value i

1‘Rad : MS-BAP-Usage - =S Allowed (1) - B @

2.|click to add

Table 226: Enforcement Policy Attributes tab Parameters

Attribute Description

Type: Select the type of attributes from the drop-down list.

Host See Host Namespaces on page 883

Authentication See Authentication Namespaces on page 877

Connection See Connection Namespaces on page 881

Application See Application Namespace on page 876

e Radius:[ETF See RADIUS Namespaces on page 884

e Radius:Cisco

e Radius:Microsoft

e Radius:Avenda

e Radius:Aruba

Name The options displayed for the Name attribute depend on the Type attribute that was
selected.

Value The options displayed for the Value attribute depend on the Type and Name
attributes that were selected.

Results Tab
The following figure displays the Enforcement Policy - Results tab:

Figure 415: Policy Simulation Results Tab

Configuration » Policy Simulation » Add
Policy Simulation

Summary -
Deny Access false
Enforcement Profiles [TACACS Deny Profile]
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Table 227: Enforcement Policy Results Tab Parameters

Parameter Description

Deny Access Displays the output of the Deny Access test.

Enforcement Profile Displays the name of the Enforcement Profile.

This section provides the following information:

e Adding a RADIUS Authentication Simulation

e Setting the Attributes to Be Tested

e Viewing the Simulation Results

Dictionaries in the RADIUS namespace come prepackaged with the ClearPass Policy Manager. The

administration interface does provide a way to add dictionaries into the system (see RADIUS Dictionary on
page 664 for more information).

The RADIUS namespace uses the notation RADIUS:Vendor, where Vendor is the name of the company that has
defined attributes in the dictionary. The same vendor can have multiple dictionaries, in which case the "Vendor"
portion includes a suffix or some other unique string by the name of the device to differentiate the
dictionaries.

Adding a RADIUS Authentication Simulation
To add the RADIUS authentication server for the authentication test:

1. Navigate to the Configuration > Policy Simulation > Add page.
The Add Policy Simulation dialog opens.

2. Enter the Name of the simulation.

3. Fromthe Type drop-down list, select RADIUS Authentication.
Figure 416 displays the RADIUS Authentication Simulation Details dialog, with the Server parameter
set to Remote.

Figure 416: RAD/US Authentication Simulation Details Dialog

Simulation Details

Test RADIUS authentication request processing against CPPM
Server: Remote E

CPPM IP Address/FQDN
Port

Shared Secret Shared secret between the target CPPM and this node. This node has to be added as a Network Device on the target CPPM

NAS IP Address {optional): 1P address of the Network Device to populate the NAS-IP-Address attribute in RADIUS request. Note that his setting may have side
effects such as a RADIUS CoA being fired to this Network Device

MNAS Type: Type of Network Device to simulate in terms of RADIUS attributes in the request
Generic E
Authentication outer method: PAP E
Authentication inner method:
Client MAC Address (optional): Client MAC address to be populated in the request. Note that this setting may have side effects such as the device getting

blacklisted, etc.

Username

Password

4. Enter the values for each of the RADIUS Simulation parameters as described in Table 228.
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Table 228: RADIUS Simulation Tab Parameters

Parameter Action/Description

Server 1. Specify Local or Remote.

CPPM IP Address or FQDN This field is displayed only if Remote Server is selected.
2. Enter the IP address or the fully qualified domain name (FQDN) of the remote
ClearPass Policy Manager server.

Shared Secret Displayed only if Remote Server is selected.

3. Enter the shared secret between the target ClearPass server and this node.
You must add the node as a Network Device on the target ClearPass server.
(For details, see Adding a Network Device on page 448).

NAS IP Address (optional) 4. To populate the NAS-IP-Address attribute in a RADIUS request, enter the IP
address of the network device.

NAS Type 5. Select the type of network device to simulate in terms of RADIUS attributes in
the request. The NAS types are:

= Aruba Wireless Controller

= Aruba Wired Switch

= Cisco Wireless Controller

= Generic

Authentication outer method Specify one of the following authentication outer methods:
PAP
CHAP
MSCHAPv2
PEAP: Authentication inner method: enabled.
Select one of the following PEAP Authentication inner methods:
=  EAP-MSCHAPv2
= EAP-GTC
= EAP-TLS
e TTLS: Authentication inner method field: enabled.
Select one of the following TTLS Authentication inner methods:
PAP
CHAP
MSCHAPv2
EAP-MSCHAPv2
EAP-GTC
EAP-TLS

e o 6 o O

e TLS

Client MAC Address 7. Enter the client MAC address of the network device to populate the NAS-IP
(optional) address attribute in the RADIUS request.

Username 8. Enter the user name.

CA Certificate (optional) This is the optional Root CA certificate needed to verify the RADIUS server's
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Table 228: RADIUS Simulation Tab Parameters (Continued)

Parameter Action/Description

certificate.
9. Click Browse and navigate to the optional Root CA certificate. Click Open, then
click Upload.
Client Certificate PKCS12 This is the client certificate that is used for TLS in PKCS12 (Public-Key
(PEX)* Cryptography Standards).

Formats: .pfx or .p12
10. Click Browse and navigate to the Client Certificate PKCS12. Click Open, then
click Upload.

Passphrase for PFX file* 11. Enter the pass phrase for the selected PFX file.

* These fields are displayed only if you select TTLS or PEAP as the authentication outer method and you select
EAP-TLS as the authentication inner method.

12. Click Save, or click Next to proceed to the Attributes tab.

Setting the Attributes to Be Tested

The attributes that you can set depend on the NAS Type selected on the Policy Simulation page (see Figure 416).

HNOTE

To set the attributes to be tested:
1. From the Attributes tab, click Click to add.

The Add Policy Simulation Attributes dialog opens.
2. Fromthe Type drop-down, select the attribute Type.
Figure 417: Specifying Policy Simulation Attributes

Configuration » Policy Simulation » Add
Policy Simulation

Simulation ll!ﬁua Results

Type Name

| -]
5. |, RadiusIETF
Radius:Cisco
Radius:Hewlett-Packard-Enterprise
Radius:Alcatel-Lucent-Enterprise
Radius:Microsoft
Radius:Avenda
Radius:Aruba

Select the attribute Name.
Select the attribute Value.
Repeat these steps for each additional attribute you wish to add.

o v kW

Click Save, or click Next to proceed to the Results tab.
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NAS Type: Aruba Wireless Controller
Figure 418: Aruba Wireless Controller Type - Attributes

Configuration » Policy Simulation » Add

Policy Simulation

Simulation lﬂﬁﬂa Results

Type Name Value u
1“Rad\us:IETF NAS-Port-Type = Wireless-802.11 (19) il
2“Rad\us:IETF Service-Type = Login-User (1) ]t
3“Rad\us:Ar’uba Aruba-Essid-Name = SSID @

Table 229: Aruba Wireless Controller Required - Attribute Settings

Attribute Parameter

Line 1:

e Type = Radius:IETF

o Name = NAS-Port-Type

e Value = Wireless-802.11 (19)

Line 2:

e Type = Radius:IETF

e Name = Service-Type
e Value = Login-User (1)

Line 3:

e Type = Radius:Aruba

e Name = Aruba-Essid-Name
e Value =SSID

NAS Type: Aruba Wired Switch Controller
Figure 419: NAS Type: Aruba Wired Switch Controller Attributes Tab

Configuration » Policy Simulation » Add
Policy Simulation

Simulation ll!ﬁ!a Results

Type Name Value hu
1‘|Rad\us:IETF NAS-Port-Type = Ethernet (15) i
2‘|Rad\us:IETF Service-Type = Login-User (1) o

Table 230: NAS Type: Aruba Wired Switch Controller—Required Attribute Settings

Line 1:

o Type = Radius:IETF

o Name = NAS-Port-Type
e Value = Ethernet (15)

Line 2:

e Type = Radius:IETF

o Name = Service-Type
e Value = Login-User (1)
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NAS Type: Cisco Wireless Switch
Figure 420: NAS Type: Cisco Wireless Switch Attributes

Caonfiguration » Policy Simulation » Add

Policy Simulation

Simulation lﬁﬁﬂa Results

Type Name Value i
1.‘Radiu5:IETF NAS-Port-Type = Wireless-802.11 (19) i
2.‘Rad|us:IETF Service-Type = Framed-User (2) o

Table 231: NAS Type: Cisco Wireless Switch Required Attribute Settings

Line 1:

e Type = Radius:IETF

o Name = NAS-Port-Type
e Value =802.11(19)

Line 2:

e Type = Radius:IETF

e Name = Service-Type

e Value = Framed-User(2)

Viewing the Simulation Results
The following figure displays the Policy Simulation RADIUS - Results dialog:
Figure 421: Results Tab

Configuration » Policy Simulation » Edit - RAD

Policy Simulation - RAD

Summary -

Authentication Result RADIUS Authentication successful
Details I view Details in Access Tracker ]
Status -

Status Me:

Value: 15 f1 76 30 Oe b4 49 af 9b 5 51 02 30 9 50 bd b9 0b 00 00 00 00 00 00 52 30 30 30 30 30 30 31 66 2d 30 31 2d 35 32 63 65 33 37 38 32 00 00 00 00 00 00 00 00 00 00 OO
STA 02:00:00:00:00:01: Received RADIUS packet matched with a pending request, round trip time 0.03 sec

RADIUS packet matching with station
MS-MPPE- Send- Kay (sign) - hexdump(l
MS-MPPE-Recv-Key (crypt) - hexdump(le
decapsulated EAP packet {code=3 id=0 len=4)
EAPOL: Received EAP-Packet frame

EAPOL: SUPP_BE entering state REQUEST
EAPOL: getSuppRs|
EAP: EAP entering RECEIVED
EAP: Received EAP-Success

EAP: EAP entering state SUCCESS m Input  Oulput
CTRL-EVENT-EAP-SUCCESS EAP authentication completed su:

be 71 00 3b 4d 55 46 9c e4 de 57 15 d5 ee ec dd 74 90 6e 9f a7 a6 f0 6f 67 93 da 51 5a fS a4 94
): bb d4 43 da f3 d1 19 5c 63 b3 b6 36 46 7f 11 33 0f 87 72 d7 82 ba 3e b3 c4 00 26 57 07 75 ca af
from RADIUS server: EAP Success

EAPOL: IEEE 802.1X for plaintext connection; no EAPOL-Key Session Identifiar: ROOOOOO1F-01-52ce3782
WPA: EAPOL processing complete == ;
EAPOL: 51 £ antering state AUTHENTICATED Date and Time: Jan 09, 2014 11:15:38 IST

EAPOL: ng state RECEIVE End-Host Identifier: 02-00-00-00-00-01
EAPOL: 5L ing state SUCCESS :

EAPOL: SUPP_BE entering state IDLE Ll 10312

eapol, n_cb: success=1 Access Davice IP/Port: 127.0.0.1:

)t Db 04 43 da F3 d1 19 5| | SYStem Posture Status: | UNKNOWN (100)

EMNGINE: engine dainit

MPPE keys OK: 1 mismatch: 0 Service: RSA
SUCCESS Authentication Method EAP-TLS
- Authentication Source: AD:pad.cppmiest.com
Authorization Source: RSA
Roles: RSA, [User Authenticated]
cemant Profiles: PANW- 10, Public VLAN
TaTa) Wﬂﬂ' I wad
Online Status: Not Available

< Sack tn Pollcy Simataton |
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Table 232: RADIUS Authentication Results Tab Parameters

Parameter Description

Summary Displays a summary of the simulation.
Authentication Result Displays the outcome of the Authentication test.
Details Click this link to open a dialog that provides details about the Authentication

test. You can take the following actions:
e Clickthe Summary, Input, or Output tabs.
e Clickthe Change Status, Show Logs, Export, or Close buttons.

Status Message(s) Displays the status messages resulting from the test.

The role mapping simulation tests Role-Mapping policy rules to determine which roles will be output, given the
service name (and associated role mapping policy), the authentication source and the user name.

You can also use role mapping simulation to test whether the specified authentication source is reachable.

Simulation Tab
The following figure displays the Role Mapping Simulation tab:
Figure 422: Role Mapping Simulation Tab

Policy Simulation

Attributes Results

Name:

Description:

N

Type: Role Mapping [+]

Simulation Details

Test Role-Mapping policy rules to determine which Roles will be output given the input details
Service: [Policy Manager Admin Network Login Senice] [+]

Role Mapping Policy:
Authentication Source: =

Username:

Test Date and Time:

@
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Table 233: Role Mapping Simulation Tab Parameters

Parameter Description

Service Select from:

e [Policy Manager Admin Network Login Service]
e [AirGroup Authorization Service]

e [Aruba Device Access Service]

e [Guest Operator Logins]

e GuestAccess

e Guest Access With MAC Caching

Role Mapping Policy Field is disabled if you select:

e [Policy Manager Admin Network Login Service]

e [Aruba Device Access Service]

e [Guest Operator Logins]

e Fieldis auto-filled with [AirGroup Version Match] if you select [AirGroup

Authorization Service]

Field is autofilled with [Guest Roles] if you select Guest Access

e Fieldis autofilled with Guest MAC Authentication Role Mapping if you select
Guest Access With MAC Caching

Authentication Source Value = [Local User Repository] if you select:
e [Policy Manager Admin Network Login Service]
e [Aruba Device Access Service]

Value = [Guest Device Repository] if you select:
e [AirGroup Authorization Service]

e GuestAccess

e Guest Access With MAC Caching

Values = [Guest Device Repository] or [Local User Repository] if you select [Guest
Operator Logins]

Username Enter the user name.

Test Date and Time Click calendar icon to select start date and time for simulation test. For more
information, see Date Namespaces on page 882

Attributes Tab

Enter the attributes of the policy component to be tested. The following figure displays the Role Mapping
Simulation Attributes tab:

Figure 423: Role Mapping Simulation Attributes Tab

Policy Simulation

Type Name value i
1 ‘Rad\us:lETF - [ARAP-Security-Data - = ® ow
2./Click to add...

The following table describes the Role Mapping Simulation Attributes tab parameters;
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Table 234: Role Mapping Simulation Attributes Tab Parameters

Attribute Parameter

Type

Select the type of attributes from the drop-down list.

Host

See Host Namespaces on page 883

Authentication

See Authentication Namespaces on page 877

Connection See Connection Namespaces on page 881
Application See Application Namespace on page 876

Certificate see Certificate Namespaces on page 880
e Radius:IETF See RADIUS Namespaces on page 884

e Radius:Cisco

e Radius:Microsoft

e Radius:Avenda

e Radius:Aruba

Name The options displayed for the Name attribute depend on the Type
attribute that was selected.
Value The options displayed for the Value attribute depend on the Type and

Name attributes that were selected.

Results Tab

The following figure displays the Role Mapping Simulation - Results tab:

Figure 424: Results Tab

Configuration » Policy Simulation » Edit - test2

Policy Simulation - test2

Simulation Attributes m

Summary -

Roles [User Authenticated]

The following table describes the Role Mapping Simulation - Results tab parameters:

Table 235: Role Mapping Results Tab Parameters

Parameter

Description

Summary

Displays the results of the simulation.

A service categorization simulation allows you to specify a set of attributes in the RADIUS or Connection
namespace and test which configured service the request will be categorized into. The request attributes that
you specify represent the attributes sent in the simulated request.
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Simulation Tab
The following figure displays the Service Categorization Simulation - Simulation tab:

Figure 425: Service Categorization Simulation Tab

Policy Simulation

Name:

Description:
4

Type: Senice Categorization [=]

Simulation Details

Test Service classification rules to determine which Service will match given the input details

Test Date and Time: B

Table 236: Service Categorization Simulation Tab Parameter s

Parameter Type Namespace Details

Test Date and Time Click calendar widget and select:
e Teststartdate
o Teststarttime

Attributes Tab

Enter the attributes of the policy component to be tested. The following figure displays the Service
Categorization Simulation - Attributes tab:

Figure 426: Service Categorization Attributes Tab

Policy Simulation

Type Name Value it
RADIUS

&

1 ‘Cunne(tmn Protocol

& F

2“Authent\cat\cn Posture Capable

3 ‘Ch(k to add...

Table 237: Service Categorization Simulation Attributes Tab Parameters

Attribute Parameter

Type Select the type of attributes from the drop-down list.
Host See Host Namespaces on page 883

Authentication See Authentication Namespaces on page 877
Connection See Connection Namespaces on page 881
Application See Application Namespace on page 876
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Table 237: Service Categorization Simulation Attributes Tab Parameters (Continued)

Attribute Parameter

e Radius:ETF See RADIUS Namespaces on page 884

e Radius:Cisco

e Radius:Microsoft

e Radius:Aruba

Name The options displayed for the Name attribute depend on the Type attribute
that was selected.

Value The options displayed for the Value attribute depend on the Type and Name
attributes that were selected.

Results Tab
The following figure displays the Service Categorization - Results tab:

Figure 427: Results Tab

Policy Simulation - service cat

Simulation Attributes m

Summary -

Service Name
Status -

Status Message(s) Mo service found for request parameters

The following table describes the Service Categorization Simulation Results tab parameters:

Table 238: Service Configuration Results Tab Parameters

Parameter Description

Summary Gives the name of the service.

Import and Export Simulations

Navigate to Configuration > Policy Simulation and select the Import link. The following figure shows an
example of the Import from file page.

Figure 428: Import Simulations
¢
Select File:

Enter secret for the file (if any):
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